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Important User Information

This document is intended to provide a good understanding of the functionality offered by Modbus/TCP w. IT. The
document only describes the features that are specific to the Anybus CompactCom Modbus/TCP w. IT-Function-
ality. For general information regarding the Anybus CompactCom, consult the Anybus CompactCom design
guides.

The reader of this document is expected to be familiar with high level software design, and communication sys-
tems in general. The use of advanced Modbus/TCP w. IT-specific functionality may require in-depth knowledge in
Modbus/TCP w. IT networking internals and/or information from the official Modbus/TCP w. IT specifications. In
such cases, the people responsible for the implementation of this product should either obtain the Modbus/TCP
w. IT specification to gain sufficient knowledge or limit theirimplementation in such a way that this is not necessary.

Liability

Every care has been taken in the preparation of this manual. Please inform HMS Industrial Networks AB of any
inaccuracies or omissions. The data and illustrations found in this document are not binding. We, HMS Industrial
Networks AB, reserve the right to modify our products in line with our policy of continuous product development.
The information in this document is subject to change without notice and should not be considered as a commit-
ment by HMS Industrial Networks AB. HMS Industrial Networks AB assumes no responsibility for any errors that
may appear in this document.

There are many applications of this product. Those responsible for the use of this device must ensure that all the
necessary steps have been taken to verify that the applications meet all performance and safety requirements in-
cluding any applicable laws, regulations, codes, and standards.

HMS Industrial Networks AB will under no circumstances assume liability or responsibility for any problems that
may arise as a result from the use of undocumented features, timing, or functional side effects found outside the
documented scope of this product. The effects caused by any direct or indirect use of such aspects of the product
are undefined, and may include e.g. compatibility issues and stability issues.

The examples and illustrations in this document are included solely for illustrative purposes. Because of the many
variables and requirements associated with any particular implementation, HMS Industrial Networks AB cannot
assume responsibility for actual use based on these examples and illustrations.

Intellectual Property Rights

HMS Industrial Networks AB has intellectual property rights relating to technology embodied in the product de-
scribed in this document. These intellectual property rights may include patents and pending patent applications
in the US and other countries.

Trademark Acknowledgements

Anybus ® is a registered trademark of HMS Industrial Networks AB. All other trademarks are the property of their
respective holders.

Warning: This is a class A product. in a domestic environment this product may cause radio interference in
which case the user may be required to take adequate measures.

ESD Note: This product contains ESD (Electrostatic Discharge) sensitive parts that may be damaged if ESD
control procedures are not followed. Static control precautions are required when handling the prod-
uct. Failure to observe this may cause damage to the product.
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P. About This Document
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About This Document 2

P.3 Conventions & Terminology

The following conventions are used throughout this manual:

*  Numbered lists provide sequential steps

* Bulleted lists provide information, not procedural steps

* The terms ‘Anybus’ or ‘module’ refers to the Anybus-CompactCom module.

* The terms ‘host’ or ‘host application’ refers to the device that hosts the Anybus module.

* Hexadecimal values are written in the format NNNNh or OxNNNN, where NNNN is the hexa-
decimal value.

* A byte always consists of 8 bits.

Anybus CompactCom Modbus/TCP w. IT-Functionality
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Chapter 1

1. About the Anybus-CompactCom Modbus/TCP

1.1 General

The Anybus-CompactCom Modbus/TCP communication module provides instant Ethernet and Mod-
bus/TCP connectivity via the patented Anybus-CompactCom host interface. Any device that supports
this standard can take advantage of the features offered by the module, allowing seamless network inte-
gration regardless of network type.

This product conforms to all aspects of the host interface for Active modules defined in the Anybus-
CompactCom Hardware- and Software Design Guides, making it fully interchangeable with any other
device following that specification. Generally, no additional network related softwate support is needed,
however in order to be able to take full advantage of advanced network specific functionality, a certain
degree of dedicated software support may be necessary.

1.2 Features

* Galvanically isolated bus electronics

* 10/100Mbit, full/half duplex operation

*  Web server w. customizable content

e TTP server

*  E-mail client

*  Server Side Include (SSI) functionality

*  Modbus/TCP (up to 4 simultaneous connections)
*  Modbus message forwarding

* Customizable Identity Information

* Transparent Socket Interface

Anybus CompactCom Modbus/TCP w. IT-Functionality
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About the Anybus-CompactCom Modbus/TCP 5

1.3 Front View

# |ltem

1 |Network Status LED

2 [Module Status LED

3 |Link/Activity

4 | Ethernet Interface

Network Status LED

Note: A test sequence is performed on this LED during startup.

LED State Description

Off No power or no IP address

Green Module is in Process Active or Idle state
Green, flashing Waiting for connections

Red Duplicate IP address, or FATAL event
Red, flashing Process Active Timeout.

Module Status LED

Note: A test sequence is performed on this LED during startup.

LED State Description
Off No power
Green Normal operation
Red Major fault; module is in state EXCEPTION (or FATAL event)
Red, flashing Minor fault in diagnostic object
IP conflict
LINK/Activity LED
LED State Description
Off No link, no activity
Green Link established

Green, flickering

Activity

Ethernet Interface

The Ethernet interface supports 10/100Mbit, full or half duplex operation.

Anybus CompactCom Modbus/TCP w. IT-Functionality

Doc.Rev. 3.06

Doc.ld. SCM-1200-054



Chapter 2

2. Tutorial

2.1 Introduction

This chapter is a complement to the Anybus CompactCom Implementation Tutorial. The ABCC tuto-
rial describes and explains a simple example of an implementation with Anybus CompactCom.

2.2 Fieldbus Conformance Notes

¢ HMS do not pre-certify this product.
For further information, please contact HMS.

Anybus CompactCom Modbus/TCP w. IT-Functionality
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Chapter 3

3. Basic Operation

3.1 General Information

3.1.1 Software Requirements

Generally, no additional network support code needs to be written to support the Anybus-Compact-
Com Modbus/TCP, however due to the natute of the Modbus/TCP networking system cettain restric-
tions must be taken into account:

The total number of ADIs that can be represented on the network depends on their size. By de-
fault, ADIs with instance numbers 1...4063 can be accessed from the network, each with a size
of up to 32 bytes.

ADI names, types and similar attributes cannot be accessed via Modbus/TCP. They ate however
represented on the network through the built in web server.

A network write access of an ADI mapped to process data will result in a corresponding
write access of the process data buffer of the Anybus CompactCom Modbus/TCP w.
IT-Functionality. Such access will therefore not result in a Set_Attribute

command towards the application.

A network read access of an ADI, even if it is mapped to process data, will result in a correspond-
ing Get_Attribute command towards the application.

Network reset requests are not supported.

Up to 5 diagnostic instances can be created by the host application. An additional 6th instance
may be created in event of a major fault.

Modbus/TCP in itself does not impose any particular timing demands when it comes to acyclic
requests (i.e. requests towards instances in the Application Data Object), however it is generally
recommended to process and respond to such requests within a reasonable time period (exactly
what this means in practice depends on the implementation and the actual installation).

The use of advanced Modbus/TCP-specific functionality may require in-depth knowledge in
Modbus/TCP networking internals and/or information from the official Modbus/TCP specifi-
cation. In such cases, the people responsible for the implementation of this product is expected
either to obtain these specifications to gain sufficient knowledge or limit their implementation is
such a way that this is not necessary.

For in-depth information regarding the Anybus-CompactCom software interface, consult the general
Anybus-CompactCom Software Design Guide.

See also...

“Application Data (ADIs)” on page 11
“Diagnostic Object (02h)” on page 51 (Anybus Module Object)
Anybus-CompactCom Software Design Guide, ‘Application Data Object (FEh)’

Anybus CompactCom Modbus/TCP w. IT-Functionality
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Basic Operation 8

3.2 Device Customization

3.2.1 Web Interface

The web interface can be fully customized to suit a particular application. Data and web pages are stored
in a FLASH-based file system, which can be accessed using any standard FTP-client.

See also...

e “File System” on page 13
*  “FTP Server” on page 14
*  “Web Server” on page 16

3.2.2 Modbus/TCP Implementation

By default, a ‘Read Device Identification’-request returns the following information:

*  Vendor Name: “HMS”

*  Product Code: “ABCC-ETN”

*  Major Minor Rev.: (no information returned by default)
*  Vendor URL: (no information returned by default)
*  Product Name: (no information returned by default)
*  Model Name: (no information returned by default)

*  User Application Name: (no information returned by default)

It is possible to customize this information by implementing the Modbus Host Object.

See also...

*  “Modbus Host Object (FAh)” on page 95 (Host Application Object)

3.2.3 Socket Interface (Advanced Users Only)

The built in socket interface allows additional protocols to be implemented on top of TCP/IP.

See also...

e “Socket Interface Object (07h)” on page 60 (Anybus Module Object)

e “Message Segmentation” on page 103

Anybus CompactCom Modbus/TCP w. IT-Functionality
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Basic Operation 9

3.3 Communication Settings

3.4

As with other Anybus-CompactCom products, network related communication settings are grouped in
the Network Configuration Object (04h).

In this case, this includes...

* Ethernet Interface settings

By default, the module is set to auto negotiate the network interface settings, however it is pos-
sible to force the module to use a specific setting if necessary.

e TCP/IP settings

These settings must be set propetly in order for the module to be able to participate on the net-
work.

The module supports DHCP, which may be used to retrieve the TCP/IP settings from a DHCP-
server automatically. DHCP is enabled by default, but can be disabled if necessary.

¢ Modbus/TCP Connection Timeout

This setting specifies how long a Modbus/TCP connection may be idle before it is closed by the
module (default is 60 seconds).

¢ Process Active Timeout

This value specifies how long the module shall stay in the ‘PROCESS_ACTIVE’-state after re-
ceiving a Modbus/TCP request. Note that this affects the behaviour of the SUP-bit, see B-104
“Extended LED Functionality”.

The parameters in the Network Configuration Object (04h) are available from the network as dedicated
entries in the Modbus register map, through the built in web server, and via HICP.

Note: If an IP conflict occurs and Address Conflict Detection (ACD) is enabled, the IP address will be
set to [ 0,0,0,0 ]. A new IP address can be set using e.g. HICP.

See also...
*  “Holding Registers (4x)” on page 42
*  “Web Server” on page 16
*  “Network Configuration Object (04h)” on page 51
e “HICP (Anybus IPconfig)” on page 108

Diagnostics

Each instance within the Diagnostic Object (02h) is represented on the network as a dedicated entry in
the Modbus register map (see “Input Registers (3x)” on page 42).

Note that since each entry corresponds directly to a specific diagnostic instance, it is possible to have
“empty” diagnostic entries in the register map (when read, such entries will return zeroes).

See also...

e “Input Registers (3x)” on page 42
*  “Diagnostic Object (02h)” on page 51

Anybus CompactCom Modbus/TCP w. IT-Functionality
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3.5 Network Data Exchange

3.5.1 General

It is important to notice that vatrious register areas might have different response times. Generally que-
ries directed at the process data registers will be answered more quickly than those directed at the ADI-
related registers since the former are directly processed by the module itself whereas the latter are for-
warded to the application, which must respond before the module can respond to the master. In the
latter case this will have repercussions on the allowable timeout time for the master to use against these
registers.

3.5.2 Translation of Data Types

On Modbus/TCP, all network data (ADIs and Process Data) will be represented as follows:

Anybus Type |Conversion Details
BOOL Single BOOLS and arrays of BOOLS are converted to bit fields and padded with zeroes to the closest
16bit multiple. This enables Booleans to be accessed using the Modbus discrete and coil functions.
SINT8 Padded with zeroes to fill a 16bit register.
Arrays of SINT8 are packed and padded with zeroes to the closest 16bit multiple.
SINT16 Occupies one 16bit Modbus register
SINT32 Occupies two 16bit Modbus registers
SINT64 Occupies four 16bit Modbus registers
UINT8 Padded with zeroes to fill a 16bit register.
Arrays of UINT8 are packed and padded with zeroes to the closest 16bit multiple.
UINT16 Occupies one 16bit Modbus register
UINT32 Occupies two 16bit Modbus registers
UINT64 Occupies four 16bit Modbus registers
CHAR Padded with zeroes to fill a 16bit register.
Arrays of CHAR are packed and padded with zeroes to the closest 16bit multiple.
ENUM Padded with zeroes to fill a 16bit register.
Arrays of 8bit ENUM are packed and padded with zeroes to the closest 16bit multiple.
FLOAT Occupies two 16bit Modbus registers

Anybus CompactCom Modbus/TCP w. IT-Functionality
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3.5.3 Application Data (ADIs)

As mentioned previously, the total number of ADIs that can be represented on the network depends on
their size. By default, ADIs with instance numbers 1...4063 can be accessed from the network, each with
a size of up to 32 bytes. It is possible to alter this ratio by changing the number of ADI indexing bits
(attribute #9, Modbus Host Object (FAh)).

Example 1 (Default settings)

In this example, attribute #9 in the Modbus Host Object (FAh) is set to its default value (04h).

Holding Register # ADI No.
0210h... 021Fh 1
0220h... 022Fh 2
0230h... 023Fh 3
0240h... 024Fh 4
FFEOh... FFEFh 4062
FFFOh... FFFFh 4063

Each ADI is represented using 16 Modbus registers, which means that in theory up to 32 bytes
of an ADI can be accessed from the network. Note however that this number may be less due

to the data conversion process, see “Iranslation of Data Types” on page 10.

Example 2 (Customized implementation)

In this example, attribute #9 in the Modbus Host Object (FAh) is set to 05h.

Holding Register # ADI No.
0210h... 022Fh 1
0230h... 024Fh 2
0250h... 026Fh 3
0270h... 028Fh 4
FFBOh... FFCFh 2030
FFDOh... FFEFh 2031

Each ADI is represented using 32 Modbus registers, which means that in theory up to 64 bytes
of an ADI can be accessed from the network. Note however that this number may be less due

to the data conversion process, see “Iranslation of Data Types” on page 10.

See also...

*  “Translation of Data Types”

on page 10

*  “Modbus Host Object (FAh)” on page 95
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3.5.4 Process Data

Modbus does not feature a dedicated cyclic data channel in the same sense as many other networks. In

the Anybus-CompactCom implementation, Process Data can however still be accessed from the net-

work via dedicated entries in the Modbus register map. Just as with regular ADIs, the Process Data is
converted to a format suitable for Modbus.

Process Data can be accessed on a bit by bit basis (as Coils & Discrete Inputs) - or - as 16bit entities
(Holding Registers & Input Registers).

For example, reading Discrete Inputs 0000h-000Fh will return the same data as reading Input Register
0000h or Holding Register 0100h.

Note: For natural reasons, writing to the Write Process Data register area has no effect, and reading un-

used register locations will return zeroes.

Example:

Application Process Data |Corresponding Modbus Register Layout Comment

Byte no. Type Register no. High Byte Low Byte

0 UINT8 1 UINT8 Padded to a full 16bit register

1 UINT8 2 UINT8 Padded to a full 16bit register

2 ENUM 3 ENUM Padded to a full 16bit register

3 SINT16 4 SINT16 -

4

5 BOOL 5 g Converted to a bit field and
padded to a full 16bit register

6 UINT32 6 UINT32 Two 16 bit registers

7

8 7

9

10 BOOLE! 8 K g Packed to a bit field and pad-

1 ded to a full 16bit register

12

13 SINTSIS! 9 SINTS!' SINT8  |Padded to two 16bit registers

14 10 SINT8H

15

16...37 BOOL[3] " b15..0 Packed to a bit field and pad-

12 b22.b16  |ded to two 16bit registers

Note: The example above assumes that the Process Data is accessed as Holding Registers or In-

put Registers.

See also...

*  “Translation of Data Types” on page 10.
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3.6 File System

3.6.1 General Information

The built-in file system hosts 1.43 MByte of non-volatile storage, which can be accessed by the HTTP
and FTP servers, the e-mail client, and the host application.

The file system uses the following conventions:

e\’ (backslash) is used as a path separator

* A ‘path’ originates from the system root and as such must begin with a \’
* A ‘path’ must not end with a ‘\’

* Names may contain spaces (*’) but must not begin or end with one.

* Names must not contain one of the following characters: ©\ / :*? “ <> |’
* Names cannot be longer than 48 characters

* A path cannot be longer than 255 characters (filename included)

See also...

e “FTP Server” on page 14

*  “Web Server” on page 16

*  “E-mail Client” on page 23

e “Server Side Include (SSI)” on page 24

*  “File System Interface Object (OAh)” on page 82

IMPORTANT: The file system is located in flash memory. Due to technical reasons, each flash segment can erased
approximately 100000 times before failure, making it unsuitable for random access storage.

The following operations will erase one or more flash segments:

*  Deleting, moving or renaming a file or directory
»  Whriting or appending data to an existing file
*  Formatting the file system

3.6.2 System Files

The file system contains a set of files used for system configuration. These files, known as “system files”,
are regular ASCII files which can be altered using a standard text editor (such as the Notepad in Micro-
soft Windows™). The format of these files are, with some exceptions, based on the concept of ‘keys’,
where each ‘key’ can be assigned a value, see below.

Example:
[Keyl]
value of Keyl

[Key2]
value of Key2

Anybus CompactCom Modbus/TCP w. IT-Functionality
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Chapter 4

4. FTP Server

4.1 General Information

Category: extended
The built-in FTP-server makes it easy to manage the file system using a standard FTP client.
By default, the following port numbers are used for FTP communication:

* TCP, port 20 (FTP data port)
e TCP, port 21 (FTP command port)

The FTP server supports up to 8 concurrent connections.

4.2 User Accounts

User accounts are stored in the configuration file "\ ftp.cfg'. This file holds the usernames, passwords,
and home directory for all users. Users are not able to access files outside of their home directory.

File Format:

Userl:Passwordl:Homedirl
User?2:Password2:Homedir2
User3:Password3:Homedir3

Optionally, the UserN:PasswordN-section can be replaced by a path to a file containing a list of users
as follows:

File Format (“\ftp.cfg’):

Userl:Passwordl:Homedirl
User?2:Password2:Homedir2
\path\userlistA:HomedirA
\path\userlistB:HomedirB

The files containing the user lists shall have the following format:

File Format:

Userl:Passwordl
User?2:Password?2
User3:Password3

Notes:

* usernames must not exceed 15 characters in length.
* Passwords must not exceed 15 characters in length.

* usetnames and passwords must only contain alphabetic characters and/or numbers.

If “\ftp.cfg’ is missing or cannot be interpreted, all username/password combinations will be ac-
cepted and the home directory will be the FTP root (l.e. ‘\ftp\’).

* The home directory for a user must also exist in the file system if they should be able to log in,
just adding the user information to the 'ftp.cfg' file it is not enough.

Anybus CompactCom Modbus/TCP w. IT-Functionality
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e If‘Admin Mode’ has been enabled in the Ethernet Object, all username/password combinations
will be accepted and the user will have unrestricted access to the file system (i.e. the home direc-
tory will be the system root).

» Itis strongly recommended to have at least one user with root access (\’) permission. If not,
‘Admin Mode’ must be enabled each time a system file needs to be altered (including “\ftp.cfg’).

4.3 Session Example

The Windows Explorer features a built-in FTP client which can easily be used to access the file system
as follows:

1. Open the Windows Explorer by right-clicking on the ‘Start’-button and selecting ‘Exploret’
2. In the address field, type FTP://<user>:<password>@<address>

- Substitute <address> with the IP address of the Anybus module

- Substitute <user> with the username

- Substitute <password> with the password

3. Press enter. The Explorer will now attempt to connect to the Anybus module using the specified
settings. If successful, the file system will be displayed in the Explorer window.

File Edit View Favorites Tools Help | i

() Back ¥ d - c\r | /. ! Search Folders |E|v

Agdressl ftp:/fuserpassword @<address>/ j L] Go
Name = Size | Type | Date Modified |

File and Folder Tasks S

2 Mske a new folder

3 Publish this folder to the
Wehb

k! Share this folder

Other Places ]

) My Documents
¢ My Computer
“J My Network Places
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Chapter 5

5. Web Server

5.1 General Information

5.2

Category: extended

The built-in web server provides a flexible environment for end-user interaction and configuration pur-
poses. The powerful combination of SSI and client-side scripting allows access to objects and file system
data, enabling the creation of advanced graphical user interfaces.

The web interfaces is stored in the file system, which can be accessed through the FTP server. If neces-
sary, the web server can be completely disabled in the Ethernet Host Object.

The web server supports up to 20 concutrent connections and communicates through port 80.

See also...
e “FTIP Server” on page 14
e “Server Side Include (SSI)” on page 23
*  “Ethernet Host Object (F9h)” on page 121

Default Web Pages

The default web interface consists of a set of virtual files; these virtual files may be replaced, but not
permanently erased, by placing files with the same name in the same location (i.e. the web root).

The files can be used as-is or called

from a customized web environ- Network Information

ment. - Serial no. Language Con
-MACID
Fi . Set language
- Firmware revision (|f implemented)
- Module uptime
The files are: - CPU load

<WebRoot>\style.css
<WebRoot>\arrow red.gif
<WebRoot>\index.htm
<WebRoot>\netinfo.htm
<WebRoot>\netconfig.htm
<WebRoot>\netstat.htm
<WebRoot>\parameter.htm
<WebRoot>\language.htm

Network Configuration Network Statistics

Misc. ethernet related
statistics; interface counters,
media counters etc.

Gives access to the settings
in the Network Configuration
Object

Note: If none of these files are used, it is recommended to completely disable the virtual file system
altogether in the File System Interface Object.

See also...

e “File System” on page 13
*  “File System Interface Object (OAh)” on page 80
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5.2.1 Network Configuration

The netwotk configuration page provides an interface for changing TCP/IP, SMTP and configuration

settings in the Network Configuration Object.

Anybus CompactCom Modbus-TCP

Network configuration

IP Configuration

1P address:
Subnet mask:
Gateway:
Host name:
Domain name:
DNS51:

DNS5Z:

DHCP:

10.11.1.242

hms se
10.10.20.8
10.10.12.12

Store settings

SMTP Settings

Comm Settings:

SMTP Server:
SMTF User:
SMTP Pswd:
Store settings
Ethernet Configuration

Auto

Store settings

Modbus Configuration
Conn tmo (s):
Process tmo (ms):

Word order:

Little-endian

Store settings

» Main

Available editable settings will be explained on the next page.

» Network interfa<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>