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Preface
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V 2.6R01/04.19

Thank you for deciding in favour of our Programmable Safety Controller..

This instruction manual contains the description of PROTECT-PSC modules,
POWER modules, as well as the program description of the programming software
PROTECT-PSCsw.

Descriptions, control technical correlations, details on external control units, instal-
lation and operating information or similar have been provided to the best of our
knowledge. However, this does not mean that you may assume warranted charac-
teristics or other properties under liability law which extend beyond the “General
Terms of Delivery for Products and Services of the Electrical Industry”. We trust
you will understand that the user must therefore check our information and recom-
mendations before using the equipment.

In order to guarantee the safe operation of the product, these and all associated
instruction manuals must be read thoroughly and understood. They must be stored
in a safe place after reading and be accessible at the workplace at any time.

Please ensure that this instruction manual is made accessible to the end users of
the equipment.

We reserve the right to modify specifications and similar for the purpose of tech-
nical extension / improvement.

We would like to point out that under provisions of the law on foreign currency and
commercial transactions an export approval is to be obtained from the Japanese
government for the export of products and services for strategic use.

In the event of a defect occurring within the warranty period for which the manufac-
turer is responsible the repair or replacement of the defective part shall be pre-
formed at our discretion and at our expense. We trust you will understand that the
manufacturer is not liable for damage of a direct or indirect nature for which others
are responsible.

The reproduction of names, trade names, trademarks, etc. in this instruction man-
ual even if not especially marked as such, shall not entitle the user to assume that
such names are viewed as free within the meaning of trademark and brand name
protection law and may therefore be used by anyone.

Subject to technical amendments and error. The data used in this document are
carefully checked typical standard values.
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Overview

This chapter describes the structure of the instruction manual, the basic mode of
operation and the structure of the PROTECT-PSC Sicherheits-Kleinsteuerung.
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1.7.2  Determining the Performance Level

Safety Integrity Level
Calculation example
1.9.1 Performance Level
1.9.2  SIL with high demand rate
1.9.3 SIL with low demand rate

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

1-2
1-2
1-3
1-3
1-4
1-4
1-5
1-5
1-6
1-6
1-6
1-6
1-7
1-7
1-8
1-8
1-10
1-12
1-12
1-12
1-12

1-1



Overview

1.1 Preface

We have prepared this document with due care to the best of our knowledge and
belief. Despite careful checking the possibility of it containing one or two errors
cannot be ruled out, however.

Before reading this instruction manual thoroughly, please read through chapter 2
carefully. Understanding the information and procedures described in this chapter
is essential for the correct use of the PROTECT-PSC Sicherheits-Kleinsteuerung
described in the following. Please always remember that faulty installation or pro-
gramming can lead to serious injuries / damage to man and machine.

The terms and abbreviations used in this document are standard terms used in
electrical engineering insofar as not described in more detail.

The basic operating functions of a computer with Microsoft Windows operating sys-

tem (as from Windows 2000) are assumed as generally known.

1.2 Definition of terms

Instruction Manual PROTECT-PSC
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The definition of the terms and the abbreviations used most frequently in this doc-
ument are described below.

Module

Active module

Assembly
Channel

A Contact

B Contact
User program

PS Programm

PN Programm

PSV

FirmwareFB

FB library
authorized person
Cat

PL
SIL

In this document a module is described as an individual
physical unit which is a part of the PROTECT-PSC.

A module which is actively involved in the change of state
of the PROTECT-PSC (corresponding to active
components in electronics).

An assembly consists of several individual modules.
A physical input or output of a module.

Designation of an N/O contact

Designation of an N/C contact

The control program of the PROTECT-PSC created by
the programmer.

Safety user program for CPU module (see chapter 3.7)
and Safety Input/Output modules.

User program for non safe (operational) applications in
CPU module (see chapter 3.7) used with operational In-
put/Output modules.

The PSV (Program Specific Value) is the checksum of
the user program.

Safe function block inside the PROTECT-PSC
Library of function blocks.
Person from group described in chapter 2.1.4.

Abbreviation of Category (B, 1 to 4 according to
ISO 13849-1).

Performance Level. See ISO 13849-1.
Safety Integrity Level. See IEC 61508.

1-2
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1.3 Structure of the document

This manual is subdivided into 9 chapters. There is an additional table of contents
preceding every chapter in which the individual sections are shown separately.

131 Page lay-out
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All pages have the same lay-out in principle.

N

&Y

)
=

Figure 1-1  Page lay-out of the document

® Headline
The number and the name of the respective chapter are located top right and top
left respectively.

@ Baseline
The document name, version number and creation date are located bottom left.
The page number within the chapter is shown bottom right.

® Margin
This area contains important information, cross-references to other parts of the text
and bibliographic references and the information content of text passages.

@ Texts / Pictures / Tables
Texts, pictures and tables are named within a chapter with the chapter number and
an additional index and, if necessary, a brief accompanying text.
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1.3.2 Explanation of symbols

XXX [ X-XX @

X.X.X [ XX @

Safety warnings

Text passages with a STOP symbol contain important warnings which must be
heeded under all circumstances. Failure to heed these warnings may place the
controller in a state which no longer provides adequate protection for man and/or
machine. Please read through such text sections with particular care.

Warnings

A CAUTION sign gives you important information and warnings which guarantee
the trouble-free operation of the PROTECT-PSC when heeded. Failure to heed
these warnings does not restrict the safe operation of the PROTECT-PSC.

Information

This symbol indicates useful additional information intended to facilitate the
commissioning/servicing of the PROTECT-PSC or to provide a deeper insight into
the mode of operation of the controller.

Cross references

This symbol refers to other text passages within the document which contain
additional information. The first digit describes the chapter and the second the
page within the chapter.

Additional Information

This symbol refers to external literature containing additional information on a par-
ticular theme. You will find the exact title of the additional literature in the appendix
(Chapter 8.5) by means of the number beside the symbol.

1.4 Product description
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The PROTECT-PSC is a modular programmable safety field bus controller. It
serves to monitor and control safety equipment. In connection with safety-
orientated sensors/actuators it complies with the Performance Level (PL) e, Cate-
gory 4 to ISO 13849-1. It can only be used in systems in which the safe state is
synonymous with a de-energized state. It can be used to replace virtually all
circuitry so far used in relay technology.

CPU module can control up to 15 Safety Input/Output modules and operational In-
put/Output modules (Maximum of 254 channels). But, only safety input/output
modules can not consist 15 modules. (In case of only consists of safety in-
put/output module, 14 modules maximum)

The PROTECT-PSC is intended for use in control circuits to IEC 60204 for a rated
voltage of 24 VDC. The appropriate shock-hazard protection requirements must be
met for the applications.
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141 Overview of the modules

The PROTECT-PSC system essentially consists of the following modules:

POWER Modul, produces 3.3VDC from 24VDC and provides to CPU and In-
put/Output modules (PSC-Power, PSC-Booster).

CPU module, responsible for processing the user program and controlling the
input/output modules (PSC-CPU-OP-MON, PSC-CPU-MON ).

Input/output modules to record/control the states of externally connected
sensors/actuators (PSC-SUB-MON, PSC-S-STP-E, PSC-S-STP-LC, PSC-S-STP-
ELC, PSC-S-IN-E, PSC-S-IN-LC, PSC-S-OUT, PSC-S-Relais)

Non-Safety Input/Output modules to record/control the states of externally
connected sensors/actuators (PSC-NS-IN, PSC-NS-OUT+)

All the above mentioned modules (with the exception of the back plane) have a
redundant structure with two 16 bit microcontrollers monitoring each other.

1.4.2 Brief data

e Can be used in applications up to PL e, category 4 to ISO 13849-1.

¢ In operating mode 3 programming can be done by ladder diagram (conform-
ing to IEC 61131).

e Programming by means of Windows PC via USB interface
e Safety and standard Inputs/Outputs are available in mode 3.

e A maximum of 254 Input/Output channels are available.
e Possibility to store documentation / comments.

e Monitored 24 VDC power supply .

¢ Input/output modules with self-monitoring.

e Connection facilities:
Sensor level: EMERGENCY-OFF (EMERGENCY-STOP), AOPD, BNS,
protective guards, two- hand-operating panels...
Actuator level: Relays, contactors, signal/indicator lamps...

Instruction Manual PROTECT-PSC 1-5
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1.4.3 Area of use

The PROTECT-PSC has been developed particularly for use in small plants.

The PROTECT-PSC can be used in applications up to Performance Level (PL) e,
Category 4 to 1SO 13849-1 or the Safety Integrity Level 3 (SIL) to IEC 61508 in
which the safe state is the deenergized state.

The PROTECT-PSC is intended for use in control circuits to IEC 60204 for a rated
voltage for 24 VDC. The appropriate shock-hazard protection requirements are to
be met in the applications.

15 Mode of operation

151 Hardware

CPU module and Safety Input/Output modules consists of two systems working
independently of each other. Each system is controlled by a microprocessor. The
systems monitor each other. In the case of a 2—channel connection, the individual
channels are each monitored by a microprocessor. Self-monitoring enables all
internal defects to safety-relevant components to be detected within the module.
Each module performs a complete self-test at regular intervals.

Non-Safety Input/Output modules consists of one systems. A system is controlled
by a microprocessor.

1.5.2 Software

Instruction Manual PROTECT-PSC
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The programmer creates the user program in the form of a ladder diagram (to IEC
61131) using the PROTECT-PSCsw programming software. For purposes of
verification the ladder diagram is converted to a statement list. After having been
checked by the programmer supported by the programming software the user
program is translated into a format which can be read by the processor module and
can then be transferred to the processor module via a USB interface.

After successful transfer to the processor module the latter sends the user program
back to the programming software for checking. After comparing it with the
transmitted program the user program is released for operation..

During ongoing operation the processor module compares its data with the states
of the Input modules and reacts with the appropriate instructions for the Output
modules, depending on the stored user program.

CPU module and Safety Input/Output modules guarantee a safe switching of the
desired output (switching off all outputs in the case of errors) within 37.6 ms (Mode
3) or 67.6 ms (Mode 1), each including an assumed relay release time of 15 ms.

In case of error the operational outputs are switched off.

1-6
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1.6 Safety function

The safety functions realised by the PROTECT-PSC are defined as follows.

1. A two channel safety input is read. The PS program running in the CPU module
controls the state of the outputs depending on the input information. On request,
this leads to a two channel shut-down. In the case of several input and output
pairs, each path is viewed as a separate safety function. The safety function of the
output is defined as the switching off of the power in the case of semiconductor
outputs or opening contacts in the case of relay outputs.

2. The second safety function is identical to that named under 1. with the one
difference that two two-channel safety inputs of a slave station are used here.

The further calculations of the PL/SIL apply to a two-channel safety fuction.

In the case of a one-channel input the requirements of PL b/c, Category 2 as per
ISO 13849-1 are only fulfilled if the safety function is marked by the change of the
input from ON to OFF. The minimum demand interval for a safety function of
PL b/c, Category 2 amounts to 55 hours. In the event of a safety function of PL b/c,
Category 2 being realised, a testing of the entire safety function including sensor
and actuator in accordance with 1ISO 13849-1 has to be ensured.

1.7 Performance Level

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The Performance Level (in brief PL) to 1ISO 13849-1 describes the ability of safety-
orientated assemblies to perform a safety function under foreseeable conditions
(which must be included in the assessment) in order to achieve the expected risk
reduction. The PL is divided into 5 categories. This categorisation is made not with
numbers but with the letters a to e.

The simplest way to determine the PL required for an application is to assess the
risk based on a risk graph.

1-7
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1.7.1 Risk graph

Starting from the left, 3 criteria are used in a tree structure to determine the
required PL (PL: for required Performance Level).

PL,
‘ L
P N B
d
[l
Pz
S1 -
P1 o P
F?
1 P2 o
& P1 o
F1
P2
52 1 d
F2
P2 e
H
Key
1 Starting point for the evaluation of the Risk parameters:
contribution to risk reduction of a safety function S Severity of injury
L Low contribution to risk reduction S1 Slight (normally reversible injury)
H High contribution to risk reduction S2 Serious (normally irreversible injury including
PL, Required performance level death)
F Frequency and/or exposure to a hazard
F1 Seldom to less often and/or the exposure time
is short
F2 Frequent to continuous and/or the exposure
time is long
P Possibility of avoiding the hazard or limiting the
harm

P1 Possible under specific conditions
P2 Scarcely possible

Figure 1-2  Risk graph to determine the required PL

Warning:

Use the property F2 for the criterion F if the intervention is made more than once
per shift.

1.7.2 Determining the Performance Level

In order to determine the PL for the entire system, the PL for each individual
element of the functional chain (sensor ® PROTECT-PSC = actuator) must be
known. The PL of the entire system can then be determined from the individual
performance levels using the algorithms described below.

Performance Level of the PROTECT-PSC

The PROTECT-PSC Sicherheits-Kleinsteuerung on its own (without the sensory
system connected upstream and the actuator system connected downstream)
satisfies all requirements of Performance Level e, Category 4 to ISO 13849-1 with
two channelled input/output circuitry.

Instruction Manual PROTECT-PSC 1-8
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Performance Level of the entire system

When determining the PL of the entire system a series connection of N elements
whose PL is already known is assumed.

SRP/CS:
PL1

SRP/CS>
PL.

SRP/CS
PL

SRP/CS = Safety-Related Part of a Control System

SRP/CS3
PLs

Figure 1-3  Series connection of safety relevant parts of a control system

Firstly, the element with the lowest PL in the entire system is determined. This PL
(PLiow) is a starting point for the further determination of the overall PL.

Afterwards, the number Niow < N of the elements is determined using PL=PL ow.

The PL of the entire system can then be determined using these two factors and

Table 1-1.

PL|0W Nlow
>3

a
<3
>2

b
<2
>2

c
<2
>3

d
<3
>3

e
<3

PL
= none, not permit
= a
= a
= b
= b
= C
= C
= d
= d
= e

Table 1-1 Determination of the PL of an entire system.

The values used for calculation are based on reliable values for the center of each

PL.

Instruction Manual PROTECT-PSC
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1.8 Safety Integrity Level
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The Safety Integrity Level (SIL) to IEC 61508 is one of 4 levels to specify the
requirements of safety integrity of the safety functions which are assigned to all
elements of the chain. Level 4 is the highest and level 1 the lowest safety integrity
level.

The Safety Integrity Level is defined for the following operating modes:

low demand rate : whereby the rate of demand to the safety related system is no
more from once per year and is no greater than double the frequency of the repeat
check.

with high demand rate/continuous demand : whereby the rate of demand to the
safety related system is more than once per year or is greater than double the
frequency of the repeat check.

The average probability of a failure of a safety function with low demand rate is
specified by the PFD factor (average probability of failure to perform its design
function on demand).

The average probability of a failure with a function with high/continuous demand
rate is specified by the PFH factor (average probability of a dangerous failure per
hour).

The following is an overview of the PROTECT-PSC values.

Safety function : One two-channel safety input affects one dual channel
safety output

Demand rate Failure probability
low PFD = 3.0 * 10
high/continuous PFH =1.5*10%/h

Safety function : Two two-channel safety inputs affect one dual channel
safety output

Demand rate Failure probability
low PFD = 3.4 *10*
high/continuous PFH=1.9*108%/h

Safety function : One single-channel safety inputs affect one dual-channnel
safety output

Demand rate Failure probability

high/continuous PFH=2.5%*107/h

Safety function: One single-channel safety inputs affect one single-channel
semiconductor safety output

Demand rate Failure probability

high/continuous PFH=4.8*107/h

Table 1-2 Overview of the failure probabilities

The PROTECT-PSC is suitable for SIL 3 safety functions due to the restrictions of
the hardware’s safety integrity:

e SFF =99.0%
e Hardware error tolerance =1,
e Type B partial system

for SIL 3 safety functions suitably.

1-10
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Either by means of the process (application) or by means of organisational
measures, it must be ensured that the safety function is requested at least once
per year.

Every element of the chain must satisfy all requirements (e.g. restrictions of the
safety integrity of the hardware due to the architecture) of the resultant SIL

In order to determine the SIL, the PFH or PFD factors of the chain (sensor =
PROTECT-PSC = actuator) must be added together depending on the operating
mode. The resultant SIL can be determined using the following tables.

X PFD; SIL
> 10" bis < 103 3
> 1073 bis < 102 2
> 1072 bis < 10 1

Table 1-3 Operating mode with low demand rate

2 PFH; SIL
> 108 bis < 10”7 3
> 107 bis < 10 2
> 10 bis < 10° 1

Table 1-4 Operating mode with high demand rate / continuous demand

Instruction Manual PROTECT-PSC 1-11
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1.9 Calculation example

Sensor PROTECT-PSC Actuator
PL 'C PL :e PL ‘e
PFH :5.2*10°%/h »| PFH:1.5*10%h » PFH :2.6* 108/h
PFD :4.1*103 PFD : 3.0 * 10* PFD :1.9*10*

Figure 1-4  Calculation example / Performance Level / Safety Integrity Level

191 Performance Level

The PL of the entire system is calculated as follows:
PLiow =cC

Now =1

Result according to Table 1-1: PL =c

1.9.2 SIL with high demand rate

The SIL of the entire system is calculated as follows:

PFH = PFHsensor + PFHproTECT-PSCc  *+ PFHactuator
=52*10%/h +1.5*108/h +2.6*108/h
=5.2*10% /h

Result according to Table 1-4 : SIL =1

1.9.3 SIL with low demand rate

The SIL of the entire system is calculated as follows:

PFD = PFDsensor + PFDprotect-psc  + PFDactuator
=4.1+*10% +3.0*10* +1.9*10*
=4.6*103

Result according to Table 1-3: SIL =2

Instruction Manual PROTECT-PSC 1-12
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2 Important information

This chapter contains important warnings and information for the safe and correct
use of the PROTECT-PSC.

2.1 Safety warnings 2-2
2.1.1 Definitions 2-2
2.1.2 Danger through misuse 2-2
2.1.3 Dangers from modification and retrofitting 2-2
2.1.4  Authorized persons 2-2
2.1.5 Accessibility of the programming software 2-3
2.1.6  Password protection of the programming software 2-3
2.1.7 PIN Code 2-4
2.1.8 Electrical connections 2-4
2.1.9 Shock-hazard protection 2-4
2.1.10 Maintenance 2-5
2.1.11 Disposal 2-5
2.1.12 Liability 2-5

2.2 Correct use 2-6
2.2.1 Application 2-6
2.2.2 Performance Level, design examinations etc. 2-7
2.2.3 Use of electronic equipment for safety functions. 2-9
2.2.4  Definition of the stop categories 2-10
2.2.5 Emergency actions 2-10

2.3 Information on basic handling 2-11
2.3.1 Step-by-step design 2-11
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2.1 Safety warnings

Graded safety warnings

Safety warnings are marked in this instruction manual by a symbol and the
keyword CAUTION or WARNING in the margin of the page. The safety warnings
are printed in bold type and in a box.

2.1.1 Definitions

Safety warnings

Text passages with a STOP symbol contain important warnings which must be
heeded under all circumstances. Failure to heed these warnings may place the
controller in a state which no longer provides adequate protection for man and/or
machine. Please read through such text sections with particular care.

Warnings

A CAUTION sign gives you important information and warnings which guarantee
the trouble-free operation of the PROTECT-PSC. Failure to heed these warnings
does not restrict the safe operation of the PROTECT-PSC.

2.1.2 Danger through misuse

The consequences of incorrect use may be personal injury to the user or third
parties as well as damage to the controller, the product or to the environment. Only
use the PROTECT-PSC Sicherheits-Kleinsteuerung for its intended purpose!

2.1.3 Dangers from modification and retrofitting

AR

The PROTECT-PSC Sicherheits-Kleinsteuerung has been designed and
constructed by us to operate safely.

It is not therefore permitted to make modifications or to retrofit the equipment.

This may affect the correct operation of the PROTECT-PSC system with the
consequence of personal injury, property or environmental damage and loss of any
liability.

2.1.4 Authorized persons

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Only sufficiently qualified and instructed persons may operate the PROTECT-PSC
Sicherheits-Kleinsteuerung.

The user software may only be handled and modified by authorized and instructed
persons (programmers).

An electrical technician must perform commissioning.

Only qualified personnel may perform service, maintenance, troubleshooting and
error correction work.

2-2
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Operators

An operator is a duly instructed person.
The operator switches the system on and off.

The operator is the actual beneficiary of the safety function.
Programmers

The programmer is a specially authorized and instructed person.
The programmer

e creates or
e modifies
the user programs.

Commissioners

The commissioner is an electrical technician.
The commissioner

e performs commissioning under increased safety measures,
e sets the device parameters
e and performs the requisite tests.

Maintenance technicians

The maintenance technician is a qualified skilled worker. He

e services the electrical and mechanical components of the controller,
¢ performs maintenance work and
e looks for errors and eliminates them.

2.15 Accessibility of the programming software

installation program of the PROTECT-PSCsw programming software or may obtain
such. PROTECT-PSCsw.

/—\ I It must be ensured that non-authorized personnel have no access to the

2.1.6 Password protection of the programming software

designed to protect against non-authorized active access (modification, creation of
the user program). 4 standard passwords are generated after initial installation.

m The PROTECT-PSCsw programming software has a password protection
i The programmer must overwrite all 4 standard passwords during initial use.

Instruction Manual PROTECT-PSC 2-3
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2.1.7 PIN Code

tect against non-authorized active access (configuration setting, PIN code chang-

AR The PROTECT-PSC Sicherheits-Kleinsteuerung has a PIN code designed to pro-
' ing, write of the user program to CPU module).

In the following cases, the PIN code setting is required.

e When writing the user program to CPU module in Mode 3 (see chapter 5).
¢ When changing to Mode 3 after CPU initialization.

2.1.8 Electrical connections

The PROTECT-PSC Sicherheits-Kleinsteuerung must be connected to an
electrical power supply.

I CAUTION: Electrical voltage

An electrician must connect the system to the mains.

The power supply (24 VDC) for the PROTECT-PSC Sicherheits-Kleinsteuerung
and all connected electrically linked to the PROTECT-PSC must comply to IEC
61000-6-2 and meet one of the following demands:

e Safety mains transformer to IEC 61558/VDE 0570 Part 2-6: “Special
requirements on safety transformers for general applications (IEC 61558-2-
6:1997)".

e Switch mode power supply to IEC 60950-1 :"Information technology equip-
ment - Safety - Part 1" and to IEC 50178 : ""Electronic Equipment for Use in
Power Installations". Furthermore the power supply unit must be suitable for
supplying its SELV circuits in accordance with IEC 60950-1.

The mains must be appropriately fused!

The information contained in chapters 3 and 4 must be taken into consideration for
the operation of the PROTECT-PSC system.

8.4/8-6 C@) The PROTECT-PSC system satisfies the pertinent provisions of the EMC Directive.

2.1.9 Shock-hazard protection

The PROTECT-PSC system is intended for use in control circuits to IEC 60204 for
a rated voltage of 24 VDC. The appropriate requirements placed on shock-hazard
protection must be satisfied for the applications.

AN

For reasons of shock-hazard protection all connections must have the appropriate
mating connectors.

Instruction Manual PROTECT-PSC 2-4
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2.1.10 Maintenance

AR

Maintenance work

Incorrect maintenance could lead to death, injury, damage to property or damage
to the environment. Only qualified persons may perform maintenance,
troubleshooting and error elimination work. Switch off the power supply to the
PROTECT-PSC Sicherheits-Kleinsteuerung. Directly after completing maintenance
work replace all protective cladding and safety equipment and check that they
function correctly.

Spare parts

The use of unsuitable spare parts could lead to death, injury, damage to property
or harm to the environment. Spare parts must comply with the technical
requirements set by the manufacturer. Only use original Schmersal spare parts.

2.1.11 Disposal

Electrical waste (components, screens, etc.) can damage the environment.
Dispose of electrical resources correctly or commission a specialised company to
do so.

2.1.12  Liability

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The contents of the following instruction manual are subject to technical
modification, which may arise particularly due to constant further development of
the products form Schmersal. Schmersal assumes no liability for any printing errors
or any other inaccuracies which may be contained in this instruction manual unless
these are serious faults which Schmersal demonstrably already knew about. The
applicable national and international standards and provisions must be observed
under all circumstances in addition to the instructions contained in the instruction
manual.

N.B.

Incorrect use - liability exclusion.

Schmersal shall not be liable for damage caused through incorrect use or
application of the product.

The exact knowledge of the contents of this instruction manual is similarly viewed
to be correct use. In particular, the information and safety warnings contained in
this instruction manual must be heeded.

If products are used in connection with other components such as safety modules,
controllers or sensors, the respective user information must be heeded.
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2.2 Correct use

22.1 Application

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The PROTECT-PSC Sicherheits-Kleinsteuerung is a safety-oriented programmable
control system for evaluating sensors and controlling actuators via a field bus. The
PROTECT-PSC can be used in applications up to Performance Level (PL) e,
Category 4 to ISO 13849-1. Its use is only possible in systems in which the safe
state is equal to the de-energized state.

The PROTECT-PSC system is particularly suitable for the safety-oriented
evaluation and control of EMERGENCY OFF (EMERGENCY STOP) command
devices, interlocking devices and other protective devices which protect operators
from hazardous movement in the area of action of a machine.

Design, implementation and operating errors may affect the correct operation of
the PROTECT-PSC system, resulting in injury or damage to property or to the
environment. This is why only sufficiently qualified persons may operate the PRO-
TECT-PSC system.

The PROTECT-PSC system is exclusively intended for use in machines within the
scope of IEC 60204-1 (Electrical Equipment of Machinery).

Additional requirements arising from other provisions and regulations are not
necessarily satisfied by the PROTECT-PSC system.

The PROTECT-PSC Sicherheits-Kleinsteuerung may not be used in potentially
explosive areas.

2-6
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2.2.2 Performance Level, desigh examinations etc.

Instruction Manual PROTECT-PSC
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The safety structure and functionality of the PROTECT-PSC system complies with
PL e, Category 4 to ISO 13849-1.

In accordance with the above requirements a prototype test was performed for the
PROTECT-PSC system by the Institut fir Arbeitsschutzder Deutschen Gesetzli-
chen Unfallversicherung, IFA, St. Augustin/Germany (Institute for Occupational
Safety).

By way of information:

The above prototype test confirms a degree of safety for the PROTECT-PSC
system comparable with PLe, Category. 4 to ISO 13849-1, also for emergency
actions within the meaning of IEC 60204-1 point 9.2.5.4. Refer also to chapter
2.2.5 ,Emergency actions*.

The ISO 13849-1 is a standard within the meaning of MRL article 5 point 1 para-
graph 2. See also chapter 2.2.3.

Use of electronic equipment for safety functions.“. This means that when using
electronic equipment the so-called presumed effect of harmonised standards is not
completely available.

In Germany, there should not be any problems with employer’s liability insurance
associations, technical inspectors or technical supervisory agencies with regard to
the use of electronic equipment with safety functions. The same applies to the
majority of other EU member states.

However, it cannot completely be ruled out at the present time that there may be
acceptance problems in isolated cases with respect to the use of electronic
equipment for safety functions. Please consult us if this is the case. Refer also to
chapter 2.2.5,Emergency actions®.

The internal structure of the PROTECT-PSC system corresponds to PL e,
Category 4 according 1SO 13849-1 (see above). However, the performance level
actually achieved in the entire safety circuit (refer to figure below) and thus the
degree of safety attained will similarly depend on the structure of the input and
output circuitry.

2—7
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Structure of safety circuits

Emergency off
Transducer for example (emergency stop))
interlocking switch

Pre-control level for example PROTECT-PSC

|

Power contactor,
main valves

' !

Drive for hazarders
motions

Main control level for example

Drive motors,

e e lifting cylinders

Figure 2-1  Safety chain in plants / machines

The PROTECT-PSC system is therefore only a part or a member of a chain of
safety-related parts of controllers in addition to the transducers (protective
devices), the main control level and the drive part of the machine. The degree of
safety actually achieved will therefore depend on the overall structure of this chain.

It is the responsibility of the user to decide which safety-related measures are to be
realised in the above mentioned parts of a control system.

The provisions laid down in the EC Machine Directive will be applicable here.

Any more detailed recommendations on how the safety-related parts of the control
system are to be structured are to be found in the so-called C-standards (machine
standards) which interpret the EC Machine Directive or, if non-existent or not
applicable, can be determined using the A and B standards (basic safety standards
or safety group standards). Special regulations apply to products specified in
Annex IV of the EC Machine Directive.

Special provisions or deviating regulations also apply to “old” or used machines
which the user should find out about from the competent bodies.
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2.2.3 Use of electronic equipment for safety functions.

Instruction Manual PROTECT-PSC
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The new facility to use electronic equipment also includes the facility to transfer
safety-related signals serially, i.e. via a bus system. However, additional measures
are also required here to guarantee protection in the case of an error.

The following tables together with the explanations provide an overview of the
possibilities of using the PROTECT-PSC system to IEC 60204-1.

Control functions to
IEC 60204-1

Stop category to
point 9.2.2

ISO 13849-1 Category(Cat.)

Performance Level (PL)

Stop function

0

Cat.4, PLe

Stop function

Cat.4, PLe

Stop function

Only in connection with the
input level of the PROTECT-
PSC system, additional
measures in accordance with
EN 1037 (protection from
unexpected start-up)

Stop function

Cat.4, PLe with final electrical
isolation due to an
electromechanical component

Stop function

1

Cat.4, PLe with final electrical
isolation due to an
electromechanical component

Stop function

2

Not admissible

Table 2-1 Areas of use for electronic equipment
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2.2.4 Definition of the stop categories

AN

Stop category O:

Stopping by immediately switching off the energy supply to the machine drives (i.e.
an uncontrolled stop).

Stop category 1:

A controlled stop whereby the power supply to the machine drives is maintained in
order to achieve the stop and the power supply is first cut when the stop is
achieved.

Stop category 2:

A controlled stop in which the power supply to the machine drives remains intact.

In the case of error the PROTECT-PSC performs a stop of category O for all the
outputs. The planner/programmer must check whether a desired STOP1/STOP2
shut-down can be realised under these aspects without endangering man and
machine. Accordingly, further measures are to be taken for applications using stop
categories 1 and 2 in order to guarantee the safety of man and machine in the
case of a error.

2.2.5 Emergency actions

A

Instruction Manual PROTECT-PSC
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In the case of emergency actions, a distinction must be made between a stop
signal of category O or a stop signal of category 1. Stop category 2 is not
admissible for emergency actions.

While stop category O or 1 comes into question for the implementation of
instructions applicable to stopping in an emergency (controlling of hazarders
motions) (cf. point 9.5.4.2), instructions aimed at shutting the system down in an
emergency (controlling of electrical hazards) may exclusively and also logically
belong to stop category 0 (cf. point 9.5.4.3).

By contrast with respect to stop 1 functions, the final shut-down of energy to the
machine drive element must be ensured by using electrotechnical equipment. This
means that the function may depend on an electronic switching logic (hard- or
software) and/or on the transmission of instructions via a communication network
or a data link if a contact-dependent output level (e.g. a relay level) takes care of
electrical isolation.

In accordance with the European and national preface to IEC 60204-1, it is
admissible to use electronic equipment for the realisation of stop 0 and stop 1
functions if the relevant standards have been heeded. In the case of PROTECT-
PSC, ISO 13849-1 has been observed.
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2.3 Information on basic handling

23.1 Step-by-step design

AR

Instruction Manual PROTECT-PSC
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With respect to the due care to be applied in designing and implementing the
hardware and software of the control parts realised with the PROTECT-PSC
system there are no differences by comparison with the traditional state of the art,
i.e. errors and inadequacies in design and implementation can impair the intended
protective functions in the same way.

Step 1:

Risk analysis in accordance with EC Machine Directive or ISO 12100-1 and ISO
12100-2 as well as the determination of the (graded) protective measures
(protective devices, additional precautionary measures, categories).

Step 2:
Planning or design of the PROTECT-PSC stations needed.

Step 3:

Planning or design of the safety relationships between these safety-oriented inputs
and outputs under consideration of the desired interdisciplinary and/or partial
dependencies and non-dependencies, possibly under additional consideration of
different operating modes etc.

Step 4:
Assembly and wiring of the PROTECT-PSC stations.

Step 5:
Checking of correct cabling.

Step 6:
Parameter assignment of the PROTECT-PSC system. Refer to chapter 6 in this
respect.

Step 7:
Reverse analysis of parameter assignment. Refer to chapter 6.13.2 in this respect.

The reverse analysis described in chapter 6.13.2 cannot replace a check of the
wiring and in particular of the correct wiring of the outputs.

Step 8:

Initialisation of the PROTECT-PSC system. Before initialising the PROTECT-PSC
system we recommend the temporary connection of the mobile emergency off
(emergency stop) control device between mains supply and mains isolation device
in order to be able to control any undesirable reactions in the safety circuit resulting
from faulty wiring and/or parameter assignments.

Step 9:

Random checking of desired safety-oriented functionalities. It is not necessary to
perform a complete acceptance test of the stipulations in step 3 for the PROTECT-
PSC system due to the reverse analysis already performed in step 7.

2-11
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Step 10:
Documentation of steps 1 to 9 pursuant to EC Machine Directive.

In project documentation special reference must be made to which outputs can be
used for safety functions.

AN I
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3 System description

This chapter describes the individual components of the PROTECT-PSC.
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3.11 Combined modules
3.11.1 General description
3.11.2 PSC-S-STP-E
3.11.3 PSC-S-STP-LC
3.11.4 PSC-S-STP-ELC

3.12 Input modules
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3.12.2 PSC-S-IN-E
3.12.3 PSC-S-IN-LC

3.13 Relay module
3.13.1 1.13.1 General description
3.13.2 PSC-S-Relais

3.14 Semi-conductor output module
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3.14.2 PSC-S-OUT

3.15 Operational input
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3.16 Operational output
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3.17 Operational input module
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3.1

3.11

Overview

Product range

iedulcnden Name Description
fication
Program memory:
i i 32K Byte for PS; 32K Byte for PN program.
CPU Module PSC-CPU-MON 8 inputs for floating sensors, 24 VDC
6 semi-conductor outputs, 24 V DC, 0.5A
Program memory:
PSC-CPU-OP- 32K Byte for PS; 32K Byte for PN program
CPU Module MON 8 inputs for floating sensors, 24 VDC
6 semi-conductor outputs, 24 V DC, 0.5A
o Rechargeable lithium battery for memory
Lithium battery buffer of the CPU
Base PSC-Base Backplane bus of the modules
SUB-Master- i i 8 inputs for floating sensors; 24 VDC
ON PSC-SUB-MON 6 semi-conductor outputs; 24 V DC, 0.5A
o i 6 inputs for floating sensors; 24 VDC
STOP Input PSC-S-STP-E 4 semi-conductor outputs; 24 V DC, 0.5A
STOP Input PSC-S-STP-LC 6 inputs for non-floating sensors; 24 VDC

4 semi-conductor outputs; 24 V DC, 0.5A

STOP output

PSC-S-STP-ELC

4 inputs for floating sensors; 24 VDC
2 inputs for non-floating sensors, 24 VDC
4 semi-conductor outputs; 24 V DC, 0.5A

Input PSC-S-IN-E 16 inputs for floating sensors; 24 VDC

Input PSC-S-IN-LC 16 inputs for non-floating sensors, 24 VDC

Relay Output PSC-S-Relais 2x2 relay outputs; 24VDC, 4.0 A

Output PSC-S-OUT 16 semi-conductor outputs, 24 V DC, 0.3A

F?uptera“ona' PSC-NS-IN 16 operational inputs, 24 VDC

guptELa“O”a' PSC-NS-OUT+ | 16 operational outputs, 24 VDC

Power PSC-Power Voltage supply: DC 24V +/- 10%, max. 2A

Power PSC-Booster Voltage supply: DC 24V +/- 10%, max. 2A

Dongle Sentinel-25P Hardware dongle (parallel port) for library
processing.

Dongle Sentinel-USB Hard_ware dongle (USB) for library pro-
cessing.

Programming PROTECT- Software for PROTECT-PSC (CD-ROM

Software PSCsw version)

tion cable

USB connec-

Connection between PC and PROTECT-
PSC

Table 3-1 Product range

Information on the individual modules can be found in the following chapters.

Instruction Manual PROTECT-PSC
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3.1.2 Basic module structure

All modules have a plastic housing made of PPE. Depending on version their
overall width differs (30mm / 45mm).There is a plug on the reverse side for the
electrical connection to the back plane BUS and the slots for mechanical fixing.
The front area is subdivided into a display area and a connection/operating area.
The modules have different colour markings for faster identification.

Module type Model Marking
Master module PSC-CPU-OP-MON, PSC-CPU-|green
MON
Sub-Master module PSC-SUB-MON green
E/A module PSC-S-STP-E, PSC-S-STP-LC, |yellow
PSC-S-STP-ELC, PSC-S-IN-E,
PSC-S-IN-LC,
PSC-S-OUT, PSC-S-Relais
Operational I/O modules | PSC-NS-IN, PSC-NS-OUT+ gray
Table 3-2Colour marking of the modules e
S
Oon
@
£
£
o
=

‘ 30mm ®

Figure 3-1

@ Display area for:

Basic module structure

e Status of the inputs/outputs

e Error messages
e Communication

@ Connection area for:
e Sensors, actuators

e Power supply

e Possible additional operating units

® Module width
e 30mm
e 45mm

Instruction Manual PROTECT-PSC
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3.2 Channel overview
The following table describes the channels of each module
Inputs Outputs
Safe
N (t)i%?wr;- Safe (t)i%irz;- Semi-conductor | Relay
1-channel | 2-channel 1-channell 2-channel
cat. 2 cat. 4/3 cat. 2 cat. 4 cell 2

PSC-CPU-MON
PSC-CPU-OP-MON, 8 4 ] 6 3 )
PSC-SUB-MON - 8 4 - 6 3 -
PSC-S-STP-E - 6 3 4 2
PSC-S-STP-LC - 6 3 4 2
PSC-S-STP-ELC - 6 3 4 2
PSC-S-Relais - - - - - - 2x2
PSC-S-IN-E - 16 8 - - - -
PSC-S-IN-LC - 16 8 - - - -
PSC-S-OUT - - - - 16 8 -
PSC-NS-IN 16 - - - - -
PSC-NS-OUT+ - - - 16 - - -
PSC-Power - - - - - - -
PSC-Booster - - - - - - -

Table 3-3 Channels used by each module

MON module has either 8x 1-channel OR 4x 2-channel inputs.

I The specification of 1-channel / 2-channel is to be understood as OR, i.e. the CPU

Instruction Manual PROTECT-PSC
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3.3

331

3.3.2
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ID code of the modules

ID code of the modules / Module Version

Each module type has a clear ID code. The following table describes the ID code

for every module.

ID Code
Module Master SUB-Master /0 oper;’;t(t)lonal
PSC-CPU-MON
PSC-CPU-OP- 01H - - -
MON,
PSC-SUB-MON - 08H - -
PSC-S-STP-E - - 10H -
PSC-S-STP-LC - - 20H -
PSC-S-STP-ELC - - 30H -
PSC-S-Relais - - 50H -
PSC-S-IN-E - - 80H -
PSC-S-IN-LC - - 81H -
PSC-S-OUT - - 90H -
PSC-NS-IN - - - EOH
PSC-NS-OUT+ - - - FOH
Table 3-4 1D codes of the modules
New modules version
Module name SoftV\_/are Hardv_vare
version version
PSC-Power - H.10
PSC-Booster - H.10
PSC-Base - H.10
PSC-CPU-MON 2.00 H.10
PSC-CPU-OP-MON 2.00 H.10
PSC-SUB-MON 1.00 H.10
PSC-S-STP-E 1.00 H.10
PSC-S-STP-LC 1.00 H.10
PSC-S-STP-ELC 1.00 H.10
PSC-S-Relais 1.00 H.10
PSC-S-IN-E 1.00 H.10
PSC-S-IN-LC 1.00 H.10
PSC-S-OUT 1.00 H.10
PSC-NS-IN 1.00 H.10
PSC-NS-OUT+ 1.00 H.10
PROTECT-PSCsw 1.602 -

Table3-5 The latest version of each module
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3.3.3 Module Version Confirmation

3.3.3.1POWER Module

PROTECT-PSC-POWER 2012

% SCHMERSAL
K A Schmersal GmbH & Co KG c € ‘ @:.
42163

D-42278 Wuppertal 0121 %

T T
| max 24
. 07 *  Ver

(DHardware Version

Figure 3-2 POWER Module
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3.3.3.2BOOSTER Module

PROTECT-PSC-BOOSTER 2012

;&P:FI:HmEHSHL C€ @

hmersal GmbH & Co K x
242163

(DHardware Version

Figure 3-3 BOOSTER Module
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3.3.3.3CPU-MON Module

(DSoftware Version

@Hardware Version

Figure 3-4

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

CPU-MON Module
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3.3.3.4CPU-OP-MON Module

(DSoftware Version

@Hardware Version

Figure 3-5 CPU-OP-MON Module
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3.3.3.5SUB-MON Module

(DSoftware Version

@Hardware Version

Figure 3-6 SUB-MON Module
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3.3.3.6 S-STP-E Module

(DSoftware Version

@Hardware Version

Figure 3-7 S-STP-E Module
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3.3.3.7S-STP-LC Module
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(DSoftware Version

@Hardware Version

Figure 3-8 S-STP-LC Module
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3.3.3.8S-STP-ELC Module

FETII CH ORI i
ELAM (a SCHNERSA om
ITEET COTPOIATION

(DSoftware Version

@Hardware Version

Figure 3-9 S-STP-ELC Module
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3.3.3.9RELAY Module

(DSoftware Version

@Hardware Version

Figure 3-10 RELAY Module
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3.3.3.10 S-IN-E Module

-.'.

Nmm s
- 3340 Wl -

(DSoftware Version

@Hardware Version

Figure 3-11 S-IN-E Module
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3.3.3.11 S-IN-LC Module

(DSoftware Version

@Hardware Version

Figure 3-12 S-IN-LC Module
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3.3.3.12 S-OUT Module

415 TO RETALCT DN PAN I e 2 i e
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(DSoftware Version

@Hardware Version

Figure 3-13 S-OUT Module
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3.3.3.13 NS-IN Module

(DSoftware Version

@Hardware Version

Figure 3-14 NS-IN Module
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3.3.3.14 NS-OUT+ Module

(DSoftware Version

@Hardware Version

Figure 3-15 NS-OUT+ Module
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3.4 PROTECT-PSC operating modes
341 Overview

3.4.2 Operating mode 0

Devices are in the delivered state and are not ready for operation. All outputs are in
safe state.

3.4.3 Operating mode 1

Operation mode 1 cannot be used from firmware version 2.00 or later of
CPU(MON) and CPU OP(MON).

344 Operating mode 2

This mode is not currently realised.

3.45 Operating mode 3

Mode 3 is the mode for free programming.

It is possible to create a safe (PS) and an operational program (PN). These pro-
grams can be created in accordance with the user’s specifications.

Programming is based on the ladder diagrams and function blocks in accordance
with IEC 61131. Programming with max. flexibility is possible in mode 3.

In addition the operational functions are possible by using the operational in-
puts/outputs.

Instruction Manual PROTECT-PSC 3-21
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Relationship between the operating modes mode 0, and mode 3

The following drawing shows the relationship between the operating modes. The
PIN Codes ‘1234’ and ‘5678’ are to be understood as examples.

PIN Code = "0000" | (Default)

User program
ModeO

| Delivered condition

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

ﬁ -

PS/PN empty Firmware

FB
Mode 3 j
———>
Entry of the PIN code by
v PROTECT-PSCsw
|PIN Code = "5678" SrrEEEEr
— UMb CEE
User program
ModeO

PS/PN empty Firmware

FB
User program created by

PROTECT-PSCsw

User program

Mode 3
1
PS/PN by Firmware
user FB
Overwrite New initialisation
by user
Figure 3-2

Not ready for operation

Ready for operation

Relationship between the operating modes
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3.5 Power supply

351 General description

The supply voltage for the PROTECT-PSC is 24 volt DC. The safe/operational 1/0
modules can be supplied with power from the power supply unit for the pow-
er/booster module or from their own power supply unit.

The power/booster has an internal DC/DC transformer that generates the neces-
sary 3.3 volt operating voltages for the logic parts from the 24 volt DC supply. The
logic parts of the remaining modules are supplied via the back plane BUS..

All existing and generated power voltage is monitored internally for overvoltage
and undervoltage. A detailed description of voltage monitoring is provided in Chap-
375/3-36 TB)  rars, i ’ e i

3.5.2 External power supply units

The power supply units used for power supply must comply with IEC 61000-6-2
and one of the following requirements:

e Safety mains transformer to IEC 61558/VDE 0570 Part 2-6: ‘Special Re-
quirements on Safety Transformers for General Applications (IEC 61558-2-
6:1997)

e Switch mode power supply to IEC 60950-1: ‘Information Technology Equip-
ment — Safety’ and to IEC 50178: ‘Electronic Equipment for Use in Power In-
stallations’. Furthermore, the power supply unit must suitably supply its
SELYV circuits to IEC 60950-1.

Instruction Manual PROTECT-PSC 3-23
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3.5.3 PSC-Power

Technical data

Position Description
Name PSC-Power
Supply voltage 24 volt DC + 10 %
Power input 1,0A with max. number of modules
Wattage max. 24W
Back plane bus 3.3 volt DC + 10 %, max. 15W
Fusing Internal polymer fuse 1.0A
Dimensions / weight 30x100x80 (W/H/D) / 1609

Table 3-5 Data of the PSC-Power module

Housing description

67/6-11 &)

423149 &)

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

.

Figure 3-3  PSC-Power
® Power LED’s
Green : power OK

® Programming interface

The power module has a USB interface to transfer the user program to the CPU
module and to read-out diagnostic information. A standard USB interface must be
available at the PC: see Chapter 6.7.

® SN-Interface (SN-I/F)
The SN-I/F is used for connection to external gateways. Gateways are currently
available for connection to

e Profibus

e CC-Link

e DeviceNet
Further details are to be found in Chapter 4.2.3.
@ Polyfuse, 1.0A
® Connection 24 VDC
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354 PSC-Booster
3.6.1/3-26 c@) The use of the booster module is described in Chapter 3.6.1.

Technical data

Position Description
Name PSC-Booster
Supply voltage 24 volt DC £ 10 %
Power input 1,0A with max. number of modules
Wattage max. 24W
Back plane bus 3.3 volt DC + 10 %, max. 15W
Fusing Internal polymer fuse 1.0A
Dimensions / weight 30x100x80 (W/H/D) / 1550

Table 3-6 Data of the PSC-Booster module

Housing description

" BOOSTER

Figure 3-4 PSC-Booster
® Power LED’s
Green: power OK

@ Polyfuse 1.0A

® Connection 24 VDC

Instruction Manual PROTECT-PSC 3-25
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3.6 PSC-Base

Technical data

Position Description
Name PSC-Base
Weight 59

Table 3-7 Data of the PSC-Base module

Figure 3-5  PSC-Base

® Backplane BUS

3.6.1 General description
The PSC-Base module realises the back plane Bus.

The power module is always the far left module. The CPU is always located to the
right of it. /O modules and operational /O modules can then be positioned in any
order. It must be considered that the operational I/O modules must always be
placed to the right of the safe modules.

If 10 or more modules (including CPU) are used, a booster module must be posi-
tioned between slot 8 and slot 9.

Sot|-]o]J1]2 .. 7]8[-]9]10 .. 14|15
© ©
& 5 I
2|8 o 83 8 8O 539
818 5 23 g 22  ©3
s [ d ®] o © 8 S © o 9
< E 3 E 8.8
3 z
n n

Table 3-8 Arrangement on the back plane Bus
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3.7

3.7.1

PSC-CPU-MON / PSC-CPU-OP-MON

General description

The CPU module is the central control unit of the PROTECT-PSC and is responsi-

ble for the following::

e Executing the user program/FB firmware

o Evaluating and controlling the safe and operational I/O modules

e Monitoring power supply

e Visualising status/error messages of the PROTECT-PSC

The version PSC-CPU-OP-MON has an additional battery enabling the operational
data (e.g. error protocol, data of the PN program, ....) to be maintained also if the
power is switched off (see Chapter 3.7.4 / 3-35).

Operating mode 3

If the PROTECT-PSC is in mode 3, the CPU module acts like a module with 4x2

inputs and 3x2 outputs.

Technical data

Position Description
Name PSC-CPU-MON / PSC-CPU-OP-MON
Operating voltage / current 24VDC+/-10% / 70 mA
Fusing Internal fuse
Inputs:  3.2A
Outputs: 4.0A
Number of safety inputs 4x2 floating
Input resistence Approx. 4.7 kQ
Input current SmA
High / low level H: >18V/ >3,5mA

L: <4,7V/<0,5mA

Minimum pulse duration for
possible detection

1.4ms (Input filter 0.7ms)

Minimum pulse duration for

safe detection 15ms

Number of safety outputs 3x2

Output current Max. 0,5 A ohmic / output
Maximum switching voltage 24 VDC

Connecting plug

36-pin plug MORIMATSU M820A-09-xx
36-pin plug EMUDEN T7509-36-xx

Dimensions / weight

30 x 100 x 80 mm / (W/H/D) / 230g

Table 3-9 Technical data PSC-CPU-MON / PSC-CPU-OP-MON

Instruction Manual PROTECT-PSC

V 2.6R01/04.19
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Housing description @ status LED
ERR = on: Error/alarm
| off:  Operation
G RUN = on: User program active
60— B2 flashes: Initialisation phase
1@, —Q off: User program inactive
® N SEL = Always off
—® @ Display I/O
® . 00h - OFh = Status of I/O
— .
s ® 7SEGLED
®— - D @ Terminal
@ 18 e 00h - OFh = Connection sensor / actuator
S 5 gl I+, O+ = Power supply ( 24VDC)
8.8 I, O- = Power supply (OVDC)
S e ® MODE/INC button
5:_:: 5 ® SET button
e @ Restart button
RUN/W.E. button
Figure 3-6 ® Communication LEDs
PSC-CPU-MON /
PSC-CPU-OP-MON ® Battery
1/0 Pin Print Terminal I/O Pin Print Terminal
address . nho. . name name address | no. . name name
s1 00 1 0 S-Stop-1A 01 2 - IN_COM-
00 3 + IN_COM+ 01 4 1 S-Stop-1B
LM 02 1 2 Ready 02 2 OUT_COM-
03 3 3 Master-On 03 4 - OUT_COM-
S2 04 1 4 S-Stop-2A 05 2 - IN_COM-
04 3 + IN_COM+ 05 4 5 S-Stop-2B
SR 06 1 6 Start 07 2 + IN_COM+
06 3 + IN_COM+ 07 4 7 Reset
RB 08 1 8 MS1/2-RB 09 2 + IN_COM+
08 3 + IN_COM+ 09 4 9 MS3/4-RB
M1 0A 1 A MS1 0A 2 - OUT_COM-
0B 3 B MS2 0B 4 - OUT_COM-
M2 0C 1 C MS3 0C 2 - OUT_COM-
0D 3 D MS4 0D 4 - OUT_COM-
1P 1 |+ IN_P+ 2 I- IN_P-
3 |+ IN_P+ 4 |- IN_P-
O-P 1 O+ OUT_P+ 2 O- OUT_P-
3 O+ OUT_P+ 4 O- OouT_P-
Table 3-10  Terminal diagram PSC-CPU-MON / PSC-CPU-OP-MON

The pin no. 1 and 3 or 2 and 4 of the I-P or O-P connections are internally bridged
in order to facilitate the connection of the power supply to the neighbouring mod-

ule.

Instruction Manual PROTECT-PSC
V 2.6R01/04.19
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PSC-CPU-MON / PSC-CPU-OP-MON terminal diagram (Example)

pin No.

S-Stop-1A
IN-COM+

IN_COM-
S-Stop-1B

IR S-STOP input 1

S1

AN W

Ready not use

OUT_COM-

Master-On
OUT COM-

LM Status displays

Nw NPR

S-Stop-2A
IN-COM+

IN_COM-
S-Stop-2B

S2 S-STOP input 2

AN WK

Start
S/R IN-COM+

IN_COM+
Reset

Start

Reset

MS1/2-RB
IN-COM+

P

The NC con-
tacts of the
actors are
usually con-
trolled here
by the cor-
responding
semi-
conductor
output

RB Read-back inputs
IN_COM+

MS3/4-RB

P
<

MS1
OUT_COM-

MS2
OUT_COM-

M1 Semi-conductor output @

MS3
OUT_COM-

MS4
OUT_COM-

M2 Semi-conductor output ||

INP+  1/3
IN.P-  2/4

OUT P+ 1/3
OUT P- 2/4

Power supply
inputs

O-P outputs

Terminal block pin number mapping

Figure 3-7  PSC-CPU-MON / PSC-CPU-OP-MON terminal plan
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3.7.2 Displays

Status display n‘mﬁ b‘hL 0

The status display consists of 4 individual 7 segment
displays. These display the momentary operating sta-
tus as well as any fault / error messages from the
PROTECT-PSC. The individual fault / error messages
are described in Chapter 7.3.3.

CPU module
Status LEDs

The 4 status LEDs display the status of the most important functions of the PRO-
TECT-PSC. These are the status of supply voltage as well as operating and error
case of the PROTECT-PSC.

Name Colour Description

Lights up: User program active

RUN green Flashes: Initialisation phase
Off: User program inactive
Oon: Error / alarm

ERR red Flashes: Error
Off: Operation

SEL green Off: Operation

C.OK green Off: Operation

Table 3-11  States of status LEDs
SN-I/F communication LEDs
The SN-I/F LEDs show the states of the serial reading/writing line of an optionally

connected gateway. The PROTECT-PSC interrogates this line cyclically. During
operation these LEDs therefore flash constantly.

GateWay PROTECT-
D PSC \O,

2N
RD 'O

-

Figure 3-9 Communication LEDs of the PROTECT-PSC CPU module
Programmer I/F communication LEDs
The programmer I/F LEDs show the states of the serial reading/writing line of an

optionally connected PSC with PROTECT-PSCsw. The PROTECT-PSC interro-
gates this line cyclically. During operation these LEDs therefore flash constantly.

PROTECT- ™ PROTECT-
PSCsw PSC o)

’ -

RD N7
O

~

Figure 3-10 Programmer I/F LEDs of the PROTECT-PSC CPU module
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3.7.3 Operating elements

ﬂ The RUN/W.E. switch does not have the function of a start and restart lock. The
start and restart lock must be implemented in the user program.

RUN/W.E. switch

The operating mode of the CPU module can be selected us-
ing this switch. 2 operating modes are available:

W.E. = the user program can be transferred (Write
Enable)
Run = the user program is in operation.

Figure 3-11
RUN/W.E. switch

After switching on the supply voltage the internally moves to the RUN operating
mode (if no errors occur during the self-check) The user program only starts
automatically, however, if the RUN/W.E. switch is similarly set to RUN.

R.S. (RESTART) switch

The operating mode can be altered using the RUN/W.E switch and the R.S. switch.
The relationship is described in Table 3-12.

Instruction Manual PROTECT-PSC 3-31
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Position of
RUN/W.E.
switch

Function

Actuation of the R.S. switch

RUN

The user program is executed only in this
operating mode.

1. User program is started once ini-
tialisation has been completed.

2. Programm is started after the con-
figuration/user program has been
transmitted.

Display during normal operation:

3l [ 8- |

For Mode 3 For Mode 3

“-“changes to “8".
RUN LED lights up.

The display changes as follows, e.g.
mode 3

13- [ | [3l-]4[3] |P[-]-]-]

Vo l—
i
EBEE

“-* changes to “8”.
RUN LED lights up.

W.E.
(without
R.S.)

Execution of the user program is
stopped.

Ready to transmit the configura-
tion/user program (wait for entry of
the PIN code).

The user program is reset if the
RUN/W.E. switch is set W.E. during
RUN.

The mode is shown (no change from ‘-’
to ‘8’), e.g. mode 3.

8- [

The display shows the mode (the
examples shows mode 3).

Changes to the status to transfer the
configuration/user program (wait for
entry of the PIN code).

W.E.
(after R.S.)

Ready to transmit the user program (wait
for entry of the PIN code).

“P - --"is shown.

Switch without function.

Table 3-12

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Operating modes of PROTECT-PSC CPU
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Operating modes

Executing the user program

To start the user program the RUN/W.E. switch must be in the RUN position with
Power On.

Interrupting the user program

In order to briefly interrupt the user program (without having to initialise the PRO-
TECT-PSC) once again) move the RUN/W.E. switch to the W.E. position. To re-
start the user program move the RUN/W.E. to the RUN position and actuate the
R.S. switch.

New user program

Move the RUN/W.E. switch to the W.E. position and actuate the R.S. switch. ‘P---*
is shown on the status display. The further settings for mode 3 are explained in
Chapter 5.

After completion of the settings the RUN/W.E. switch must be moved to the RUN
position again. After this a Power OFF / ON is to be executed or the R.S. switch ac-
tuated. The ‘3---’ display appears on the status display for mode 3. The program is
executed when an ongoing ‘8’ is shown.

MODE/INC buttons

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The internal menu structure may be navigated using these buttons. The MODE
button selects the individual menu options. The INC button changes to the next
subentry.

Simultaneously pressing both buttons (for longer than 2s) causes the system ver-
sion to be displayed. The status menu may be reached by pressing the MODE but-
ton for a long time (longer than 2s). Briefly pressing the MODE button selects the
displayed menu entry and briefly pressing the INC button changes to the next
menu subentry. Without actuation, the display (if it contains errors or warnings)
switches between the mode and the error code in a second rhythm.
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3
Power ON Reset / R.S.switch < [@
(see Page Fehler!
Display mode and CPU version, e.g. ‘0102’ Tavimarka nicht
MODE CPU version
—
CPU status RUN / STOP/ ERO / ER1 /ALARM
(see Page Fehler!
Tavtmarlra nicrht
e e e e A AR R AR AR RN E N RN AR REEEAEEEEEEEARREEEREREEREEEEEY
\ 4 g
Error history "EROQ” _ »| “ER1} »| “ER2” - = ceenp] ‘ER7” :
EAIGT [ [
Error code, e.g. “B086” m Selected (ERO~7) error information
e = %+t e e A R R R R A R A R R R R R R A AR R AR AR A KRR AN R AR RREAEEEEEEEEEEERRRRRRREE '
v Date 1 Date 2 Date 3 :
Error data z.B.”1:61" z.B.72:C0" zB’3:00" | | zB4:00" |
v Month/day Hour/min. Second  |.eeee.s ..
Timeoferror  |.... > z.B.“0922” ] z.B."1631” ] zB.“57 “
LI ER 5
(Max. Slot 15(Fh))
o Slgt"l1104" Slgt“lca(zcsh') :
ion of the modules  |.... “‘C102" ... zB. 110471 ... —— | BB M2 i
Version of the modules N V1o > V104 > V125
L 102 HE] [ 125

—» MODE button pressed briefly (shorter than 2s) sl \ODE & INC button pressed for longer than 2s

""""" »  INC button pressed briefly (shorter than 2s) :> Automatic switch-over

= MODE button pressed for longer than 2s) =suua Other transition

Figure 3-12 CPU module’s menu structure
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3.74 Back-up battery

In order to maintain the data of the operational data (e.g. error protocol, data of the
PN program, ... ) a rechargeable lithium battery is located in every CPU module of
the version PSC-CPU-OP-MON (the user program is stored in a non-volatile
manner in a flash). The connection is made via a 3 pole plug. It has a service life of
approximately 5 years. Approximately 4 hours’ operation per day are required to
achieve an adequate charged state. Data is then for secure for over 1 year (at
25°C) if the PROTECT-PSC is in a de-energised state.

The battery voltage is monitored by the CPU module. If the voltage drops below a
minimum level, a battery alarm is given (error code 022). If the battery alarm
continues to exist after a charging period of 8 hours, the battery must be replaced.

42.414-10 =)

Figure 3-13 Back-up battery with connectin plug

EU Battery Directive

Figure 3-14 EU Battery Directive marking

In the European Union is a separate collection system for used battery and used
storage battery. Please handle the battery and the storage battery properly accord-
ing to the local rule.
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3.75 Voltage monitoring
Monitoring under-voltage and over-voltage

The voltage watchdog ensures a controlled power shut-down in the case of error in
the power supply. Drops in power of up to 10 ms are buffered by a buffer circuit.
The state of the internal voltage is displayed by means of the PWR LED.

1. Correct switching-on/switching-off of the supply voltage

24V
ov

External voltage

on
off

Internal voltage

on

off

PWR - LED

L
T

Figure 3-15 Correct switching-on/switching-off of the supply voltage

After applying the supply voltage the internal 3.3 volt supply is switched on and the
PWR LED lights up. If the external supply is switched off, a controlled Power Down
is performed and the PWR LED goes out.

2. Brief drop in voltage (< 10 ms)

e Lvol 24V
xternal voltage o |_|

on

off

Internal voltage

on

off

PWR - LED

Figure 3-16  Brief drop in voltage (< 10 ms)

A brief drop in voltage (up to 10 ms) is buffered by the internal buffer circuit and
has no influence on the operation of the PROTECT-PSC.

3. Drop in voltage (> 10 ms)

24V

External voltage oV

on
off
on

PWR - LED
off

Figure 3-17  Drop in voltage (> 10 ms)

Internal voltage

In the case of a drop in voltage > 10 ms the internal Power Down measure is initi-
ated. The PWR LED goes out. In addition the special Flag VC1 is set. Drops in
voltage > 1s are recognised as shut-down and the special Flag VC1 is not set.

Instruction Manual PROTECT-PSC 3-36
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4. Voltage lower than 18 volts
24V
o Lower than 18 volts

on
off

External voltage

Internal voltage

on

off

PWR - LED

Figure 3-18 Voltage lower than 18 volts

The internal supply of the PROTECT-PSC is not released if the external voltage is
below 18 volts.

5. Voltage greater than 36 volts

2
External voltage Greater than 36 volts

Internal voltage

on
off

PWR - LED

Figure 3-19 Voltage greater than 36 volts

The internal fuse of the PROTECT-PSC is triggered if the external supply voltage
is above 36 volts.

The internal fuse is intended to protect the CPU module from overvoltage. Once
the fuse is effective, it is not possible to operate the PROTECT-PSC any longer.

Error messages

733175 &)

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

If errors occur in the above described measures or other internal/external errors,
these are read out as error messages. Every error message can be generated by
processor A/B. Which processor has generated the message can be recognised by
the prefix (A/B). The table below shows an excerpt of the possible error messages
of the CPU module. A complete list of all error messages is provided in Chapter
7.3.3.

Test Error code Meaning

Internal power Voltage of the internal 24 volt supply voltage
A/B 013

supply too low.
Back-up battery A/B 022 Voltage of the back-up battery too low.
Back-up battery A/B OAC Xsllttgge of the back-up battery has an illegal
Real-time clock A/B 0A3 Error in response of the real-time clock.
Real-time clock A/B OAF Real-time clock was not yet set.

Table 3-13  Selective error messages of the CPU module
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3.7.6

Memory areas

The CPU module has different memory areas.

Depending on the func-

tion/operation, the address is to be prefixed by a corresponding area specifier.
Chapter 6.10 describes which memory area is used for which function/operation.
c@ The following table provides an overview of the individual areas.

6.10/6-31
4 g2
o @ 85
% Use 7 BIT Number of WORD Number of | € £
@ % address BITs address WORDs |8 Z O
o = IS
%) g 55 o
< 8
PS PN PS | PN PS PN PS [ PN
VX_1input QOO0 - [X/v400 - |256 |256 |nqQoow -|XYAOW 4 ol
IQOFF  |X/Y4FF  [(1024 | (1024 |1/QoFW
Q/Y | Output o3 Fm  |oFm ) ) (3EW) é/l\:(svljw (64) |(64)
MOO0O - | MOOO - MOOW — | MOOW -
M |Flag M7ER M7ER 2048|2048 |“oc T | Voo T 128|128
KOO0 - |K0OO - KOOW — | KOOW -
K |Hold flag | korr hogd 768|768 |\orw  korw |48 |48 X
. @[V000 -  |V000 - VOOW - | VOOW -
V | Special flag VOFE VOFE 256 | 256 VOFW VOFW 16 16
. TOOO- | T/CO000 - TOOW — | T/COOW -
T/C | Timer TOFF Tictre |22 [%1? |torw  |miciew |18 |2
— LO00 - |L0O0O - LOOW - | LOOW -
L Communication L7EE L7EE 2048 |2048 L7EW L7EW 128 |128
. PO00— | P0O00 — POOW — | POOW —
P | Edge detection P1EF P1EE 512 |512 P1EW P1EW 32 32
Data exchange ELOOO — |EL400 - ELOOW- | EL40W-
EL with gateways EL3FF ELBFF 1024 12048 EL3FW |ELBFW 64 128
Data exchange EMO0O00 — |[EMA400 - EMOOW- | EM40W
EM | ps/pN EM3FE  |Em7er | 1024 1024 Jepvsew [Em7ew |04 |64
. D0000-0 — | D000 -0— |512 | 1024 | D000 — | DOO0O —
D |Dataregister | DOOFF-F_[DOIFF-F |Byte |Byte |DOOFF |DO1FF 256 512 | X
.  [NO000-0 — | NO000-0 — |512 1024 |NOOOO — | NOOOO —
N | Value register O|NOOFF-F_|NO1FF-F |Byte |Byte |NOOFF |NOLFF 2% |51z | X
L S0000-0 — | SO000 — |2048 |2048 |S0000 — | S0000 —
S |Seecialregister | |goarr r |So3rF |Byte |Byte |S03FF  |sospp  [1024 1024 X
Table 3-14  Memory areas of the CPU module

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

Input / output (I/X, Q/Y)

The address area 1/Q000 to I/QOFF is reserved for physical outputs. The address
area from 1/Q100 to I/Q3FF, X/Y400 to X/Y7FF can be used for internal outputs
(software flag). Since the address assignment for inputs/outputs is provided from
the same memory area, assignments of the same addresses to inputs/outputs
such as 1000/Q000, are not possible.
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Flags (M)

These are intended for the interim storage of states for the purpose of later
processing. The flags are set to 0 during the initialisation of the program.

Hold flags (K)

Are used in the PN program of the PROTECT-PSC for non-volatile storage of
states with an installed back-up-battery. This function does not exist in the PS pro-
grams of PROTECT-PSC. They can be set analogously to the flags. The hold flags
are set to 0 when initialising the program.
Special flags (V)

6.10.8 / 6-42 c@ grlo(\)ng)e additional information on the state of the PROTECT-PSC (see Chapter
Timers (T)

Connect a timer module to an address.

Communication (L)
Are not used in the PROTECT-PSC .

Edge detection (P)

Connect an edge detection module (high or low) to an address.

Gateway (EL)

To communicate with an optionally connectable gateway, part of the data memory

of the gateway is faded in to the address area ELOOO to ELBFF. The address area

ELOOO to EL3FF is reserved for the PS program. The address area EL400 to

ELBFF is reserved for the PN program. See Chapter 6.10.8 for a detailed descrip-
6.10.8/6-42 &) o,

PS/PN communication (EM)

The address area EM00O to EM7FF is available for communication between the

PS and the PN program. EM000O to EM3FF is reserved for the PS program and

EM400 to EM7FF is reserved for the PN program. See Chapter 6.10.8 for a de-
6.10.8 / 6-42 c@) tailed description.

Data registers (D)

User memories for data and working register for the logic functions (AND, OR,
NOT, XOR).

Value registers (N)

Contain the current counting value of a timer. A value register with the same
address is allocated to every timer register. Timer statuses can therefore be read
out or modified with suitable commands.

Special registers (S)

6.10.8 / 6-42 C@ Contain data such as error messages, ti_me/date, program version etc. (see Chap-
ter 6.10.8). Chapter 7.3.2 / 7-3 contains a description of the error messages
732173 &)  (memory area S200 to S24F).
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Addressing
The different memory areas can be addressed BIT-, BYTE- or WORD-wise.

BIT address area

The WORD addressing is shown by the suffix ‘W’ . The BYTE addressing is
followed by an “.L’ for the low value part of the WORD and an ‘.H’ for the higher
value part of the WORD.

WORD address area

The BIT addressing is provided by attaching a hyphen and the bit number. The
BYTE addressing is followed by an “.L’ for the low value part of the WORD and an
‘.H’ for the higher value part of the WORD.

BIT-address | WORD-address BYTE-address

Q000 (LSB) 4 (LSB)
Q001
Q002
Q003
Q004
Q005
Q006

Q007 Q00w (MSB)

QO0L LOW BYTE

BIT-

address

area Q008 (LSB) 4

Q009
QO0A
Q00B
QooC
Q00D
QO0E
QOO0F (MSB) y (MSB)

QOOH HIGH BYTE

D0000-0 |(LSB) , (LSB) 4
D0000-1
D0000-2
D0000-3
D0000-4
D0000-5
D0000-6
WORD- ™15000-7 (MSB)

DO000L LOW BYTE

address D0000
area D0000-8 (LSB)

D0000-9
D0000-A
D0000-B
D0000-C
D0000-D
D0000-E
DO000-F  |(MSB) Y (MSB) |

DOO0OH HIGH BYTE

Table 3-15  Adressing types of the memory
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3.8 Input modules

3.8.1 General description

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

All input modules are self-monitoring and comply internally with PL d/e, Category 4
to 1ISO 13849-1 (the overall safety categorisation depends on the external circuitry
and the user program). The circuitry to cat. 3/4 must be provided by way of 2
channels to neighbouring terminals (odd and even address) against different
voltage potential, whereby a cross fault can be detected. The use of inputs for
AOPDs (Active Optoelectronic Protective Devices) requires a cross fault
recognition of the AOPDs. The inputs can be parameterised by means of the
programming software using one or two channels. In the case of two-channel use,
the selection can be made between an NC/NC, NO/NO and an NO/NC (antivalent)
combination. The maximum delay time between the channels (in the case of two-
channel circuitry) can be set steplessly between 0.1s and 9.9s similarly using
PROTECT-PSCsw.

In the case of PL d/e, Category 3/4 to ISO 13849-1 the inputs must be parameter-
ised using two channels via PROTECT-PSCsw.

If, due to the safety function, a two-channel parameterisation is not possible (e.g.
muting) it is absolutely essential when two one-channel inputs are used to have the
inputs on an odd and an even address. A general statement about the category at-
tained or the performance level is not possible in this case.
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Basic circuit diagram for input for floating sensors

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The chart shows the basic structure of an input for floating sensors. The grey
shaded area exists multiply depending on the input module used. Inputs with even
terminal number switch to plus by means of the sensor and with odd terminal
number to minus.

Input 0 . channel 0
SIZ? K > processor A
COM+ —e 1
>1§S|Z <— processor B
I
COM- : channel 1
SIF K »— processor B
input 1 T
>|§SIZ <— processor A
‘ I
F1
PWR+(24 VDC)
PWR-(0 VDC) F1 = internal fuse (3,2A)

Figure 3-20 Basic circuit diagram for inputs for floating sensors
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Basic circuit diagram for input for non-floating (current-sourcing) sensors

The chart shows the basic structure of an input for floating sensors. The grey
shaded area exists multiply depending on the input module used.

input 0 é@

L channel 0
SIZ? K > processor A
I
>|§SIZ <— processor B
|
input 1 ® . channel 1
P =

processor B

N/
&
A

processor A

Fl
PWR+(24 VDC) — >
PWR-(0 VDC) ® >

F1 = internal fuse (4,0A)
Figure 3-21 Basic circuit diagram inputs for non-floating sensors

Instruction Manual PROTECT-PSC
V 2.6R01/04.19
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3.8.2 Safety functions

Test pulses

The inputs are self-monitored by test pulses. Pulses of 450 to 500 ps are generat-
ed every 15 ms. The interrogation of the input channel is suspended for this brief
period.

An external switching process by the connected sensory analysis is taken into con-
sideration during this check.

The self-monotoring of external sensors, such as AOPDs, is hot impaired by the
output of the test pulses.

Channel monitoring

In the case of 2-channel control the potentials of the individual channels are
checked for equality. External switching processes during the test are taken into
consideration.

Voltage monitoring

Every input module has an internal monitoring system for the connected 24 V DC
power supply, generating an error message in the case of an error.

Error messages

733175 &)

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

If errors occur during the above described measures or other internal/external
errors, these are read out by error messages. Every error message can be
generated by the A/B processor. The prefix (A/B) shows the processor from which
the message comes. The table below provides an excerpt from the possible error
messages of the input modules. A complete list of all error messages is provided in
Chapter7.3.3.

Test Error code Meaning
Supply sensors A/B 043-14 Su_pply voltage for the sensors too low or non-
existent
Test pulses A/B 043-21 | Test pulses not detected
_Channel monitor- A/B 043-22 Discrepancy of the input channels (in the
ing case of 2-channel control)

Table 3-16  Selected error messages of the input modules
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3.9 Output modules

391 General description

All output modules are self-monitoring and comply with PL e, Category 4 to
ISO 13849-1 (the overall category will depend on the external circuitry).

The outputs may be parameterised as one or two channel using PROTECT-

PSCsw.

Basic circuit diagram for semi-conductor output

The diagram shows the basic structure of a semi-conductor output. The grey
shaded part of the circuit exists multiply depending on output module used.

inductive loads are switched.

I Suitable protective measures (e.g. free-wheeling diode) are to be taken where

processor A

processor B

processor B

processor A

processor A

processor B

Channel 0

7

——J4

Channel 1

——7

\ 4
S
VANNRE

® output 1

> SIZ; K

higher ranking relay level

F1 = internal fuse (3.2A)

PWR+(24 VDC)
PWR-(0 VDC)

Figure 3-22 Basic circuit diagram for semi-conductor output module

Instruction Manual PROTECT-PSC
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Basic circuit diagram for relay output

The chart shows the basic structure of a relay output. The grey shaded part of the
circuit exists twice in the output module PSC-S-Relais The channel 0/1 can only be
controlled in pairs; the same applies to channels 2/3.

Channel 0/1 output 0/1-1

output 0/1-3

processor B —€——{ 4

e

processor B —4—— 4y

processor A —P»—— SIZ; K

processor A —P»—— SIZ; K

processor A ——<——>‘ J

g

output 0/1-4
output 0/1-2

processor A + j \¥

processor B —>—— SIZ; K

=

+

gL
——

L1

+

i

processor B —>— SIZ; K

Figure 3-23 Basic circuit diagram for relay outputs

The relay outputs must be opened at least once per year. This can be done
manually by actuating the protective device on the input side or automatically in the
user program.

AN

The relay outputs must be fused by means of an appropriately dimensioned fuse
(max. 4A slow blowing).

Instruction Manual PROTECT-PSC 3-46
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3.9.2

Safety functions
Test pulses

The inputs are self-monitored by test pulses. Pulses of 450 to 500 ps are generat-
ed every 15 ms. The output is switched off for this brief period.

I It must be insured that the downstream actuators cannot be affected by the test
pulse.

Channel monitoring

The correct switching of the output stage is monitored crosswise. This means that
processor A/B monitors the switching process of processor B/A. In the case of
semi-conductor outputs the power supply to the actuators can be interrupted in the
case of error using a shut-down relay. Output modules with relay outputs also
check the switching function of the positively driven internal relay.

Voltage monitoring

Every output module has an internal monitoring system of the connected power
supply of the actuators and reads out an error message in the case of an error.

Error messages

If errors occur during the above described measures or other internal/external
errors, these are read out by error messages. Every error message can be
generated by the processor A/B. The prefix (A/B) shows the processor from which
the message comes. The table below provides an excerpt from the possible error
messages of the input modules. A complete list of all error messages is provided in

7.33/7-5 @ Chapter 7.3.3.

Test Error code Meaning

Supply voltage for the actuators too low or
non-existent

Shut-down relays | A/B 043-15 | Error in the internal shut-down relay (24VDC

Supply actuators | A/B 043-14

Test pulse A/B 043-31 | Test pulses not detected
Channel . . .
o A/B 043-32 | Discrepancy in reading back the output level
monitoring
Relay contact A/B 043-33 | Errorin output relay

Table 3-17  Selected error messages of the output modules
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3.10

3.10.1

PSC-SUB-MON

General description

Mode 3

If the PROTECT-PSC is in mode 3, then the SUB-Master module acts like a mod-
ule with 4x2 inputs and 3x2 outputs.

Technical data

Position

Description

Name

PSC-SUB-MON

Operating voltage/current

24VDC+/-10% / 70 mA

Internal fuse

High/Low level

Fusing Inputs:  3.2A
Outputs: 4.0A
Number of safety inputs 4x2 floating
Input resistance Approx. 4.7 kQ
Input current 5mA
H: >18V/ >3,5mA

L: <4,7V/<0,5mA

Minimum pulse duration for
possible detection

1.4ms (input filter 0.7ms)

Minimum pulse duration for

safe detection 15ms

Number of safety outputs 3x2

Output current Max. 0,5 A ohmic / output
Maximum switching voltage 24 VDC

Connection plug

36-pin plug MORIMATSU M820-09-xx
36-pin plug EMUDEN T7509-36-xx

Dimensions / weight

30 x 100 x 80 mm / (W/H/D) / 195¢g

Table 3-18

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

Technical data for PSC-SUB-MON
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Housing description

u -

® @ StatusLED

ERR = On: error/alarm
Off:  operation
o RUN = lights up: user program active
Off: user program inactive
SEL = Always off
@ Display I/0

00h - OFh = status of I/O
® Terminal

® 00h-O0Fh = connection sensor / actuator
I+, O+ = power supply ( 24VDC)
-, O- = power supply (OVDC)
Figure 3-24 PSC-SUB-MON
110 Pin Print Terminal /0 Pin Print Terminal
address no. name name address no. . name name
s1 00 1 0 S-Stop-1A 01 2 - IN_COM-
00 3 + IN_COM+ 01 4 1 S-Stop-1B
02 1 2 Ready 02 2 - OUT_COM-
LM 03 3 3 Master-On 03 4 - OUT_COM-
S 04 1 4 S-Stop-2A 05 2 - IN_COM-
04 3 + IN_COM+ 05 4 5 S-Stop-2B
06 1 6 Start 07 2 + IN_COM+
S/R 06 3 + IN_COM+ 07 4 7 Reset
RB 08 1 8 MS1/2-RB 09 2 + IN_COM+
08 3 + IN_COM+ 09 4 9 MS3/4-RB
0A 1 A MS1 0A 2 - OUT_COM-
M1 0B 3 B MS2 0B 4 - OUT_COM-
oC 1 C MS3 oC 2 - OUT_COM-
M2 0D 3 D MS4 oD 4 - OUT_COM-
1 I+ IN_P+ 2 - IN_P-
P 3 I+ IN_P+ 4 I- IN_P-
O- 1 O+ OUT_P+ 2 O- OUT_P-
P 3 O+ OUT_P+ 4 O- OUT_P-

Table 3-19  Terminal designation PSC-SUB-MON

The pins no. 1 and 3 or 2 and 4 of the I-P or O-P connections are internally bridged
in order to facilitate the connection of the power supply to the neighbouring mod-

ules.

Instruction Manual PROTECT-PSC
V 2.6R01/04.19
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PSC-SUB-MON terminal diagram (Example)

S1

LM

S2

S/IR

RB

M1

M2

S-Stop-1
IN-COM+

IN_COM-
S-Stop-1B

Ready
OUT_COM-

Master-On
OUT_COM-

S-Stop-2A
IN-COM+

IN_COM-
S-Stop-2B

Reset
IN-COM+

IN_COM+
ErrorReset

MS1/2-RB
IN-COM+

IN_COM+
MS3/4-RB

MS1
OUT COM-

MS2
OUT_COM-

MS3
OUT_COM-

MS4
OUT_COM-

IN_P+
IN_P-

OUT_P+
OUT_P-

2/4

2/4

|pin No.

s S-STOP input 1

1
2

3
4

not use
Status displays

S-STOP input 2

Reset

ErrorReset

<

Read-back inputs

<
<«

Semi-conductor output

AW NP

Semi-conductor output

Aw NP

1/3 Power supply

inputs

1/3 outputs

Instruction Manual PROTECT-PSC
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Figure 3-25

PSC-SUB-MON terminal diagram

—

The NC con-
tacts of the
actors con-
trolled by the
correspond-
ing semi-
conductor
output are
read back
here
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3.11 Combined modules

3.11.1 General description

Of the combined modules the following 3 types are available

e PSC-S-STP-E inputs for floating sensors
e PSC-S-STP-LC inputs for non-floating sensors
e PSC-S-STP-ELC inputs for floating/non-floating sensors

If the PROTECT-PSC is in mode 3, the combined modules act like a module with
3x2 inputs and 2x2 outputs.

3.11.2 PSC-S-STP-E

Technical data

Position Description
Name PSC-S-STP-E
Operating voltage/current 24VDC+/-10% / 70 mA
Fusing Internal fuse 3.2A(input circuit) 4.0A(output
circuit)
Number of safety inputs 3x2 floating
Input resistance Approx. 4.7 kQ
Input current 5mA
High/Low level H: >18v/ >3,5mA

L: <4,7V/<0,5mA

Minimum pulse duration for | 1.4ms (input filter 0.7ms)
possible detection
Minimum pulse duration for | 15ms
safe detection

Number of safety outputs 2x2

Output current max. 0,5 A ohmic / output

Connection plug 28-pin plug MORIMATSU M820A-07-xx
28-pin plug EMUDEN T7509-28-xx

Dimensions / weight 30 x 100 x 80 mm / (W/H/D) / 185¢g

Table 3-20 Technical data PSC-S-STP-E
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Housing description

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

® status LED

ERR = on: error/alarm
off:  operation
RUN = lights up: user program active
off: user program inactive
SEL = Always off
@ Display I/0
;.—rﬂ- 00 - 09h = status of I/O
e m ® Terminal
51 00h-OFh = connection sensor / actuator
" a ! I+, O+ = power supply ( 24VDC)
&% I-, O- = power supply (OVDC)
e
e
N
Figure 3-26 PSC-S-STP-E
/0 Pin Print | Terminal /0 Pin Print Terminal
address no. . name name address  no. | name name
s1 00 1 0 S-Stop-1A 01 2 - IN_COM-
00 3 + IN_COM+ 01 4 1 S-Stop-1B
S2 02 1 2 S-Stop-2A 03 2 - IN_COM-
02 3 + IN_COM+ 03 4 3 S-Stop-2B
RB 04 1 4 MS1/2-RB 05 2 + IN_COM+
04 3 + IN_COM+ 05 4 5 MS3/4-RB
ML 06 1 6 MS1 06 2 - OUT_COM-
07 3 7 MS2 07 4 - OUT_COM-
08 1 8 MS3 08 2 - OUT_COM-
M2 09 3 9 MS4 09 4 - OUT_COM-
1-p 1 I+ IN_P+ 2 I- IN_P-
i 3 1+ IN_P+ 4 - IN_P-
O-p 1 O+ OUT_P+ 2 O- OUT_P-
] 3 O+ OUT_P+ 4 O- OUT _P-
Table 3-21  Terminal designation PSC-S-STP-E

The pins no. 1 and 3 or 2 and 4 of the I-P or O-P connections are internally bridged
in order to facilitate the connection of the power supply to the neighbouring mod-

ules.
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PSC-S-STP-E terminal diagram (Example)

S1

S2

RB

M1

M2

o-P

S-Stop-1A
IN-COM+

IN-COM-
S-Stop-1B

S-Stop-2A
IN-COM+

IN-COM-
S-Stop-2B

MS1/2-RB
IN-COM+

IN-COM+
MS3/4-RB

MS1
OUT_COM-

MS2
OUT_COM-

MS3
OUT_COM-

MS4
OUT_COM-

INP+  1/3
IN.P-  2/4

OUT P+ 1/3
OUT P- 2/4

1Pin No.
1
3 1~ S-STOP input 1
2
4
1
3 S-STOP input 2
2
4
! <
3 Read-back inputs
2 gl
1
2 .
. Semi-conductor output g
4
1
2 Semi d
3 emi-conductor output
4
— Power supply
inputs
— outputs

Terminal block pin number mapping

Figure 3-27
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PSC-S-STP-E terminal diagram

The NC con-
tacts of the
actors con-
trolled by the
correspond-
ing semi-
conductor
output are
read back
here.
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3.11.3 PSC-S-STP-LC

Technical data

Position Description
Name PSC-S-STP-LC
Operating voltage/current 24VDC+/-10% / 70 mA
Fusing Internal fuse
Inputs:  3.2A
Outputs: 4.0A
Number of safety inputs 2x2 non-floating and
1x2 floating
Input resistance Approx. 4.7 kQ
Input current 5mA
High/Low level H: >18V/ >3,5mA

L: <4,7V/<0,5mA

Minimum pulse duration for
possible detection

Minimum pulse duration for

1.4ms (input filter 0.7ms)

safe detection 15ms

Number of safety outputs 2X2

Output current max. 0,5 A ohmic / output

Connection plug 28-pin plug MORIMATSU M820A-07-xx
28-pin plug EMUDEN T7509-28-xx

Dimensions / weight 30 x 100 x 80 mm / (W/H/D) / 185¢g

Table 3-22  Technical data PSC-S-STP-LC

Housing description

® Status LED
@ ERR = on: error/alarm
off:  operation
RUN =  lights up: user program active
off: user program inactive
SEL = Always off

@ Display I/0

00h - 09h = Status der I/O

® Terminal

00h - OFh
® I+, O+

|-, O-

connection sensor / actuator
power supply ( 24VDC)
power supply (OVDC)

Figure 3-28 PSC-S-STP-LC
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1/10 Pin Print Terminal /10 Pin Print Terminal
address | no. name name address | no. name name
00 1 0 AOPD-1A 2
L1
01 3 + AOPD-1B 4
02 1 2 AOPD-2A 2
L2
03 3 + AOPD-2B 4
04 1 4 MS1-RB 05 2 + IN_COM+
RB
04 3 + IN_COM+ 05 4 5 MS2-RB
06 1 6 MS1 06 2 - OUT_COM-
M1
07 3 7 MS2 07 4 - OUT_COM-
08 1 8 MS3 08 2 - OUT_COM-
M2
09 3 9 MS4 09 4 - OUT_COM-
1 I+ IN_P+ 2 I- IN_P-
I-P
3 [+ IN_P+ 4 I- IN_P-
1 O+ OUT_P+ 2 O- OUT_P-
O-pP
3 O+ OUT_P+ 4 O- OUT_P-
Table 3-23  Terminal designation PSC-S-STP-LC

The pins no. 1 and 3 or 2 and 4 of the I-P or O-P connections are internally bridged
in order to facilitate the connection of the power supply to the neighbouring mod-

ules.
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PSC-S-STP-LC terminal diagram (example)

pin No.
hd
AOPD-1A 1 m +24V

L1 AOPD 1

AOPD-1B 3 e 3 WY
i 4
AOPD-2A 1 +24V

L2 AOPD 2

AOPD-2B 3 L ov
The NC con-
MS1-RB 1 P tacts of the

RB INSCOME= 3 Read-back inputs actors con-
IN-COM: 2 . trolled by the
MS2-RB = corresponding

semi-
MS1 1 conductor out-
OUT_COM- 2 .

M1 - Semi-conductor output put are read
MS2 3 back here.
OUT_COM- 4
MS3 1

T COM- 2 .

M2 ouT_Co Semi-conductor output
MS4 3 ”—

OUT COM- 4 The power sup-
ply of the inputs

IN.P+ 13 — must have the

INP-  2/4 - Pov‘i’ﬁ'bzlt’spp'y same potential

O.p OUTP+ 13 outputs as the power

OUT_P- 2/4 supply of the
AOPDs.
Terminal block pin number mapping
Figure 3-29 PSC-S-STP-LC terminal diagram
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3.11.4 PSC-S-STP-ELC

Technical data

Position Description

Name PSC-S-STP-ELC

Operating voltage/current 24VDC+/-10% / 70 mA

Fusing Internal fuse 3.2A(input circuit) 4.0A(output cir-
Ccuit)

Number of safety inputs 2x2 non-floating and
1x2 floating

Input resistance approx. 4.7 kQ

Input current 5mA

High/Low level H: >18V/>3,5mA

L: <4,7V [/ <0,5mA

Minimum pulse duration for

possible detection 1.4ms (input filter 0.7ms)

Minimum pulse duration for

safe detection 15ms

Number of safety outputs 2x2

Output current Max. 0,5 A ohmic / output

Connection plug 28-pin plug MORIMATSU M820A-07-xx
28-pin plug EMUDEN T7509-28-xx

Dimensions / weight 30 x 100 x 80 mm / (W/H/D) / 185¢g

Table 3-24  Technical data PSC-S-STP-ELC

Housing description

® ® Status LED

ERR = on: error/alarm
off:  operation
0) RUN =  lights up: user program active
off: user program inactive
SEL = Always off
@ Display I/0

00h - 09h = status of I/O
® Terminal

.
'
i
i
"
i

v

00h - OFh = connection sensor / actuator
® I+, O+ = power supply ( 24VDC)
I-, O- = power supply (OVDC)

EEEENEEN EEEE N

I

Figure 3-30 PSC-S-STP-ELC
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/O Pin Print Terminal /O Pin Print Terminal
address | no. name name address | no. name name
00 1 0 AOPD-1A 2
L1
01 3 1 AOPD-1B 4
s 02 1 2 S-Stop-2A 03 2 - IN_COM-
02 3 + IN_COM+ 03 4 3 S-Stop-2B
RB 04 1 4 MS1-RB 05 2 + IN_COM+
04 3 + IN_COM+ 05 4 5 MS2-RB
M1 06 1 6 MS1 06 2 - OUT_COM-
07 3 7 MS2 07 4 - OUT_COM-
M2 08 1 8 MS3 08 2 - OUT_COM-
09 3 9 MS4 09 4 - OUT_COM-
1 I+ IN_P+ 2 I- IN_P-
I-P
3 I+ IN_P+ 4 I- IN_P-
1 O+ OUT P+ 2 O- OuUT_P-
o-P
3 O+ OUT_P+ 4 O- OUT_P-

Table 3-25 Terminal designation PSC-S-STP-ELC

The pins no. 1 and 3 or 2 and 4 of the I-P or O-P connections are internally bridged
in order to facilitate the connection of the power supply to the neighbouring mod-
ules.
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PSC-S-STP-ELC terminal diagram (example)

L1

S1

RB

M1

M2

o-P

AOPD-1A 1

AOPD-1B 3

S-Stop-1A
IN-COM+

IN-COM-
S-Stop-1B

MS1/2-RB
IN-COM+

IN-COM+
MS3/4-RB

MS1
OUT COM-

MS2
OUT_COM-

MS3
OUT_COM-

MS4
OUT_COM-

INP+ 13
IN_P-  2/4

OUT P+ 1/3
OUT P- 2/4

pin No.

h 4

+24V
AOPD 1

ov

S-STOP input 1

Read?back inputs

&
<«

Semi-conductor output

Semi-conductor output

Power supply

Instruction Manual PROTECT-PSC
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Terminal block pin number mapping

Figure 3-31

inputs
outputs

PSC-S-STP-ELC terminal diagram

The NC contacts
of the actors con-
trolled by the cor-
responding semi-
conductor output
are read back
here.

The power sup-
ply of the inputs
must have the
same potential
as the power
supply of the
AOPDs.
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3.12 Input modules

3.12.1  General description

Of the input modules the following 2 types are available

e PSC-S-IN-E
e PSC-S-IN-LC

inputs for floating sensors
inputs for non-floating sensors

If the PROTECT-PSC is in mode 3, than the input modules act like modules with

8x2 inputs.

3.12.2 PSC-S-IN-E

Technical data

Position

Description

Name

PSC-S-IN-E

Operating voltage/current

24VDC+/-10% /62 mA

Fusing Internal fuse 3.2A
Number of safety inputs 8x2 floating

Input resistance Approx. 4.7 kQ
Input current 5mA

High/Low level

H: >18v/ >3,5mA
L: <4,7V [/ <0,5mA

possible detection

Minimum pulse duration for

1.4ms (input filter 0.7ms)

safe detection

Minimum pulse duration for

15ms

Connection plug

36-pin plug MORIMATSU M820A-09-xx
36-pin plug EMUDEN T7509-36-xx

Dimensions / weight

30 x 100 x 80 mm (W/H/D) / 190g

Table 3-26  Technical data PSC-S-IN-E

Instruction Manual PROTECT-PSC
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Housing description
— ® Status LED
ERR = on: error/alarm
off:  operation
@ RUN = lights up: user program active
— off: user program inactive
2g | SEL = Always off
i @ Display inputs
':' E 00h - OFh = status of inputs
ot ® Steckerleiste
8 00h - OFh = connection sensor
e I+ = power supply ( 24VDC)
. E I- = power supply (OVDC)
n
e S
Figure 3-32 PSC-S-IN-E
/0 Pin Print Terminal /0 Pin Print Terminal
address | no. nhame name address | no.  name name
51 00 1 0 S-Stop-1A 01 2 - IN_COM-
00 3 + IN_COM+ 01 4 1 S-Stop-1B
52 02 1 2 S-Stop-2A 03 2 - IN_COM-
02 3 + IN_COM+ 03 4 3 S-Stop-2B
<3 04 1 4 S-Stop-3A 05 2 - IN_COM-
04 3 + IN_COM+ 05 4 5 S-Stop-3B
s 06 1 6 S-Stop-4A 07 2 - IN_COM-
06 3 + IN_COM+ 07 4 7 S-Stop-4B
S5 08 1 8 S-Stop-5A 09 2 - IN_COM-
08 3 + IN_COM+ 09 4 9 S-Stop-5B
S6 0A 1 A S-Stop-6A 0B 2 - IN_COM-
0A 3 + IN_COM+ 0B 4 B S-Stop-6B
&7 ocC 1 C S-Stop-7A oD 2 - IN_COM-
ocC 3 + IN_COM+ 0D 4 D S-Stop-7B
q OE 1 E S-Stop-8A OF 2 - IN_COM-
OE 3 + IN_COM+ OF 4 F S-Stop-8B
Lp 1 I+ IN_P+ 2 - IN_P-
3 I+ IN_P+ 4 I- IN_P-
Table 3-27  Terminal designation PSC-S-IN-E

The pins no. 1 and 3 or 2 and 4 of the I-P connections are internally bridged in or-
der to facilitate the connection of the power supply to the neighbouring module.

Instruction Manual PROTECT-PSC
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PSC-S-IN-E terminal diagram (example)

S1

S2

S3

S4

S5

S6

S7

S8

S-Stop-1A
IN-COM+

IN-COM-
S-Stop-1B

S-Stop-2A
IN-COM+

IN-COM-
S-Stop-2B

S-Stop-3A
IN-COM+

IN-COM-
S-Stop-3B
S-Stop-4A
IN-COM+

IN-COM-
S-Stop-4B

S-Stop-5A
IN-COM+

IN-COM-
S-Stop-5B

S-Stop-6A
IN-COM+

IN-COM-
S-Stop-6B

S-Stop-7A
IN-COM+

IN-COM-
S-Stop-7B

S-Stop-8A
IN-COM+

IN-COM-
S-Stop-8B
IN_P+
IN_P-

1/3
2/4

] pin No,

1

3 — S-STOP input 1
2

4

1

2 S-STOP input 2
2

4

1

& S-STOP input 3
2 a

il
1
e S-STOP input 4
2
4

1

2 S-STOP input 5
2

4

1

2 S-STOP input 6
2

4

1

e S-STOP input 7
2

4

1

5 S-STOP input 8
2 »

4

Power supply
inputs

|
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Terminal block pin number mapping

Figure 3-33

PSC-S-IN-E terminal diagram
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3.12.3 PSC-S-IN-LC
Technical data
Position Description
Name PSC-S-IN-LC
Operating voltage/current 24VDC+/-10% /62mA
Fusing Internal fuse 3.2A
Number of safety inputs 8x2 non-floating
Input resistance approx. 4.7 kQ
Input current 5mA
High/Low level H: >18vV/ >3,5mA
L: <4,7V/<0,5mA
Minimum pulse duration for . .
possible detection 1.4ms (input filter 0.7ms)
Minimum pulse duration for
. 15ms
safe detection
Connection plug 36-pin plug MORIMATSU M820A-09-xx
36-pin plug EMUDEN T7509-36-xx
Dimensions / weight 30 x 100 x 80 mm / (W/H/D) / 190g
Table 3-28  Technical data PSC-S-IN-LC
Housing description
® StatusLED
ERR = on: error/alarm
off:  operation
@ RUN = lights up: user program active
off: user program inactive
©) SEL = Always off
| 1 @ status LED
= 1 00h - OFh = status of I/O
. ! ® Terminal
=_ W 00h - OFh = connection sensor / actuator
H = I+ = power supply ( 24VDC)
5 I- = power supply (OVDC)
o ®
8e |
-
] ‘_’ i
Figure 3-34 PSC-S-IN-LC
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I/O Pin Print Terminal I/O Pin Print Terminal
Address | no.  name name Address | no.  name name
00 1 0 AOPD-1A 2
H 01 3 1 AOPD-1B 4
02 1 2 AOPD-2A 2
L2 03 3 3 AOPD-2B 4
04 1 4 AOPD-3A 2
L3 05 3 5 AOPD-3B 4
06 1 6 AOPD-4A 2
L4 07 3 7 AOPD-4B 4
08 1 8 AOPD-5A 2
L 09 3 9 AOPD-5B 4
OA 1 A AOPD-6A 2
Lo 0B 3 B AOPD-6B 4
oC 1 C AOPD-7A 2
L7 0D 3 D AOPD-7B 4
OE 1 E AOPD-8A 2
L8 OF 3 F AOPD-8B 4
1 I+ IN_P+ 2 - IN_P-
P 3 |+ IN_P+ 4 I- IN_P-

Table 3-29 Terminal designation PSC-S-IN-LC

The pins no. 1 and 3 or 2 and 4 of the I-P connections are internally bridged in or-
der to facilitate the connection of the power supply to the neighbouring module.
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PSC-S-IN-LC terminal diagram (example)

pin No.
——
AOPD-1A L +24

L1 AOPD 1
. —
AOPD-1B N
AOPD-2A &— T [ ]*24
L2 AOPD 2
AOPD-2B ET Ll nv
AOPD-3A 1[4
L3 AOPD 3

AOPD-3B ?7_‘__ n/

i 4 &
AOPD-4A 17 +24

L4 AOPD 4

AOPD-4B ?7 nv/

i 4 4
AOPD-5A 17 +24

L5 AOPD 5

AOPD-5B ?7_1_ n/

i 4 4
AOPD-6A 17 +24

Y

o
§

g

L6 AOPD 6
AOPD-6B ?71_ L1 v
AOPD-7A liL ] +24
L7 AOPD 7
AOPD-7B f—-r L nv
AOPD-8A T [t24
L8 AOPD 8
AOPD-8B L L v
I Power suppl
Lp NP+ 13 —— inputsp oy
IN P- 2/4 -

Terminal block pin number mapping

Figure 3-35 PSC-S-IN-LC terminal diagram
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3.13 Relay module

3.13.1 1.13.1 General description

AR

If the PROTECT-PSC is in mode 3, then the output module acts like a module with

2x2 relay outputs.

The relay outputs must be opened at least once per year. This can be done manu-
ally by actuating the protective device on the input side or automatically in the user

program.

The relay outputs must be fused by means of an appropriately dimensioned fuse

(max. 4A slow blowing).

3.13.2 PSC-S-Relais

Technical data

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Position

Description

Name

PSC-S-Relais

Operating voltage/current

24VDC+/-10% / 107mA

Number of safety outputs

2x2 floating relay outputs

Output current

max 4A ohmic / output
External fuse: max. 4A slow blowing

Switching voltage

24 VDC

Connection plug

8-Pin plug PHOENIX: FKC2.5/8-GF-5.08

Dimensions / weight

45 x 100 x 80 mm (B/H/ D) / 265g

Table 3-30 Technical data PSC-S-Relais
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Housing description

® status LED

ERR = on: error/alarm
off:  operation
RUN = lights up: user program active
off: user program inactive
SEL = Always off
@ Display I/0

00h - 03h = status of relay

® Terminal
00h - 03h = connection actuator

®
Figure 3-36 PSC-S-Relais
I/0 Pin = Print = Terminal
Address no. name name
1 0/1-1 RELAY
00 2 0/1-2 OuT 1
01 3 0/1-3 RELAY
4 0/1-4 OUT 2
5 2/3-1 RELAY
02 6 2/3-2 OuT 3
03 7 2/3-3 RELAY
8 2/3-4 OouT 4
Table 3-31  Terminal designation PSC-S-Relais

Instruction Manual PROTECT-PSC
V 2.6R01/04.19
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PSC-S-Relais terminal diagram

- pin No. MS1(Enable relay)
I/O circuit ot @ A< i
I
O? MSZ(EnabIe relay) @ @
O ? |/ 0/1-3 |
0/1-4
g A <———---'

MS3(Enable relay)

2/3-1 | @7 A <mmm e 1
|
I 2/3-2 @ |
|
O? MS4(EnabIe relay) @ ‘
O 7] wes ,
2/3-4
A <——-———'
Terminal block pin number mapping
0/1-1 ':_.:
0/1-2 k. !
0/1-3 —ga i g
0/1-4 '_ -
2/3-1 k'
232 — Mg 3
2/3-3 — g
2/3-4 —ealt &
o P A b
Figure 3-37 PSC-S-Relais terminal diagram
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3.14

3.14.1

3.14.2

Semi-conductor output module

General description

If the PROTECT-PSC is in mode 3, than the input module acts like a module with

8x2 inputs.

PSC-S-OUT

Technical data

Position Description
Name PSC-S-OUT
Operating voltage/current 24VDC +/-10% / 74mA
Fusing Internal fuse 4 X 4,0A
Number of safety outputs 8x2
Output current Max 0.3A ohmic load
Switching voltage 24V DC

Connection plug

36-pin plug MORIMATSU M820A-09-xx
36-pin plug EMUDEN T7509-36-xx

Dimensions / weight

45 x 100 x 80 mm (B/H/D) / 2509

Table 3-32

Housing description

ERR

g 024 68ACE

RUN
SEL 13579BDF ® RUN

SEL

Figure 3-38 PSC-S-OUT

Instruction Manual PROTECT-PSC
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Technical data PSC-S-OUT

® statusLED

= on: error/alarm
off:  operation
= lights up: user program active
off: user program inactive
= Always off

®@ status LED

00h - OFh = status of outputs
® Terminal
00h - OFh = connection actuator
® O+ = power supply ( 24VDC)
O- = power supply (OVDC)
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110 Pin Print Terminal /0 Pin Print Terminal
address  no. | name name address | no. | name name
M1 00 1 0 MS1 00 2 - OUT_COM-
01 3 1 MS2 01 4 - OUT_COM-
M2 02 1 2 MS3 02 2 - OUT_COM-
03 3 3 MS4 03 4 - OUT_COM-
04 1 4 MS5 04 2 - OUT_COM-
M3 05 3 5 MS6 05 4 - OUT_COM-
M4 06 1 6 MS7 06 2 - OUT_COM-
07 3 7 MS8 07 4 - OUT_COM-
M 08 1 8 MS9 08 2 - OUT_COM-
5 09 3 9 MS10 09 4 - OUT_COM-
0A 1 A MS11 0A 2 - OUT_COM-
M6 0B 3 B MS12 0B 4 - OUT_COM-
M7 0C 1 C MS13 0oC 2 - OUT_COM-
0D 3 D MS14 0D 4 - OUT_COM-
OE 1 E MS15 OE 2 - OUT_COM-
M8 OF 3 F MS16 OF 4 - OUT_COM-
o-p 1 O+ OUT_P+ 2 O- OUT_P-
3 O+ OUT P+ 4 O- OUT P-
Table 3-33  Terminal designation PSC-S-OUT

The pins no. 1 and 3 or 2 and 4 of the O-P connections are internally bridged in or-
der to facilitate the connection of the power supply to the neighbouring module.
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PSC-S-OUT terminal diagram (example)

M1

M2

M3

M4

M5

M6

M7

M8

O-P

MS1 1
OUT_COM- 2

MS2 3
OUT_COM- 4

MS3 1
OUT_COM- 2

MS4 3
OUT_COM- 4

MS5 1
OUT_COM- 2

MS6 3
OUT_COM- 4

MS7 1
OUT_COM- 2

MS8 3
OUT_COM- 4

MS9 1
OUT_COM- 2

MS10 3
OUT_COM- 4

MS11 1
OUT_COM- 2

MS12 3
OUT_COM- 4

MS13 1
OUT_COM- 2

MS14 3
OUT_COM- 4

MS15 1
OUT_COM- 2

MS16 3
OUT_COM- 4

OUT P+ 1/3
OUT P- 2/4

MS3

MS4

MS5

MS6

MS7

MS8

MS9

MS10

MS11

[N ]MS12

[\ ]MS13

MS14

MS15

[~ ] MS16

Terminal block pin number mapping

Figure 3-39
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PSC-S-OUT terminal diagram

Semi-conductor
output

Semi-conductor
output

Semi-conductor
output

Semi-conductor
output

Semi-conductor
output

Semi-conductor
output

Semi-conductor
output

Semi-conductor
output

Power supply
outputs
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3.15 Operational input

3.15.1  General description

The operational input module only has one microprocessor. The inputs are operat-
ed using one channel only.

Short circuits between the inputs are not checked and additional self-tests are not
performed.

Basic circuit diagram of operational input

The chart shows the basic structure of an operational input. The grey shaded part
of the circuit multiply exists.

2|SS|29 K —»— processor A
input 0 X '

0vDC or -
24VDC

2‘53‘2} K p— processor A
T

input 1 (0%

Figure 3-40 Basic circuit diagram for operational inputs
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3.16 Operational output

3.16.1 General description

The operational output module only has one microprocessor. The outputs are op-
erated using one channel only.

Short circuits between the outputs are not checked and additional self-tests are not
performed.

Basic circuit diagram of operational output

The chart shows the basic structure of an operational output. The grey shaded part
of the circuit multiply exists.

1
processor A —P»— SF’ I(
) output 0
24VDC
I - <
processor A —p— S’Z’ I(
) output 1

Figure 3-41 Basic circuit diagram for operational outputs
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3.17

3.17.1

3.17.2

Operational input module

General description

If the PROTECT-PSC is in mode 3, then the operational input module acts as a

module with 16 inputs.

PSC-NS-IN

Technical data

Position Description
Name PSC-NS-IN
Operating voltage/current 24VDC+/-10% / 25mA
Number of operational inputs 16 floating
Input resistance approx. 4.7KQ
Input current SmA

High-/Low-Pegel

H: >18V />3,5mA
L: <4,7V [/ <0,5mA

Minimum pulse duration for
possible detection

1.4ms (input filter 0.7ms)

Connection plug

24-pin plug MORIMATSU M820A-06-xx
24-pin plug EMUDEN T7509-24-xx

Dimensions / weight

30 x 100 x 80 mm (B/H/D) / 170g

Table 3-34

Housing description

ERR

SEL

Figure 3-42 PSC-NS-IN

Instruction Manual PROTECT-PSC
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RUN =

Technical data n PSC-NS-IN

® statusLED

= on: error/alarm
off:  operation
lights up: user program active
off: user program inactive
= Always off

@ Display inputs

00h - OFh = status of inputs

® Terminal

00h - OFh = connection sensor
C1,C2 = power supply

3-74



System description 3

1/10 Pin | Print Terminal I/O Pin = Print Terminal
address no. | name name address | no.  name name
00 1 0 INPUT -0 01 2 1 INPUT -1
02 3 2 INPUT -2 03 4 3 INPUT -3
04 1 4 INPUT -4 05 2 5 INPUT -5
06 3 6 INPUT -6 07 4 7 INPUT -7
08 1 8 INPUT -8 09 2 9 INPUT -9
0A 3 A INPUT -A 0B 4 B INPUT -B
oC 1 C INPUT -C oD 2 D INPUT -D
OE 3 E INPUT -E OF 4 F INPUT -F
1 2 Cc1 IN_P1
COoM1 —
3 4 c1 IN_P1
1 2 Cc2 IN_P2
COM2
3 4 (o7 IN_P2

Table 3-35 Terminal designation PSC-NS-IN

The pins no. 2 and 4 of the C1 or C2 connections are internally bridged in order to
facilitate the connection of the power supply to the neighbouring module.
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PSC-NS-IN terminal diagram

pin No.
4 input-0 \
I 1 O O I
I 1 input-1 1
12 O O— I
I 1 input-2 I
I ;@ O O I
|
: A | input-3 I
N SR S A v
(= == = -] =
| 1 input-4 I
I 1 O O :
|
I I input-5 I
I 2 O O I
I 1 input-6 |
: 3 ORC, I
I 1 input-7 1
R O O— .
- e = = === J
A L Tinpus
I I input-9 1
| 2 O O I
1 I input-A 1
I 5 O O— I
1 1 input-B !
I 4 O O :
N o | o o o o o o o - - —— [—
i Rl e ey -
| 1 input-C : 24VDC ...
1, ® O O— ’ ——
I _1 input-D I - —
1 2 O O I
I | input-E 1
: 3 O O— |
I 4 1 input-F !
e O O— !
. e e e e e e e e e e e e o J
C1 2/4 rreareraeaeeeeeed
Cc2 3/4 o ’_ 24VDC

Terminal block pin number mapping

Figure 3-43 PSC-NS-IN
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3.18 Operational output module

3.18.1 General description

If the PROTECT-PSC is in mode 3, then the operational output module acts as a
module with 16 inputs.

3.18.2 PSC-NS-OUT+

Technical data

Position Description
Name PSC-NS-OUT+
Operating voltage/current 24VDC +/-10% / mA
Fusing Internal fuse4 X 3.2A
Number of operational outputs | 16 (not safe)
Output current max 0.3A ohmic load
Connection plug 24-pin plug MORIMATSU M820A-06-xx
24-pin plug EMUDEN T7509-24-xx
Dimensions / weight 30 x 100 x 80 mm (B/H/T) / 175¢g

Table 3-36  Technical data PSC-NS-OUT+

Housing description

® statusLED

ERR = on: error/alarm
off:  operation

RUN = lights up: user program active
off: user program inactive

SEL = Always off

@ status LED
00h - OFh = status of inputs

® Steckerleiste

00h - OFh = connection actuator
O+ = power supply ( 24VDC)
O- = power supply (OVDC)

Figure 3-44 PSC-NS-OUT+
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110 Pin | Print | Terminal I/O Pin . Print | Terminal
address | no. | name name address | no. | name name

00 1 0 OUTPUT -0 01 2 1 OUTPUT -1

02 3 OUTPUT -2 03 4 OUTPUT -3

04 1 4 OUTPUT -4 05 2 5 OUTPUT -5

06 3 6 OUTPUT -6 07 4 7 OUTPUT -7

08 1 8 OUTPUT -8 09 2 9 OUTPUT -9

0A 3 A OUTPUT -A 0B 4 B OUTPUT -B

oC 1 C OUTPUT -C oD 2 D OUTPUT -C

OE 3 E OUTPUT -E OF 4 F OUTPUT -F
PWR 1 O+ OUT_P1+ 2 O- OUT_P1-
1 3 O+  OUT P1+ 4 O- OUT P1-
PWR 1 O+ OUT_P2+ 2 O- OUT_P2-
2 3 O+  OUT P2+ 4 O- OUT P2-

Table 3-37  Terminal designation PSC-NS-OUT+

The pins no. 1 and 3 or 2 and 4 of the O+ or O- connections are internally bridged
in order to facilitate the connection of the power supply to the neighbouring mod-
ule.
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PSC-NS-OUT+ terminal diagram

pin No.
e ——————— ———— —— S
/ 1 1 output -0 \
! = output -1 !
| 2 |_|L p |
I I
I 1 output -2 [
|1 3@ L I |
I - I
. 4 )\ 'L_| output -3 ,
A . _Iﬁlf ______ -
P g ——— ] = =~ \
| . ||_| output -4 I
: output -5 I
2 L I
I [ I
I 1 output -6
3@ L :
I L= I
|‘ al 'L_| output -7 |
\ A I—I _________ _ /I
sl T 1 oupus N
11 L |
| 1 output -9 |
I 2 L~ I
I [ ] output -A I
I 3 [ L ~ 1
I I
tput -B
I 4 ¢ L ou I
\ = /
By S U U ———
4 7 output -C
-
: |L_| output -D
2 [~
: E
I . |L—| output -
| 3 [
| - output -F
N Lt
SN e e e e e e e e e e e o
COM1 Cc2 2/4
COM2 C4 2/4 L ]
COM1 C1 1/3
COM2 c2 13 24vbe

Terminal block pin number mapping L——"0 o

Figure 3-45 PSC-NS-OUT+ terminal diagram
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Installation / project planning 4

4 Installation / project planning

This chapter contains the description of the assembly and wiring of the PROTECT-
PSC and circuitry examples of the most important basic circuits of safety protective

devices.

4.1 Assembly 4-2
4.1.1 Ambient conditions 4-2
4.1.2 Assembly of the back plane 4-2
4.1.3 Assembly/dismantling of the individual modules 4-3

4.2  Wiring 4-5
4.2.1 General information on wiring 4-5
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4.1 Assembly

4.1.1 Ambient conditions

81/8-2 @ The following ambient conditions must be observed for the perfect operation of the
PROTECT-PSC. Complete information is contained in Chapter 8.1.
Position Description
Temperature range 0 to 55°C
Air humidity 30 to 85 % RH
Air pressure 86 kPa bis 106 kPa
Degree of pollution 2 to DIN EN 50178 (VDE 0160)
. . Earthed metal switch cabinet which may be closed
Place of installation . : -
with degree of protection IP 54 minimum

Table 4-1 Admissible ambient conditions

41.2 Assembly of the back plane
Installation position

In order to guarantee sufficient ventilation and comfortable assembly/dismantling of
the individual modules, please leave a free space of at least 50mm above and be-
neath the station. A distance of 50 mm must similarly be maintained to the left,
right and to the front. The unit must be installed exclusively as shown below
(horizontally suspended).

min. 50mm

Top view

Top hat rail Back plane

Figure 4-1 Installed position and position of the PROTECT-PSC
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Assembly

Select a location which is as far as possible away from the power level and other
disturbing radiation and heat sources of the switch cabinet.

4.1.3 Assembly/dismantling of the individual modules
I Assembly / dismantling work may only be performed in a de-energized state.

Assembly

1. Attach an earthed DIN top hat rail with a maximum distance of the screwed
connection of 10 cm. In order to attach the module to the top hat rail, the
two interlocks must be tightened.

2

Figure 4-2  Assembly of a module (1/3)

2. Then carefully press the module against the top hat rail until a click is heard.
If a further module is to be connected next to it, it must be ensured that the
back plane bus is first installed.

Figure 4-3  Assembly of a module (2/3)
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3. Check that the module is fitted correctly and push the interlocks back where
necessary.

Figure 4-4  Assembly of a module (3/3)

4. After assembling all modules the system must be secured on both sides us-
ing fixing clips or comparable measures.

Demontage

Pull the two interlocks before removing the module.

Figure 4-5  Dismantling a module
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4.2 Wiring

4.2.1 General information on wiring

This chapter contains important information on the wiring of the PROTECT-PSC,
which must be followed for safe and trouble-free operation.

The electrical equipment must be wired in conpliance with IEC 60439-1, 7.8.3.
The maximum admissible length of free hanging cable is 30 cm.
Power supply

352/3-23 C@ The power supply units used for power supply must satisfy the requirements
specified in Chapter 3.5.2 / 3-23. The power supply for the POWER / BOOSTER /
CPU module and the safe/operational modules can be provided from the power
supply unit of the module or separate power supply units. Chapter 4.2.5 / 4-11
4.25/4-11 @ contains a calculation example of the value of the fuse F2.

Common supply
L

F = Optional pre-fusing (tripping current of smaller internal fuse for power supply unit

N

Il

Power supply unit
with safety trans-
former to IEC

230V AC

61558.
24vDC *
L
é F2 PWR+
—T ®
CPU and safe/operational modules
®
PWR-
F2 = optional pre-fusing (value depends on number of modules)
F1 24V MAIN+
— ®
Power modules
®
F1 = recommended pre-fusing T2.0A 24V MAIN-

Figure 4-6  Power supply of the PROTECT-PSC common power supply unit with safety
transformer
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Separate supply

L
F = optional pre-fusing (tripping current of smaller internal fuse for power supply unit)
N
- -
230V AC 230V AC
Power supply unit || Power supply unit
with safety trans- || with safety trans-
former to IEC former to IEC
61558. 61558.
24vpc * 2avpc *
q
é F2 PWR+
—1 @
CPU and safe/operational modules
®
PWR-
F2 = Optional pre-fusing (value depends on number of modules)
F1 24V MAIN+
— ®
Power modules
®
F1 = recommended pre-fusing T2.0A 24V MAIN-
Figure 4-7  Power supply of the PROTECT-PSC, separate power supply units with

safety transformer

The maximum cable lengths between the power supply unit and the PROTECT-
PSC may not exceed 15 m.
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Laying the input / output cables

The input and output cables must be at least 200mm away from high voltage / high
current cables. In order to rule out cross-shorts, the cables must be laid in
accordance with one of the following criteria:

1. permanently laid cables and protection against external damage
5. laying in different sheathed cables

6. laying within an electrical installation room and cables according to the re-
quirements of IEC 60204-1.

7. cables whose shielding is individually earthed
Power supply cables
Ensure that power supply cables are at least 50 mm away from the modules.

Connector strips

. Recommended cable
Connector strip .
cross-section
. PHOENIX FKC2.5/2-STF-
Power 2 polig 508
. MORIMATSU M820A-09-xx
Sub-Master-On 36 pO“g EMUDEN T7509-36-xx 0.75 mm?2 for all connect-
| MORIMATSU M820A-07-xx | Ind cables (apart from
Safety-Stop 28 polig EMUDEN T7509-28-xx earth)
Safety-Input 36 polig !ﬁggﬁfggfsgﬂsggifgxx In the case of Morimatsu
| MORIMATSU M820A-09xx | ° Emuden connector
Safety-Output 36 polig EMUDEN T7509-36-xx strips:
Relay Output 8 polig EI;E?ENIX FKC2.5/8-GF- Remove 10mm of insula-
. tion sheath from the cable
Non-Safety Input 24 polig I\EA|\C/|)5|I;)ME'|§|T1§7U53A98§2§(;?6_XX and use 10 mm long wire-
= end ferrules
. MORIMATSU M820A-06-xx
Non-Safety Output 24 polig EMUDEN T7509-24-xx
. MORIMATSU M820A-09-xx
CPU 36 polig | EMUDEN T7509-36-xx

Table 4-2 Connector strips used for the module

For reasons of shock hazard protection, all connectors must be fitted with the ap-
propriate mating plugs.

Wire-end ferrules

All cables used must have wire-end ferrules (max. 0.75 mm?; length 10 mm, rec-
tangular cross-section). An exception is the relay module who connector strips are
designed to accommodate wire-end ferrules of up to 1.5 mmz2. Ring cable lugs
(M4) are to be used for the earth cables.

Cable ducts
Lay the input and output cables inside and outside the switch cabinet in separate
cable ducts or similar. If cable ducts or pipes made of metal are used, they must be

earthed.

Shielded cables

Instruction Manual PROTECT-PSC 47
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If input cables and output cables need to be laid together with power cables, use
shielded cables and earth the shield.
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Internal fusing

The CPU and the safe/operational modules, with the exception of the relay module,
have internal fusing which is intended to protect the modules from destruction in
the case of a short circuit. These fuses are not conceived as overload protection
for normal operation. Please observe the prescribed specification for the connec-
tion of the modules. If the internal fuse is destroyed, the module no longer func-
tions. The fuse can be replaced.

4.2.2 Power module

An external pre-fuse of 1.0 A slow blowing is to be incorporated into the supply ta-
bles.

4.2.3 Connecting the CPU module to the gateway

4.2.2/4-9 @

Instruction Manual PROTECT-PSC
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The communication line (SN-I/F) for an additional control of the PSC-U-G gateway
series must meet the following requirements:

e Cross-section of at least 0,25mm?

e Twisted in pairs ( >3 times per metre)

e Shielded braiding of copper wire with at least 80% cover
e Wave resistance 100 - 180 Ohm

Recommended: Schmersal ZUBEH-PROTECT-PSC-CABLE-UNI-GATEWAY,
Art. No. 101209631

When connecting, pay attention to the correct polarity of the terminals L+ and L-.
The shielding must be put on both sides (PROTECT-PSC and PSC-U-G series)
onto the terminal OV. See also the PSC-U-G operating instructions.

The SN I/F cable should be less than 3m.
If available, the cable included with the Gateway shall be used.

Refer to information in Chapter 3.5.2 for power supply of the gateway.
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4.2.4 Assembly of the back-up battery

The CPU module is not supplied with a back-up battery. It must be assembled by
the technician before commissioning the module.

®

Figure 4-8  Assembling the back-up battery

1. Switch off the power supply.

8. Remove the battery holder ©.

9. Pull out the plug @.

10. Remove the cable from the battery holder ®.
11. Press the holding lug @down.

12. Remove the old battery ®

13. Take a new battery ®

14. Press the holding lug @ to the right.

15. Insert the new battery ® with the cabling to the top.
16. Guide the cable into the battery holder ®.
17. Insert plug @.

18. Assemble the battery holder @.

19. Mark the enclosed sticker @ with the current date and attach it to the CPU
module.

20. Switch on the power again.

Instruction Manual PROTECT-PSC 4-10
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4.2.5 Input/output modules

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The CPU module and the safe/operational modules require an external 24 volt DC
supply voltage for the functionalities of the input/output level. This supply is to be
secured by means of an external fuse. The tripping current for the fuse will depend
on the number and type of modules supplied.

Example to calculate the tripping current

Assuming the PROTECT-PSC has the following modules:

2 x input module PSC-S-IN-E~ =>2x16 inputs 4&a45mA

1 x output module PSC-S-Relais =>4 outputs & 3000mA

1 x output module PSC-S-OUT =>16 outputs & 250 mA

this will produce a maximum overall current of:

160 mA + 12000 mA + 4000 mA = 16160 mA=> fuse = 20A quick acting

When selecting the pre-fusing, please bear in mind that it must respond before the
fuse of the power supply unit.

In order to prevent the internal fuse (output modules only) responding, an individual
fusing of the modules is to be taken into consideration if the work is acceptable.

When connecting sensors/actuators, it must be taken into consideration that
neighbouring inputs/outputs carry different potential.

When wiring the sensor/actuator supply voltage, observe the different connection
assignments of the individual modules. Terminals that are not used may need to be
interlinked under some circumstances.

Take suitable protective measures (free-running diode or similar) when switching
inductive loads to protect the semi-conductor outputs from excessive voltage.

4-11



Installation / project planning

4.3 Circuitry examples

431 Information on circuitry examples

The safety categories specified for the circuitry examples only apply to the entirety
of circuitry. This includes external circuitry, the properties of the external sensory
system/actuator system and a correct user program in terms of safety aspects. In-
sofar as he does not have recourse to the program examples to which the circuitry
examples make reference, the programmer must ensure that the user program he
creates satisfies all requisite measures to achieve the foreseen safety categorisa-
tion.

RESET

6.11.1/653 &)

A RESET is the manual resetting into the ready to operate state after a safety de-
vice has been triggered. The RESET must be monitored or controlled by a device
categorised as safe.

In the event of EMERGENCY-OFF / EMERGENCY-STOP, the reset can be effect-
ed by the switch’s mechanical latching function in accordance with IEC 60947-5-5.
In this case the resetting is caused by the shut-down system itself.

START

6.11.2/6-54 )

Instruction Manual PROTECT-PSC
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A START command starts or restarts the operation of a machine or system moni-
tored by the protective device.
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4.3.2 EMERGENCY-OFF (EMERGENCY-STOP) circuitry

Start/reset level @
Start button with integrated feedback circuit. The feedback circuit facilitates the
activation of the circuit only if both actuators signal idle status via their auxiliary
contacts (NC contacts). The reset is effected by means of the mechanical latching
function of the EMERGENCY OFF (EMERGENCY STOP) switch.

Sensor level @
Two-channel EMERGENCY OFF/EMERGENCY STOP circuit to
ISO 13850/IEC 60947-5-5 with cross-short detection. The cross-fault detection

function is only guaranteed if the sensor's channels switch against different
potential, as shown below.

Actuator level @

Two-channel power level (series circuitry of the actuator contacts). A relay or con-
tactor with positively driven contacts must be used.

Safety categorisation

Maximum advisable Performance Level is PL e, Category 4 to 1SO 13849-1 (in the
case of series connection of the sensors, observe special features).

Remarks

Start-up occurs only after the release of the start button (monitored start) with the
negative edge.

Enables

START

QROUT-P+

0VDC QOUT-P-

I-P IN-P-

PSC-S-IN-E PSC-S-OUT

Figure 4-9  Circuitry example of an EMERGENCY-OFF (EMERGENCY-STOP) circuit
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4.3.3 Guard monitoring

Start / reset level @
Start button and reset of the safety functions. The feedback circuit facilitates the
start of the circuit only if both actuators signal release state (de-energised state) via
their auxiliary contacts (NC contacts).

Sensor level @
Two-channel guard monitoring to ISO 14119 with at least one positively opening
position switch with cross-fault detection. The cross-fault detection function is only

guaranteed if the sensor’s channels switch against different potential as shown be-
low.

Actuator level @

Two-channel power level (series circuitry of the actuator contacts). A relay or con-
tactor with positively driven contacts must be used.

Safety categorisation

Maximum advisable Performance Level is PL e, Category 4 to 1SO 13849-1 (in the
case of series connection of the sensors, observe special features).

Open Enables

T
,~” IClose | | |

S-Stop-1A

IN_COM+

IN_COM-

S-Stop-1B

S-Stop-2A

IN_COM+

S-Stop-3A k _JsTART Controller
Enable

®OUT_COM-

IN_COM+

IN_COM-

24V DC O-P OUT-P+
0V DC i O-P OUT-P-

PSC-S-IN-E PSC-S-OUT

ft = Actuated closer shown

Figure 4-10 Circuitry example of guard monitoring
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434

Guard monitoring with locking

Start / reset level @
Automatic start and no reset of the safety function with the integrated feedback cir-
cuit. The feedback circuit facilitates the start of the circuit only if both actors signal
the release state (de-energised state) via their auxiliary contacts (NC contacts).
Sensor level @
Two-channel guard monitoring to 1SO 14119 with solenoid actuated locking with
cross-fault detection. The cross-fault detection function is only guaranteed if the
sensor’s channels switch against different potential, as shown below.

Actuator level ®

Two-channel power level (series circuitry of the actuator contacts). A relay or con-
tactor with positively driven contacts must be used.

Safety categorisation
The exact safety categorisation will depend on the application.

Remarks

This circuitry example is to be used exclusively for machine protection. Use for
personal protection is only admissible with suitable additional measures due to a
lack of locking in the de-energised state.

The “automatic start” function is realised here in connection with the feedback cir-
6.11.5/ 6-58 &)

cuit in the user program (see Chapter 6.11.5).
OPEN

-
14
|

/:@ ED
® @ _ Enables
@ﬂ | | |

S-Stop-1A

N_COM+ ® OUT_COM-

IN_COM- P Ms2

S-Stop-1B ¥ OUT_COM-

K MS3

S-Stop-2A

® OUT_COM-

O Yt
IN_COM+
S-Stop-3A l k__ S

IN_COM+ |~ opener

ouT-P
ﬂ 24V DC 24V DC i +
——® 0V DC ovDC OUT-P-

= Actuated opener shown

PSC-S-IN-E PSC-S-OUT

Figure 4-11 Circuitry example of guard monitoring with locking
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4.3.5

Instruction Manual PROTECT-PSC
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Safety solenoid-operated switch

Start / reset level @
Start button and reset of the safety function. The feedback circuit facilitates the
start of the circuit only if both actuators signal release state (de-energised state) via
their auxiliary contacts (NC contacts).

Sensor level @
Two-channel control with safety solenoid-operated switches to DIN VDE 0660-209
with cross-fault detection. The cross-fault detection function is only guaranteed if
the channels of the sensor switch against the different potential, as shown below.

Actuator level ®

Two-channel power level (series circuitry of the actuator contacts). A relay or con-
tactor with positively driven contacts must be used.

Safety categorisation

Maximum possible Performance Level is PL e, Category 4 to 1SO 13849-1 (max.
PL d, Category 3 for series connection of the sensors).

Remarks

Please observe the C standard with respect to the admissibility of an individual
switch or consult the manufacturer!

Enables
S-Stop-1A R

® OUT_COM-

IN_COM+

% MS2
IN_COM-

S-Stop-1B ¢ @ OUT_COM-

&R MS3

S-Stop-2A &

IN_COM+ T ® OUT_COM-

5
Controller 0 MS4

S-Stop-3A
Enable

IN_COM+ ® OUT_COM-

IN_COM-

S-Stop-38 |

24V DC i OUT-P+

ouT-p-
— 0V DC

PSC-S-OUT

PSC-S-IN-E

Figure 4-12

Circuitry example of safety solenoid-operated switch
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4.3.6

Current-sourcing semiconductor

Start / reset level @

The start is managed by the operational control, whereby the controller receives
the information on the status of the contactor via one of the enable contacts. There
is no manual resetting of the safety function. The feedback circuit facilitates the
start of the circuit only if both actuators signal the release state (de-energised
state) via their auxiliary contacts (NC contacts).

Sensor level @

Two-channel control with safety-oriented current-sourcing semiconductor compo-
nents, e.g. AOPDs to IEC 61496. The cross-short detection must be performed by
the AOPD. Each sensor with semiconductor output must have a two-channel con-
nection.

Actuator level ®

Two-channel power level (series circuitry of the actuator contacts). A relay or con-
tactor with positively driven contacts must be used.

Safety categorisation

Maximum realisable Performance Level is PL e, Category 4 to 1SO 13849-1 (max.
PL d, Category 3 for series connection of the sensors). The exact safety categori-
sation will depend on the sensor used. For categorisation in accordance with PL e,
Cat. 4 to 1ISO 13849-1 the sensor must have its own watchdog.

Remarks

433/4-14 )

Instruction Manual PROTECT-PSC
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The following applies to dangerous points/dangerous areas: the circuitry without
reset is not admissible without additional measures if there is a risk of accessing
the zone. It must be ensured that a restart of the plant is only possible if noone is
in the hazard area.

If, for structural reasons, the hazard situation requires a reset button, the start / re-
set circuit (D) and the corresponding user program is to be used analogously to
the example 4.3.3 Guard monitoring.

24V DC

Enables

® OUT_COM-

X MS2

Light-curtain-1A X @ OUT_COM-
Light-curtain-1B & X MS3
Light-curtain-2A &) @) OUT_COM-
v
Operational

IN-P+ 24V DC Controller 24V DC @ OuUT-P+

IN-P- @ 0V DC 0VDC & out-p-
PSC-S-IN-LC PSC-S-OUT

Figure 4-13  Circuitry example of current-sourcing semiconductor
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4.3.7 Circuitry of the actuator level

Semiconductor outputs

Cat.4/PLe

OUT_COM-

MS2 &

OUT_COM-

MS3

OUT_COM-

OUT-P+

OUT-P-

PSC-S-OUT

Figure 4-14  Circuit types for actuators

The second shut-down path is not shown in the example for Cat. 2/ PL b.

Relay output

Instruction Manual PROTECT-PSC
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24V DC
[l
0/1-1 b
011-2 I

0/1-3

0/1-4

K, [k

PSC-S-Relais 0V DC

Figure 4-15 Types of circuit for actuators

Cat.2/PLDb

OUT_COM-

MS2

OUT_COM-

MS3

OUT_COM-

OUT-P+

OuUT-P-

PSC-S-OUT

If the actuator does not have its own fuse, a fuse must be incorporated in the sup-

ply line for the actuators.
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4.3.8 Checking
Assembly

Is there a free space of at least 50 mm above and beneath the modules?
Are all modules correctly locked in and screwed?

Do all modules have a minimum distance of 50 mm to power lines?
Power supply

Does the power supply comply with the requisite requirements (refer to Chapter
3)?

Is an external fuse incorporated?
Laying of cables

Do the input / output cables have a minimum distance of 100 mm to the power
lines?
Has a shielded cable been used if a minimum distance of 100 mm could not be ob-
served?

Wiring
Do all connection lines have wire-end ferrules?
Are all connections correctly wired and poled?

Do all input/output modules have a 24 volt DC supply?

Instruction Manual PROTECT-PSC 4-19
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5 Operating mode 3
This chapter describes operation of the PROTECT-PSC in operating mode 3.
5.1 Overview 5-2
5.2 Project planning 5-2
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51 Overview

Implementation in Mode 3 requires a user program which must be created using
7.2/7-2 c@) PROTECT-PSCsw. The creation and transfer of the user program are described in
Chapter 7.2.

:@) The PIN code is set using PROTECT-PSCsw. Further information on Mode 3 can

3.3.2/3-6 be found in Chapter 3.3.2.

5.2 Project planning

In order to facilitate implementation in operating mode 3, the following sequence
must be adhered to.

Creation of the user program

Saving / logical checking of the user program

Transfer to the PROTECT-PSC. Confirmation of the PIN code is necessary.
Confirmation of the error-free transfer.

Checking of the program in the application.

610/6-31 &)
6.13/681 &)
6.7/6-11 =)

o~ DN E

Further details on PROTECT-PSCsw can be found in Chapter 6.
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6 Programming / parameter assignment
6.1 Overview 6-4
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6.5 Password protection 6-6
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6.6 PIN Code 6-10
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6.7.3 Communication settings 6-12
6.7.4  Program transfer 6-13
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6.10.7 Functions

6.10.8 Status flags
6.10.9 Memory

6.10.10 Addressing
6.10.11 Comment
6.10.12 Program creation

6.11 Program examples

6.11.1 Manual resetting (Reset, acknowledgement)

6.11.2 START level

6.11.3 EMERGENCY-OFF (EMERGENCY-STOP) circuitry

6.11.4 Guard monitoring
6.11.5 Guard monitoring with locking
6.11.6 Safety solenoid-operated switch
6.11.7 Current-sourcing semi-conductor
6.11.8 Start-up testing

6.12 Library / Function block
6.12.1 Description
6.12.2 Types of function blocks (FB)
6.12.3 Creating a library
6.12.4 Creating a function block
6.12.5 Altering / revising
6.12.6 Reading / comparing
6.12.7 Program example
6.12.8 Working with libraries / function blocks
6.12.9 Library Access Protection

6.13 Checking

6.13.1 Checking LD program

6.13.2 Logic check

6.13.3 Program size and execution time
6.14 User Program Change Procedure
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6.16.1 Ladder diagram
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6.18 Program options
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6.1

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

Programming

Overview

PROTECT-PSCsw will provide assistance in the creation of safe/operational pro-
grams for the PROTECT-PSC.

Using the PROTECT-PSCsw programming software the programmer creates the
user program in the form of a ladder diagram (to IEC 61131). For the purposes of
verification the ladder diagram is converted to a statement list in the PS program.
After checking the PS program by the programmer with the assistance of the pro-
gramming software, the PS program is translated into a format which can be read
by the CPU module and can then be transferred to the CPU module by means of a
USB interface. The PN program is directly converted into a format which can be
read by the CPU module and transmitted by means of the USB interface.

After successfully transfer to the CPU module, it sends the PS program to the
programming software again for checking purposes which then releases the user
software for the CPU module for operation after comparison with the transmitted
program.

Logical check

X0 Xi

SR X0
D X1
our Y10 /

Translator B

Transfer A %ﬂ/

Translagor A

Translator C

A~

| : :
- ' PROTECT-PSC
vp-B]| | meal |~ A

Executable program

Reading

SRR N OU, ; i
Reqding back Comparison A

[0

HOSIRIARGR] |

Figure 6-1  Creation of a PS program
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6.2 Functionality

The functionality of PROTECT-PSCsw is shown in the following table.

PROTECT-PSCsw
Functionality
No password Password

Read v v

User pro-
gram Edit v
Read v

FB library
Edit v

Table 6-1 Functionality of the PROTECT-PSCsw

6.3 System requirements

The system requirements described below are minimum requirements for the op-
eration of PROTECT-PSCsw. The values in brackets are recommended values for
a better performance to ensure a smooth work flow.

6.3.1 Operating system

Windows 2000,
Windows XP,
Windows Vista,
Windows 7,
Windows 10

It is necessary to set the login user group to ,Administrator”, ,Power User*.

6.3.2 Hardware

CPU : Pentium 200MHz (preferably 500MHz or higher)
Memory : at least 128MB (preferably 256MB or higher)
Graphics : VGA Graphics with at least 800x600 pixels
Hard disk . at least 80 MB free memaory

Instruction Manual PROTECT-PSC 6-5
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6.4 Installation

Before starting installation please close all active programs and deactivate your an-
ti-virus software (if present).

1. Insert the CD with the PROTECT-PSCsw software.
2. Start the ‘Setup.exe’ file.
3. Follow the instructions of the installation routine.

interface, the USB driver is first installed on the PC. The necessary driver (‘fump’)

/—\ After the first connection of the CPU module with the PC via the standard USB
) will usually be located in the directory .../windows/system32/drivers

6.5 Password protection

The creation of new programs, the modification of existing projects and their trans-
fer to PROTECT-PSC for existing projects is protected by a password query. This
ensures that unauthorized persons are refused active access. After the first time
the program is started, a window indicates that no password has yet been entered
and that standard passwords are generated.

The entry of a password is necessary for the following processes:
1. Saving of the PS/PN program

Editing of programs (PS program /FB library)

Editing of parameters

Editing of commentaries (PS program)

Writing the PS program to the CPU module

o > N

6.5.1 Standard password

The following passwords are pre-set in the factory for first use:

protectl, protect2, protect3, protect4

After installation or during first use, all four standard passwords must be replaced
(see Chapter 6.5.2).

If the password is forgotten, deinstall and install PROTECT-PSCsw once again.
The standard passwords will then be available again.

Instruction Manual PROTECT-PSC 6-6
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6.5.2 Changing the password

It is only possible to change the password if the edit mode has not yet been re-
leased (a password has not yet been entered for an open project). In order to
change the password, use the menu entry [Setup]-[Password] — [Change] or the
tool button =| . Now enter the old password (on first start-up protectl...protect4)
and the new password in password dialogue. For safety purposes the new pass-
word must be confirmed once again. The password must have at least 5 charac-
ters and may be a maximum of 10 characters long. Small and capital letters are
viewed to be different characters.

x
Enter old password I—
Enter new password I—
Pazsword confimation I—

Motice : 5 or mare characters half size of
lezs than 10 characters

()8 | Cancel |

Figure 6-2  Password dialogue (Changing the password)

6.5.3 Release to edit

After starting the program every time, a valid password must be entered in order to
release a project for editing. This can either be done under the menu option [Edit]
[Start Edit Mode] or the tool button %' .

Start of edit mode |

Flease enter your passwaord ta start
edit mode.

Pazzword ||
OK I Cancel |

Figure 6-3  Password entry

Instruction Manual PROTECT-PSC 6-7
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6.5.4 Program lock
Manual program lock

In order to stop editing after the password has been entered (e.g. in the case of
brief absence), the complete program can be locked against any entry. Use the
menu option [Option] [Lock PROTECT-PSCsw] or alternatively the tool bu&)n
The lock can only be released using the password used to log in (the password
with which editing was released) but not with one of the other three..

under the lock of PCwin-5 x|
Enter password ta cancel the lock.
Pagzword ||

Figure 6-4 Program lock dialogue

Automatic program lock

This option automatically locks the program after an adjustable time of inactivity
(no mouse or keyboard action). The time period is activated and set in password

dialogue [Setup] — [Password]. The waiting time is freely adjustable between 1 and
120 minutes.

x

— Chanage of pazsword

Flease click if you change a password, Change |

r— Establish time of the lock

™ Automatic lock

A ating time: I‘I _% min

oK I Cancel |

Figure 6-5  Password dialogue (Automatic program lock)

Instruction Manual PROTECT-PSC 6-8
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6.5.5 Setting the protection (program password)

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

This function makes it possible to protect the current program with an individual
password. The transfer to the CPU module is then no longer possible.

The password may have 5 to 20 characters. After entry of the password the protec-
tion is activated after having saved the program.

If the protection is active, a key symbol appeas in the project window to display the
status (see Figure 6-18). It is not possible to edit the marked areas.

In order to protect the program use the menu option [Option]-[Setup Protect pro-
tection].

Available options are the protection of
o “PS+Parameter(PS)” or
o “PS+PN+Parameter”.

Setup protection il

— Password

The pazzword must be inputted [ indispenszable].
Matice : & or more characters half size of less than 20
characters.

r Protective function
PS5 + Parameter[P'5)

" PS + PN + Parameter

The get-up function change operation iz controlled.

K I Cancel |

Figure 6-6  Program protection dialog

It is possible to cancel the protection of a program by entering the password. Use
the menu option [Option]-[Reset protection] for this purpose.

Reset protection il

Paszsword
[ ok |
Cancel |

Figure 6-7  Dialogue Program protection dialog
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6.6 PIN Code

Instruction Manual PROTECT-PSC
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When transferring the PS program the dialog to enter the PIN code is displayed.
This dialog is used to enter or alter the PIN code.

The PIN code is ‘0000’. The user can select the figures ‘0001’ to ‘9999’ as PIN
code.

PIM code Update x|

The PIN code is refreshed.
Fleaze input four digits of a decimal number.

OId FIM code Ixxxx ( i )
New PIM code I*’“‘" (:)
FIM code canfimation I**** (3)

oK | Cancel |

Figure 6-8  Entry of the PIN code

® Old PIN code
Entry of the current PIN code. The PIN code is displayed as .

@ New PIN code
If necessary, a new PIN code can be entered. The old PIN code can be entered

%)

here if no change of the PIN code is desired. The PIN code is displayed as “*'.

® PIN code confirmation
The new PIN code @ must be entered again for confirmation. It is again displayed
as ™.
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6.7 Program/data transfer

6.7.1 Connecting to PROTECT-PSC

The connection to PROTECT-PSC is made via a standard USB printer cable.

USB cable

Figure 6-9  Connection of the PROTECT-PSC to the computer

It is only possible to connect the PROTECT-PSC with a different device via a USB
cable for parameter assignment or for short-term trouble shooting.

A permanent connection is not permitted.

6.7.2 Setting time and date

After you have performed a first connection test, you should set the real time clock
of the PROTECT-PSC. You can reach the dialogue via the main menu [CPU]-
[Setup Date/Time]. The real time clock of the PROTECT-PSC can be read out here
and either the time and the date entered manually or the time and the date taken
from your computer.

|| A Read from the real time clock
Dae ¥ [ 2007 M [ 3 D[ 27 | ReadhomCPuq Use computer settings
1

Time H 13 M | 32§ IE Computer timelr
wite  4—f—ea—] | | Send settings to PROTECT-PSC

Figure 6-10 Setting time and date dialogue

Instruction Manual PROTECT-PSC 6-11
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6.7.3 Communication settings

Before you can exchange data with the, you must first select the correct communi-
cation settings (interface).
Creating the communication settings

Select the entry [Setup Communication Port] from the [Setup] menu or use the tool
button <. The following dialogue appears :

x
Acdiion |
Change |
Delete |

Figure 6-11 communication dialogue PROTECT-PSC

You can change, delete or add a new communication setting here. A name can be
assigned to each setting. After the first program start (providing you did not install
the PROTECT-PSCsw beforehand) a setting appears with the name ,Comment un-
setting up“. You can edit this setting or add a new one.

Communication setup

After clicking the ‘change’ button, the following dialogue appears.

Communication module setup |
Target : IEF'U j

Comment : ITDYD PUC-PCS-)

Description
’7 Select module and then check Ok |

communication conditions.

Cancel |

Figure 6-12 Communication setup dialogue
e First select a communication target (currently only CPU module) and then
enter a description (comment.

e Open the dialogue [Communication modul setup] by clicking the ‘Condition’
button and select the interface.

x
Camrmunication port I 'I 0K
Baudrate IAUTD YI Cancel

Automatic setup of a communication port

PC and CPU are connected with a USE cable.
when [Setup)] is selected. An automatic zetup is

started.

Figure 6-13 Dialog Attitudes Communication

i

Instruction Manual PROTECT-PSC 6-12
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6.7.4 Program transfer

373/331 &)

Instruction Manual PROTECT-PSC
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Before a program can be transferred to the PROTECT-PSC, you must first release
the writing process (see Chapter 3.7.3).

After program creation, logical check and storing of the project, the program can
then be transferred to the PROTECT-PSC The menu entry [CPU]-[Write Data] of-
fers several options as to which data should be transferred to PROTECT-PSC.

Read Data r I
Write Data All Programs + Parameters + Comments
Compare with CPL - »

Program(P5) + ParameteriPS)
Skatus Program(PM) + Parameter(PM)
Programi(P5S) + Parameter{PS) + Comment(P3)
Program(PM) + Parameter{PN) + Comment(Pr)

Etrror Maonitar

CPUIPM) StartiStop ¥

Setup Dake) Time Comment
Reqister(Ph)

1

Pl initialization

Figure 6-14 Menu to transfer the program

[All Programs + Parameters + Comments]

Transfers the user programs (PS and PN) (machine code and source text) includ-
ing the machine code of the function blocks (if present), the parameter data and
the comments.

[Program(PS) + Parameter(PS)]

Transfers the PS program (machine code and source text) including the machine
code of the function blocks (if present) and the specific parameters of the PS pro-
gram.

[Program(PN) + Parameter(PN)]

Transfers the PN program (machine code and source text) including the machine
code of the function blocks (if present) and the specific parameters of the PN pro-
gram.

[Program(PS) + Parameter(PS) + Comment(PS)]

Transfers the PS program (machine code and source text) including the machine
code of the function blocks (if present), the specific parameters and the comments
of the PS program

[Program(PN) + Parameter(PN) + Comment(PN)]

Transfers the PN program (machine code and source text) including the machine
code of the function blocks (if present), the specific parameters and the comments
of the PN program.

[Comment]

Only transfers the comments.

6-13



Programming / parameter assignment 6

[Register PN]

Only transfers the memory areas determined for the PN program (ELOOW..ELBFW,
EMOOW..EM7FW, PN-POOW..PN-P1FW, PN-KOOW..PN-K2FW, PN-VOOW..PN-
VOFW, PN-TCOOW..PN-TC1FW). This makes it possible to initialise data for the PN
program.

PROTECT-PSCsw now prepares for program transfer. Finally, a dialogue appears
that shows you the project to be transferred once again and the selected transfer
option. You can now decide whether you would like to continue or discontinue
transfer.

The transfer procedure contains a so-called read-back routine for safety relevant
data. After transfer the data are read back once again and compared with the data
sent.

6.7.5 Program comparison

6.17.1/6-108 &)

The menu entry [CPU]-[Compare with CPU] offers several options to perform a da-
ta comparison:

[Program + Paramter]

Compares the PS and PN user programs (machine code and source text), the
function blocks (if present) and the parameters with the data stored in the CPU.
[Register]

Compares all registers (with the exception of the R-register)

[PSV]
Compares only the PSV (Program Specific Value) of the user program.

The PSV can also be read out directly on the CPU modul by PROTECT-PSCsw:
PROTECT-PSCsw automatically inserts the PSV into the cover sheet of the docu-
mentation.

6.7.6 CPU Status

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The menu entry [CPU]-[Status] shows the current status of the CPU.

CPU RUN Condition x|

— PS -
The CPU is present

PN
It iz nat registered.

Figure 6-15 Display of the current CPU status
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6.8 Program description

6.8.1 User interface

6.8.2/6-16 —&)

6.8.3/6-18 &)

6.8.4/621 &)

Instruction Manual PROTECT-PSC
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The program user interface consist of 4 areas.

Fle Lbrary Edt view Help (1)
D@uuumé@\:zg:m%éx
(@ 7511 (2| | 22 el e | ] s | =

AL Al

FREa) LDk EOLT,
= & /7

PCwin-Sate-J

Ready [PC5-3 Gperation mode Mode 3 [ [Part[CPUICOMI:] 4

Figure 6-16 PROTECT-PSCsw p@gram user interface

® Main menu
Provides access to the program functions. Depending on the program status or
possible actions, not all menu points will be available (shown in grey or faded out).

@ Tool bar

The tool bar provides fast and easy access to the majority of functions in the form
of icons, so-called tool buttons. Depending on program status and possible actions,
some buttons may be faded out. The tool bar is subdivided into individual groups.
Each group has a grip (vertical line) for positioning within the tool bar. For this pur-
pose the grip must be clicked with the left mouse button. By holding down the
mouse button the group can now be positioned within the tool bar. A group can al-
so be pulled out of the tool bar and is then displayed as an independent window.

® Client area
This is where the project window, the ladder diagram and the parameter window
are displayed. Both windows can be freely arranged.

@ Status bar
Shows additional information on the active menus/buttons and status information.
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6.8.2 Main menu
File
[E Cirl+h =>Creates a new project
Dpen.. Cirl+0 =>Opens an existing project
Cloge = Closes an opened project
Save Ctries =>Saves an opened project under current name
Btz = Saves an opened project under a new name
Import Data =>Imports programs/comments/register data
Export Data = Exports comments/register data
Language Setup =>Setup languages for comments
Link. Library Integrates a library
Erinit... G|+ = Prints (draft)
Frint Freyiey =>Prints (documentation)
Print Setup.. =>Selects and sets-up printer
Recent File =>Shows the last opened projects (max. 4)
Exit = Exits the program
Library
Mew =>Creates a new library
Opefi. =>Opens an existing library
Close =>Closes an opened library
Save =>Saves an opened library under the current name
Save fis. = Saves an opened library under a new name
Library Import =>Imports library
EE Proeram Check =>FB Program Check
Read GPU =>Reads library from CPU
Compare with the GPLIG) =>Compares a library with the library saved in the CPU
Edit
Lnida Chrl+Z
Redo el =>Undoes the last action performed
an P =>Restores an undone agtlon
Copy Ctri+C =>Cuts out a selected object
Paste Chrl 4 =>Copies a selected object
Select Al chrl+A =>Inserts a copied or cut-out object
Mew Black Insert = Selects all objects
Mew Line Inserk =>|nserts a new block
Edit Comment =Inserts a new line
T E——— = Edits comments
[ER— =>Checks the program (ladder diagram)
Renumbering =>Changes the type of contact
- =>Renumbers the edge address (P)
ock Compare Program
—— =>Compares two programs block_for block
=>Enters the password for the edit mode
Instruction Manual PROTECT-PSC 6_16
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View (LD window inactive)

v Toolbar =>Displays/conceals tool bar

v Status Bar =>Displays/conceals status bar
View (LD window active)

=>View of the ladder diagram with / without comments

-

Circuit Diagram

Numbering Type » =>Selects type of block numbering
Black Camment =>Displays block comments
Label =>Displays identifier
Search... =>»Searches for contacts/functions and comments
U-mark search =>Searches for U marks
;”"'EM . : = Jumps to specific position in ladder diagram
i = Edits bookmark
st izt =>Displays use status of the memory
ontact Table 2 Displays the links of the contacts in tabular form
Property Dislog =>Displays the property dialogue for contacts and functions
Display 1st Comment =>Displays comment 1 (language 1)
v Display 2nd Comment =>Displays comment 2 (language 2)
Converting
LD Edited Elnchs =>Converts modified blocks into machine code
Defragment FB execution memory = Defragments the FB execution memory (Chapter 6.12.8).
Program Size Check = Checks program size (Chapter 6.13.3)
CPU
Read Data > =>Reads data from the CPU module.
Wtiks Data > = Transfers data to the CPU module
Compare with CPU- ¥ =>Compares data of the CPU module
Status =>Displays current operating status of the CPU module
Etor Manitor =>Reads out the error memory of the CPU module
SRR SieifSfiop = Starts/stops the CPU module (PN Program only)
setup Date/Time = Sets the real time clock of the CPU module
CPU initialization =>Initialises the CPU module
Monitor
Start CPLI Monitor => Starts/stops monitoring of the program (Chapter 6.16)
Register+1/0 Address Monitor => Start/stops monitoring of the register (memory area)
Setup
Setup Timer/Counter(T) =>Not available
10 Compulsion QN/OFF(O)... =>Sets memory areas of the PN program (Chapter 6.10.3)
Register Edit{a)... =>Edits memory areas of the PN program
Redister Fill{F). . =>Not available
FE Inner IS Compulsion GRIGERS].. . =>Not available
D s 110 ATl S Resets all flags in the FB

- Gl don 2o = Selects communication module (Chapter 6.7.4).

Password =>»Changes password (Chapter 6.5.2).

Options
Customize =>Modifies the presentation of the program user interface (Chapter
Configuration 6.18.1).

= Modifies program settings (Chapter 6.18.2).

=>Locks programs for editing (Chapter 6.5.4).
= Sets program protection (Chapter 6.5.5).

Lock PCwin-Safe-1
SetupPROTECT-

Instruction Manual PROTECT-PSC 6-17
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6.8.3 Tool bar

The functions of the tool bar are found as subentries in the main menu. If you move
the mouse over the individual tool buttons, an information window appears with a
brief description of the action associated with the tool button. In addition, a brief
description of the function is displayed in the status bar. A reference to the menu
function belonging to the tool buttons is shown below.

Edit

DEE & 22 &% 2 > #%h Menu entry

| I— [View]-[U-mark search]
[View]-[Search...]
[Edit]-[Redo]
[Edit]-[Undo]
[Help]-[About...]
[File]-[Print]
[Edit]-[Paste]
[Edit]-[Copy]
[Edit]-[Cut]
[File]-[Save]
[File]-[Open]

[File]-[New]
Ladder diagram
ST Menu entry

l [Edit]-[New Line insert]
[Edit]-[New Block insert]

Instruction Manual PROTECT-PSC 6-18
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Contacts

The symbols cannot be accessed via a menu entry. To select a contact, you can
also use the function buttons in addition to the left mouse button. The parameters
of the selected contact can be set in the property dialogue (Chapter 6.10.12). This
is opened by double clicking on the appropriate contact (already marked) or via the
pop-up menu (right mouse button). A detailed description of the individual contacts

is provided in 6.10.12.

| — 4dr HAF +r+1+|——o—| Tk 4ok FF gy

FI F2 F3 F4 | FE F&

F7

9 FI0 FlIlI Fl2

I_L Function Block
Function
Counter
Timer
Colil (Reset)
Coll (Set)
Coil

Trailing edge

Rising edge

NC (B-Contact)

NO (A-Contact)

Connection

Book Mark

[ [0 2|

L=

PS/PN

HHD HHD
PS PN

Comments

[c1 02 | it

Xchange

Hi-a
L1
|

Instruction Manual PROTECT-PSC
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Or

Menu entry
[View]-[Book Mark]-[Clear all Mark]
[View]-[Book Mark]-[Goto Next Mark]

[View]-[Book Mark]-[Goto Prev Mark]
[View]-[Book Mark]-[Mark Set/Reset]

Menu entry

PN Program
PS Program

Menu entry

| I Display window with contact comment

[View]-[Display 2nd Comment]
[View]-[Display 1st Comment]

Menu entry

[Xchange]-[LD Edited Blocks]
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Communication

Password

Instruction Manual PROTECT-PSC
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Menu entry

[Setup]-[Setup Communication Port]

Menu entry

l— [Edit]-[Start Edit Mode]

[Option]-[Lock PROTECT-PSCsw]
[Setup]-[Password]
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6.8.4 Client area

Project window

Different project settings can be made here. The individual options are accessible
6.12.2/6-63@ \élizaztree structure. A description of the tab [Library] can be found in Chapter

[li' Librany Project
=-+{Z3 Project "

=] Parameter
----- [Y PCS-1 Operation Made Parameters
..... [Y CPU Status See Chapter 6.9.
----- [ IfoModule
----- [ It parameter
----- [ Program nare

=] DataFiles Data
""" [} Comment Editing of comments
& {:IFl‘j RE'E"ZtE" Monitoring of the memory
= rograms -
ERE

¥ Ladder Diagram Programs

g

=+{Z3 Programi - Opens the programs

F-{0 LD

-

Figure 6-17 Project window

If the program is protected, the ‘lock’ symbol for the protected elements is dis-
played. See Figure 6-18.

Fehler! Es ist nicht méglich, durch die Bearbeitung von Feldfunktionen Ob-
jekte zu erstellen.

Figure 6-18 Project window with protective program
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6.13.2/6-86

Ladder diagram

=)

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

The program is actually created in the LD window. The symbols are inserted via
the ‘contacts’ tool bar or property dialogue. The program is executed block by block
from the top to the bottom and once it reaches the bottom end, starts from the top
again. Within a block the individual instructions are processed from left to right. On-
ly contacts can be inserted on the left hand side. Coils and functions are always ar-
ranged to the far right. Every block has a block number which represents a check
step during logical program checking (see Chapter 6.13.2 / 6-86) . A comment can
be entered for every block and for every contact/coil/function. Block comments
(maximum 4 x 50 characters long) are displayed directly in the LD window and
contact comments (maximum 100 characters long) in their own window. The con-
tact comments window can be displayed/concealed with the tool button £

The display of the ladder diagram differs as follows for the PS and PN program:
e PS program: background WHITE
e PN program :background GREEN

Starttaster mit iberwvachtem 3tart (abfall. Flanke)

Der Starttaster muss fir 2 Zekunden gedrickt
und damnn losgelassen werden.

®ODB  ¥nng Toon s
IYERNER T.
noona 4 I*‘{\ : | Ee00Z.0 o c=0000.0
s | _I
TOOD  POOD moon | stareea
s | 3| it
00009|“4| l*‘{% G
TOOD  ¥O7L 0LT0A
3 | P
Duoml“' l*‘{ I ; O_.‘
. i
! i
i
i i
! 01Y0B!
! i
i EH
SO &
4 » é

Figure 6-19 PS ladder diagram window
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6.9 Parameter assignment

6.9.1 PROTECT-PSC operating mode

The operating mode of the PSC can be displayed under PROTECT-PSC operating
mode in the project window. Setting the operating mode is planned for future ex-
tensions.

3.3.2/3-6 @ More detailed information on the operating modes is provided in Chapter 3.3.2.

PCS-] Operation Mode x|

— Setting Mode
£ Mode dl Initialized mode
 Mode1 Fized FE mode

£ Mode 2 FEB group edition mede

f* Mode 3 Free programmitg mode

] Cancel

Figure 6-20 Operating modes of the PROTECT-PSC

The current operating mode of the PROTECT-PSC is displayed in the status bar of
PROTECT-PSCsw.

PROTECT-PSCsw [

Figure 6-21 Operating modes of the PROTECT-PSC
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6.9.2 CPU program execution

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The execution of the PS and of the PN program can be determined in this dialogue
(project window under the entry [CPU Status]).

Program execution/Run interlock x|
Pragram execution Interlacking ta PS ——— — RUM conditions setting at the time of an emror
PS: Always available || PS: - ® I Function . @

unction instruction error
= IUnavaiIabIEﬂ PN : Ilnterlock j
@ H i Cancel |

Figure 6-22

® Program execution

The PS program must always be available and is always executed. If a PN pro-
gram is to be executed, the PN program must be created and the program execu-
tion mode is to be set to ‘available’ for the PN program.

The default setting of the PN program is ‘not available’, i.e. an existing PN program
is not executed in this case.

@ Interlocking to PS

The execution of the PN program can be influenced by PROTECT-PSCsw in the
menu option [CPUJ-[CPU(PN) Start/Stop]. Depending on the option selected a
Start/Stop of the PN program will have the following effects on the PS program:
‘Locking’: when the PN program is stoped, the PS program is also halted. All out-
puts of the PS program switch to the safe state; the outputs of the PN program are
frozen. It is only possible to leave this state by actuating the R.ST. button on the
CPU module.

‘No locking’: Stop/Start of the PN program has no influence on the PS program.

® Troubleshooting in the PN program

This function is planned for future extension of troubleshooting in the PN program.
If an error arises in the PN program, then the PS and PN programs are stopped. All
the safe outputs move to the safe state. The operational outputs are ‘frozen’. It is
only possible to leave the state via R.ST. or Power ON/OFF. The error code 71 is
shown on the CPU.
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6.9.3 1/0 Modules

Which modules are assigned to which individual stations is specified in the project
window under the [I/O-Module] entry.

x
Group Slot Allot Points Refresh ModuleType Module Mame Fixed
Mo, [Front&ddress) SafetyType FB
- - - [--] - - Fawer
Master I} 16 14 (0000) S Master CPU MOMN
1 16 10 (0010 S Momal S-STR(LC)
Sub 2 16 14 (0020) S Sub-Master SUE MON
3 16 10 (0030) S Mormal S-5TP(E)
4 1E 10 (0040 S Mormal S-STPILC)
] 16 10 (0050) S Momal SSTPEALLC)
Sub G 16 14 (000) S Sub-Master SUE MOMN
7 8 04 (0070) S Momal RELAY
a 16 16 (0078) S Momal SHMIE]
- - - [---] [ Booster
9 16 16 (0088 S Momal S-0UT
Add | Delate | Set Ok I Cancel

Figure 6-23  1/0 module setup dialogue

The individual elements are marked in different colours as follows:
e Master group blue
e Sub-Master groups yellow

e Operational I/O’s green

Please bear in mind that in the case of discrepancies between the configuration set
here and the actual configuration it is possible to create a program and to transfer it
but not to execute it. PROTECT-PSCsw has no information on your hardware con-
figuration. Before creating the program, compare your settings with the hardware to

ensure that, for example, an input has not been configured as an output module or
a non-existent slot has not been configured by mistake.

Group
Display of the corresponding group
Master  : group controlled by the CPU module
Sub : group controlled by the SUB-MON module
NonSafe : group of the operational I/O

Slot no.

Display of the slot

Instruction Manual PROTECT-PSC 6-25
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Reserved channels

Number of the reserved channels of the module. In order to simplify the counting of

the 1/O’s, a module always occupies a multiple of 8 channels. This ensures that the
counting of the 1/O’s of each module always starts with ..0 or ..8.

Channels used

Number of physically existent I/O channels of the module.

Module Type

Specification of the module status
e S :safe l/O module

e N : operational I/O module
Specification of the module type

Master : controls the entire system
Sub-Master : controls the assigned group
Normal : I/O module of a group

I/0 : operational 1/0

Module name

Name of the module

Registered FB

This display is planned for future extensions.

Selection of the /0O module

A new module may be added by selecting [Add].

/0 Module Setup Detail =

SlotMNo 1 Refresh Points ;|00 DEC
Allot Paoints |00 DEC

Module Code ;|00 HEX

hodule Kind
" Master-OM
 5-Stop
(@)

" Relay Output
(0]

" Safety input

Module Type
" Safety output
-~

-

Module Name
" Non-Safety Input

" Non-Safety Output
.

&+ Normal

0K | Cancel ‘

Figure 6-24 Selection of a module

The required module is to be selected and the selection confirmed with [OK].

Refresh points

Number of the physically existing channels of the module.

Instruction Manual PROTECT-PSC
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Allot points
The sum of the channels used and the reserved points.
Module code
ID code of the module
Module kind
Selection of the module type.
Module type
Specification of the module type.
Module name

Name of the module to be selected.
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6.9.4 I/O parameters

The settings of the individual modules are made in the project window under the

[I/O Parameter] entry.

x
CFU | -
— Identification
I Symbal  “wiring | Address| todule | Usedl Fault D... | Comment |A IPS jv
BBE:HE Double/Single 1000 CPU MON 1.0s
Double/Single 1001 CPU MOM 10% [Address [149)
—O  Single/Double G002 CPU MON
—O  Single/Double G003 CPU MON i I : I
BBR:HE Doutle/Singl 1004 CPU MON 1.0s
Double/Single 1005 CPU MON 1.0s )
4F  Singe/Doutle 1008 CPU MOM 10¢ =t ]
4F  Singe/Dauble 1007 CPU MON 103 ' Double € Single
4F  Singe/Double 1008 CPLU MON 1.0%
1k Single/Double 1003 CPU MOM 10= ~ Spmbal
T Double/Single Q004 CPU MOMN
Double/Single  QO0R CPU MON & [2N0) OR (2N
<O  Double/Single  Q0OC CPU MON Clel
L Double/Single  QOOD CPU MON e (NO/NCIORNENO)
00E 1HE 1378
I00F
BBRAHF Doutle/Single 1010 5-5TPILE) 1.0s O
Double/Singls 1011 SSTPLLE) 10s R (FE R DEteelen M-y
BBRAEE Double/Single 1012 5-5TPLE) 1.0s [ s
Double/Single 1013 5-5TRLE) 1.0s
AF  Singe/Double 1014 5.5TPLE) 1.0s
4F  Singe/Double 1015 5-STPLE) 1.0s
O Double/Single  QU1E 5-STPLC)
Ly Double/Single Q017 5-5TPILE)
=4O Double/Single Q018 5-5TPILE)
L3 Double/Single Q019 5-5TPILE)
1014 Change I | pdate |
1018
101C ok | cancel |
101D =

Figure 6-25 1/O parameter dialogue

The left part of the window lists all I/O channels of the module used in tabular form.
The settings for one or several selected I/O channels may be modified in the right

part of the window.

Table of the I/O channels

O @ 0@ ® @ 06 0®
Sumbal  Wwiring | Address | i odule | |lzed | FaultD... | Cormmerk |
-iHF Double/Single 1000 CPU MOM 1.0s
Double/Single 1001 CPU MOM 1.0=
0 Single/Double Q002 CPU MOM
= Single/Double Q003 CPU MOM
-iHF DoubleSingle 1004 CPU MOM 1.0z

Figure 6-26 Channel table

CYSNCXTAORC,

Comment

Instruction Manual PROTECT-PSC
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Type of contact shown and wiring of the contact in symbolic form
Address of the channel within the system
Type of module belonging to the channel
Shows whether the channel is used in the program
The channel difference time set
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PS/PN switch over

Identification
’7 I PS hd I

Channel settings

Address [|/0)
{ -

Wirihg kethod
’V & Double ¢ Single

Switches between the parameters of the PS and PN pro-
gram.

In order to select several channels you can enter an ad-
dress area here alternatively to the left mouse button
whilst simultaneously pressing the SHIFT button.

Select here whether the selected channel is to be wired
in a double or single manner.

AR
D |

In the case of safety-oriented circuitry starting from PL d, a two-channel wiring (wir-
ing method = double) will be necessary.

— Symbal

& [2NO) OR [2NC)
AHF

" [NO/NC) OR [MC/NO)
1HF iH

— Input Fault Detection Time—

[ s

This option is only available in the case of two channel
wired inputs. You can select here between valent (NC /
NC, NO / NO) or exclusive (NC / NO, NO / NC)
combinations.

The channel difference time permits a time delay in the
switching sequence between the individual channels with
two-channel circuitry. The setting range is between 1.0
and 9.9 seconds.

The default of the ‘channel difference time’ is 1.0 seconds. Only change this default
if it can be seen that the sensor used will not be able to observe this time.

Instruction Manual PROTECT-PSC
V 2.6R01/04.19
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6.9.5 Program name

The program name is entered in the project window under the entry [Program
namel.

Program Mame Set 5'

Syzstem[Project]

[
PS
I Cancel |

PN

Figure 6-27 Program name dialogue

Using this dialogue, a hame can be assigned for the system, the PS and the PN
program. The assigned name for the system (project) is displayed in the project
window.
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6.10 Programming

AR

The programs are created exclusively graphically in the form of a ladder diagram.
Since the PROTECT-PSCsw programming software is primarily intended for the
creation of user programs for the safety-orientated use of the PROTECT-PSC only
those instructions and functions of IEC 61131 are available which can be checked
in terms of safety using simple means. The statement list programming language
used to check the user program contains a few necessary additions which are not
a part of the IEC 61131.

It is assumed that the programmer has already gathered appropriate experience
with the programming languages of ladder diagram (LD) and statement list (STL). If
the requisite basic know-how does not exist, intensive familiarisation with the
theme is necessary before creating the program. Even if the PROTECT-PSC con-
troller satisfies the highest safety requirements in machine / man protection, this is
no protection against faulty (from a safety point of view) user programs. The inte-
grated program check can merely test the logical structure of the user program.

6.10.1 Basic program flow

6.13.3/6-92 &)
AR

Instruction Manual PROTECT-PSC
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Before executing the user program, the states of the inputs are queried and stored.
The inputs are not queried during execution of the user program.

The user program is subdivided into several numbered contact blocks. Each block
can consist of several lines. A line constitutes the equivalent of an electrical con-
nection from the input (left) to the output (right). An input is always a contact (read-
ing of an address) and the output is always a coil/function (writing of an address).

A block consists of at least one line with at least one coil. The starting point of a
block is always 1/high. A block can consist of a maximum of 22 lines and a total of
256 symbols (contact, coil, function). The number of blocks is only restricted by the
maximum admissible program size or run time.

Please bear in mind during program creation that the user program is always
worked through from top to bottom. The unfavourable placement of the individual
program blocks has a very negative effect on the reaction time. This applies in par-
ticular to the use of flags. Therefore always switch safety enables (coils) directly
and ensure that the safety enables are shut down after a change in level at the in-
put in the same program run.
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6.10.2 Creating the PS program

PROTECT-PSCsw is required to create the PS program. After stipulating the sys-
tem configuration, the ladder diagram can be selected in the project window in the
[ProgramS / LD / Ladder Plan] path.

After creation the program must be stored whereby a logical check and translation
is performed.

6.10.3 Creating the PN program

PROTECT-PSCsw is required to create the PN program. After stipulating the sys-
tem configuration, the ladder diagram can be selected in the project window in the
[ProgramS / LD / Ladder Plan] path.

After creation the program must be stored whereby a translation is performed.

For debug purposes it is possible under menu entry [Setup]-[I/O Compulsion
3.7.6/3-38 @ ON/OFF] to set the following specifiers (see Chapter 3.7.6) insofar as these have
not been set in the PN program.

e Mflag
e Kflag

Instruction Manual PROTECT-PSC 6-32
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6.10.4 Commands /symbols

6.15.3/6- C@)

1aNA

The following table provides an overview of the existing ladder diagram symbols
and their equivalent representation in the ‘statement list programming language
used for checking purposes. Not all symbols in the ladder diagram column are di-
rectly available to the programmer. A few are available from the user program cre-
ated by the programmer. The description of the symbols available for program cre-
ation and the respective statement list of the timer and functions are provided fol-

lowing this table.

The translation process of the ‘ladder diagram’ programming language to the
‘statement list’ programming language necessary to check the program is de-
scribed in Chapter 6.15.3 / 6-104 using a detailed example.

Translation table

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Ladder diagram

Statement list

Function

HE STR Start of an operation with NO (A contact)
H — STR NOT Start of an operation with NC (B contact)
— AND Series connection (A contact)
— = AND NOT Series connection (B contact)
L{ I—I OR Parallel connection (A contact)
H |LI OR NOT Parallel connection (B contact)
|11 AND STR Series connection of blocks
—EE:'— OR STR Parallel connection of blocks
—- ouT Coil output
—I~ PTS Edge detection, rising edge
|~ NTS Edge detection, trailing edge
-1 FPS Start of branching double coll
I FRD Branching of double coil
(I FPP End of branching double coil
}— FST Unconditional output
— NOT Inversion
B— Connection

Table 6-2 Translation table for ladder diagram/statement list instructions
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Description

Markings

As the PROTECT-PSC can also be used for control tasks that are not safety-
oriented, all ladder diagram symbols in the PS program (contact, coil, timer ... )
have a marking to show the programmer which symbols may be used for safety
functions.

Marking Safe Description
“y” no A safe symbol was overwritten by a non-safe symbol. The
symbol is not safe and may not be used for safety functions.
o no Symbol is not safe and may not be used for safety functions.
“s” yes Symbol is safe and may be used for safety functions.
«g2” yes Symbol ist safe in accordance wi;h the requirements of cat. 2
and may be used for safety functions.

Table 6-3 Markings of the ladder diagram symbols

In order to find the cause of a ‘U mark more easily, these are highlighted in two dif-
ferent background colours

RED appears in the line containing the cause of the ‘U’ mark.

i} YELLOW  appears in the line that contains a ‘U’ mark due to an existing
‘U’ mark.

The symbol marking is performed in accordance with a system of rules of which the
main rules are described in the following.

The observation of the rules is ensured by PROTECT-PSCsw and need not be un-
derstood by the programmer in all cases. However, an understanding makes it
easier for the planning/programming in advance to attain the desired safety.

1. Inverted inputs (B contact) are not safe and are marked “°.
2. Self-holding (activation by own state) is not safe and marked with .

3. A parallel connection (OR operation) from one or more ‘S’ or ‘S2’ and at
least one ‘’ or at least one ‘U’ produces a ‘U’.

4. A branch containing a ‘U’ (direct or indirect) always gives rise to a ‘U’.

5. A series connection (AND operation) from ‘’ and at least one ‘S’ produces
an ‘S’ or an ‘S2’.

For safety-oriented control tasks only ladder diagram symbols to switch outputs
marked with an ‘S’ or an ‘S2’ may be used. This information does not relieve the
programmer of the responsibility to carry out his own evaluation of the user pro-
gram.

The ‘S’ or the ‘S2’ mark does not made any declaration about the reached SIL,
Cat. or an PL. Therefore the combination of Sensor - PROTECT-PSC — Actor un-
der provision of the PROTECT-PSC Application program must be taken in consid-
eration.
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Connection
Horizontal connection

Passes the left state on to the right connection in an unmodified form.

Vertical connection (OR)

Initiates an OR logical operation.

Negation

. Inversion of the signal level.

A wrong use of negation can but need not lead to an infringement of the closed-
circuit current principle. An assessment can only be made if the entire PS program
is viewed together with the application. In order to simplify this assessment, all ne-
gations used are highlighted with a red background.

Contacts (inputs)
NO (A contact)

5] Passes the left state on to the right connection if the contact state is
‘I }_ TRUE. Otherwise right is always FALSE.

NC (B contact)

Passes the left state on to the right connection if the contact state is
—/M/— FALSE. Otherwise right is always FALSE.

Edge detecting contacts

Edge detecting contacts always keep their TRUE state for only one program cycle.
Further processing must be made after these contacts therefore.

Rising edge

The right connection is only TRUE if the left contact state has a rising
—|ﬂ— (positive) edge. Otherwise right is always FALSE.

Trailing edge

The right connection is only TRUE if the left contact state has a trailing
*I“* (negative) edge. Otherwise right is always FALSE.

Coils (outputs)
Coils
_OS_I Passes the left state on to the address allocated to the coil.
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6.10.5 Timer

The number of available timers is 256 in the PS program and 512 in the PN pro-

6.10.12/6-47 c@ gram. They are selected by assigning an address with the prefix T
(PS:T000...TOFF, PN:T000...T1FF). A timer passes a TRUE at its input to its out-
put with a time delay. Depending on the requirements of the circuitry, a selection
can be made between a self-holding and a non-self-holding timer. Both types are
available with 2 different increments (10ms and 100ms). The adjustable range is
between 0.1s...6553.5. During address assignment (PS:T000...TOFF,
PN:T000...T1FF) the timer is automatically assigned an address from the ‘N’
memory area with the same address. This register serves the timer as counting
register and permits the current counter reading to be read out.

Depending on the capacity stage of the PROTECT-PSC there are different toler-
ance ranges for the timer.

Timer Increments Tolerance
TMRH 10ms -25ms...+15ms
TMR 100ms -115ms...+15ms

Table 6-4 Timer tolerances

‘ Please observe these tolerances when creating programs and use the TMRH tim-
‘ ers to produce more exact time delays.
000 ) TMRH TO0O
— | TMR3H K=000.10 C=000.00 K=000.10

O|l® 6 ®

o
Figure 6-28 Ladder diagram symbol/statement for function timer

® counter input
@ reset input (only for self-holding TMRS/TMRSH)

® address

@ type of timer

TMRH = Incrementing in 10ms steps (0,01s...655,35s)

TMR = Incrementing in 100ms steps (0,1s...6553,5s)

TMRHS = Incrementing in 10ms steps; self-holding (0,01s...655,35s)
TMRS = Incrementing in 100ms steps; self-holding (0,1s...6553,5s)

® settime in seconds
® current time under monitoring

Instruction Manual PROTECT-PSC 6-36
V 2.6ROL / 04.19



Programming / parameter assignment 6

AR

TMR/TMRH

This timer passes on a TRUE to its input after expiry of the delay time at its output
and maintains this state until its input resumes the FALSE state.

TMRS/TMRSH

This timer passes on a TRUE at its input to its output after expiry of the delay time
and maintains this state (independent of the state of the input) until its R-input as-
sumes the HIGH state. Due to its self-holding function this timer works like an inte-
grator. Therefore, it also counts pulsed input signals or adds the individual pulse
lengths together until the preset total time is reached.

In the case of short pulse times considerable differences may arise between the
actual and the measured added time due to the increment of 15ms.

6.10.6 Counters

Instruction Manual PROTECT-PSC
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Counters may only be used in PN program. They are selected by assigning an ad-
dress with the prefix ‘C’ (000...1FF). The adjustable range is between 1 and
65535. A counter passes on a TRUE to its input if the number of counter pulses ex-
ists.

coo
_.JCHTH

Figure 6-29 Ladder diagram symbol/counter function statement

counter input

up/down input (only CNTH)
RESET input

address

type of counter

set value

current value of the counter

SYCKCXON AR,

CNT

This is an incrementing counter. If the RESET input is LOW, the value is incre-
mented every time if a rising edge is at the counter input. The output is HIGH if the
counter value reaches the set limit value. In the case of RESET input HIGH, the in-
ternal counter value is set to 0 and the output to LOW.

CNTD

This is a decrementing counter. If the RESET input is LOW, the value is decre-
mented every time if a rising edge is at the counter input. The output is HIGH if the
counter value reaches the value 0. As soon as the RESET input is HIGH, the inter-
nal counter value is set to the default value of the output to LOW.
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CNTH

This is an incrementing/decrementing counter. If the up/down input is HIGH, it acts
like an incrementing counter, and if it is LOW it acts like a decrementing counter.

6.10.7 Functions

6.10.10/ 6-47 &)

A function is selected in the [Property] dialogue (to be reached via the main menu
[View]-[Property] or alternatively with a right mouse click on a symbol). In addition
to its function name, every function is defined by a clear function number. The
functions are stored internally in the ‘F’ memory area which is not accessible to the
programmer.

Flow control

Instruction Manual PROTECT-PSC
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START

I i

| LSTART

FUN443 jl_‘ START FUN 448

Figure 6-30 Ladder diagram symbol/statement for START function

Marks the program start. All blocks between START and END are executed in an
endless loop.

In order to execute blocks only once directly after initialisation (during the first pro-
gram run), you can also place your statements before the START function as an al-
ternative to interrogating the special flag V006.

END

FN452 END FUN 452
I r
I

LEI\TD
Figure 6-31 Ladder diagram symbol/statement for END function

Marks the end of the main program. All statements between END and PEND can
only be achieved by branches or subprogram calls.

This function has only been implemented for reasons of compatibility with other
control types and is without significance to the programming of the PROTECT-
PSC.
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|

PEND

I r

| LPEND

FUN456 }|PEND FUN 456

Figure 6-32 Ladder diagram symbol/statement for PEND function

Marks the end of the program. Statements after this function are not taken into
consideration.

If you do not wish to execute specific program parts for the time being during the
program test or during trouble-shooting, move these to behind the END or PEND
function. This will save you the necessity of storing several test versions.

Application instructions (PN program only)

Instruction Manual PROTECT-PSC
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Comparison
Command | OP1 | OP2 Function

=H S, H Comparison of a register with a
W=H constant or of two registers. If the

=N S, S, condition ‘=’ is satisfied, then the
W=N result is HIGH.

<>H S: H Comparison of a register with a
W<>H constant or of two registers. If the
<>N S S condition ‘<>’ is satisfied, then the
W<>N ! i result is HIGH.

>H S, H Comparison of a register with a
W>H constant or of two registers. If the

>N S, S, condition >’ is satisfied, then the
W>N result is HIGH.

>=H S: H Comparison of a register with a
W>=H constant or of two registers. If the
>=N S, S, condition ‘>=’ is satisfied, then the
W>=N result is HIGH.

<H S, H Comparison of a register with a
W<H constant or of two registers. If the

<N S, S, condition ‘<’ is satisfied, then the
W<N result is HIGH.

<=H S: H Comparison of a register with a
W<=H constant or of two registers. If the

<=N S, S, condition ‘<=’ is satisfied, then the
W<=N result is HIGH.

Agenda
Si12 : register,
H : hexadecimal constant

Table 6-5 Overview of the comparison functions
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37.6/3-38 &)
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Examples

Fooom FLIMga2

I—[".'!"i: =r  DOO019  <=K10W

Set flag M013 if the WORD value of flag K010 is larger than or equal to the WORD
value of D0019.

Fooom FUMEE0 rOT 4

I_[-:::=H DODTOL  <=2.h ]—<

Set flag M014 if the Low BYTE value in the special register D0O019 is smaller than
or equal to 2Ah.

Data transfer

Instruction | OP1 | OP2 Function
MOV H S1 Load hexadecimal constant H to
WMOV S1.
MOVE S1 S2 Load decimal constant S1 to S2.
WMOVE
BCD S1 S2 | Translate data of S1 from binary to
WBCD BCD and load these data to S2.
BIN S1 S2 Translate data of S1 from BCD to
WBIN binary and load these data to S2.
Agenda
S12 : register
H : hexadecimal constant
D :decimal constant

Table 6-6 Overview of the data transfer functions

Examples

FOOO0& FON101

‘|:WMGV 10h —>H0

Write 10h as WORD value in flag KOOO.

Foom FUROA0

I—[M O%E DO004L  ->KO1L

Write the LOW Byte of the special register D0O004 to the LOW Byte of flag KOO1.

In case of reading a Counter Value with one of the Data Transfers commands in a
Function block, the Variable of the Counter Value must be preceded by an “&”.
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Examples

sEMIL
= NOOO

FUNOOO

sEMIL —>Countlonr

Arithmetical functions

Instruction | OP1 | OP2 | OP2 Function
W+ S1 S2 S3 S3=S1+S2
W- S1 S2 S3 S3=S1-S2
W+ S1 S2 S3 S3=S1*S2
S3=S1/S2
W/ S1 S Sz | Store quotients in S3 and the remainder in
S3+1.

Incrementing of S2 and comparison of the
incremented value with S1. If both values

WINC St | S are equal, then the result is HIGH.
The data are treated as BCD values.
Decrementing the content of S1.
WDEC St The data are treated as BCD values
Agenda

S12,3: register

Table 6-7 Overview of the arithmetical functions

Examples

FOO09 FUNO94

*E0

Multiply the content of the flag K002 with the content of the flag KOOO and write the
result to flag KOO3.
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Logical functions

Command | OP1 | OP2 | OP2 Function
AND S1 S2 S3 | S3=S1AND S2
OR S1 S2 S3 | S3=S10RS2
NOT S1 S2 S2 = NOT S1.
Bit by bit inversion of the content of S1
XOR S1 S2 S3 | S3=S1XOR S2
Bit by bit XOR operation of S1 AND S2
Agenda
S123 :register

Table 6-8 Overview of the logical functions

Examples

Fooo FLIrOT 4

I—[I:I R KO3L  ORKOIL  —ZR04L

OR operations of the LOW Byte of flag KOO3 with the LOW Byte of flag KOO1 and
saving of the result in the LOW Byte of flag KO04.

Setting / resetting flags
The assigned flag is set the first time that a HIGH condition arises

The assigned flag is reset as soon as a HIGH condition arises

6.10.8 Status flags

The status flags are stored in the V' memory area in special flags V50 to V56.
Their state is dependent on the result of an executed function. The meaning of the
individual flags corresponds to that of the status flag of a processor. An exception
is provided by the ‘ER’ (ERROR) flag. It is set if the PROTECT-PSC recognises an
invalid operation. When an ER flag is set, the controller moves immediately to safe
state (all outputs shut down) and transmits an appropriate error message.

Symbol Name Address
CY Carry flag V56
BO Borrow flag V55
4 Zero flag V54
ER Error flag V50

Table 6-9 Status flags
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6.10.9 Memory

An overview of the individual memory areas and their use is contained in Chapter

37.6/338 &)  37.6.

The following tables should contain incomplete address areas. Non-executed
addresses shall not be used for programming. They are either reserved for internal
use by the PROTECT-PSC or are not defined. A reading process of these ad-
dresses provides an unforeseeable state.

Communication with the gateway

37.6/3-38 C@ Communication can be set up to a gateway additionally connected to a CPU
o module for non safety oriented tasks (see Chapter 3.7.6). The ‘EL’ memory area is
used for data exchange. It occupies the ELO00-ELO7FF addresses.

The assignment of the ‘EL’ memory area breaks down as follows:

Gateway Direction PS
EV E00 - EFF  (BIT) €« EL 000 - OFF  (BIT)
EV FOO - FFF  (BIT) > EL 100 - 1IFF  (BIT)
S 140 - 14F (WORD) €« EL 200 - 2FF  (BIT)
S 150 - 15F (WORD) > EL 300 - 3FF  (BIT)

Table 6-10  Assignment of the EL memory area

The EL400-EL7FF address area is freely available to the programmer and can be
used, for example, for markers which are not safe.

IThe delay time of the PROTECT-PSC for the transmission of the EL data area is
47.8 ms.

Communication between PS and PN

The EM (000..7FF) memory area is available for the operational communication
between the PS and the PN program.

Range Direction
EM 000 - 3FF  (BIT) PS=2>PN
EM 400 - 7FF  (BIT) PN=>PS

Table 6-11  Communication between PS and PN N
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Special flags

733175 &)
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An assignment between set special flag and any accompanying error message is
to be found in Chapter 7.3.3.

Address Function Description
V001 Serious error Indicates the occurrence of a serious error (7.3.1)
V002 Slight error Indicates the occurrence of a slight error (see 7.3.1)
V003 Warning Indicates the occurrence of a warning (see 7.3.1)
V004 Always TRUE Always has the state TRUE
V005 Always FALSE Always has the state FALSE
. Is deleted after reset once the ‘END’ function has been
V006 First run .
achieved.
V027 Program active Set if user program active
V040 PS program active | Set if PS program active
V041 PN program active | Set if PN program active
V04D Voltage backup Set if switched over to backup power
VO4E Reset I/O error Performs software reset with a rising edge
V050 Error flag Set if error in function (OR, AND)
V054 Zero flag Set if result of an operation is zero
V055 Borrow flag Set if result of an operation is negative
V056 Carry flag Set with overflow of a function result
VO5E Reset Alarm AE ,eAclia(;rem AE (Data unidentified error) is released with a rising
V070 Timer 0.1s Changes state every 50ms
V071 Timer 0.2s Changes state every 100ms
V072 Timer 1.0s Changes state every 500ms
V073 Timer 2.0 Changes state every 1000ms
V074 Timer 60s Changes state every 30000ms
V078 Program run Changes state each run of the program loop
V080 Reset link error Performs the software with rising edge
VOCO CPU error Set if error in CPU module detected
VOC1 Srurgfly voltage Set if power interruption > 10ms
VOC2 Memory error Set if CRC error flash ROM detected
VOC3 1/0-BUS error Set if error on backplane BUS detected
VOC4 Special module Set if error in special module
error
VOC5 rFT’%rgSlw:ter error Set if parameter assignment in PROTECT-PSCsw faulty
VOC6 Parameter assign- Set if an error is discovered in the parameter assignment.
ment error
VOC7 Error in the I/O Set if error in the I/O module is detected (fusing defective,
module ...).
VOCS Configuration error t_et if configuration in PROTECT-PSCsw does not comply
module with the actual state of the hardware
\VVOC9 Program error Set if program error recognised
VOCA Memory error Set if writing error internal flash ROM recognised
Error after failure of the backup battery not reset with the
VOCB Battery error reset PROTECT-PSCSW. P y
Table 6-12 Memory area V'’ (special flags) (1/2)
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Address Function Description
VOEO Self diagnosis error | Set if error in the self diagnosis (module) detected
VOE1 Execution time Set if the maximum execution time is exceeded

exceeded

VVOE2 PN program error [ Set in the case of an error A/B 071
VOES8 PS program error | Execution time of the PS program exceeded
VOFO Battery error Set if the voltage for the backup battery too low
VOF5 rF;?al time clock er- Set if error in real time clock detected
Table 6-13 Memory area V'’ (special flags) (2/2)

Any special flag address that is not listed has the value of 0.
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Special registers
Addres Function Description
[~

S001 Maximum program run
time

S002 Mlnlmum program run Constant value 15ms
time

S003 Actual program run time

S004 Time (seconds)

S005 Time (minutes) c ¢ dat dii f the int | reali lock
006 Ti h urrent date and time of the internal real-time clock.
S !me (hours) The data are stored in BCD format with 1 number per

S007 Time (day) BYTE
S008 | Time (month) Example: ‘0102 => 12 minutes
S009 Time (year)
SO00A Time (day of the week)
S019 Time (minutes, se- Current date and time of the internal real-time clock.
SO01A Time (day, hours) The data are stored in BCD format with 2 numbers per
S01B Time (year, month) BYTE.Example: ‘1234’ => 12 minutes and 34 seconds
S050 Error state modules Description see Table 6-15
SO06F
S0Co Inltla_llsatlon program

run time

Maximum program run
S0C1 time Constant value 15ms

Minimum program run
S0C2 time
S0C3 Actual program run time
SOEO Transfer Bit A = PN program, Bit 9 = PS program

Program/ - - —
SOE1 min/sec Date and time of the modification

parameter . .
SOE2 transfer day/hour The data are stored in BCD format with 2 numbers per
SOE3  |entry 1 year/month [BYTE. —~ .

Example: ‘1234’ => 12 minutes and 34 seconds
SOE4... | Program/parameter transmission entry 2 (structure as SOEO...SOE3)
SOE7
SOES8... | Program/parameter transmission entry 3 (structure as SOEO...SOE3)
SOEB
SOEC... | Program/parameter transmission entry 4 (structure as SOEO...SOE3)
SOEF
SOFO0... |Program/parameter transmission entry 5 (structure as SOEO...SOE3)
SOF3
SOF4... | Program/parameter transmission entry 6 (structure as SOEO...SOE3)
SOF7
SOF8... | Program/parameter transmission entry 7 (structure as SOEO...SOE3)
SOFB
SOFC... .
SOFF Program/parameter transmission entry 8 (structure as SOEO...SOE3)
S200... | Error memory
S2AF See Chapter 7.3.2
S2D0 CPU ID Identification number of the CPU
S2D1 CPU version Version number of the CPU
S2D2 Version date Month and day of the version
S2D3 Version date Year of the version
Table 6-14 Memory area ‘S’ (special registers)
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The memory area S050 contains the error information of all modules. A set bit
shows that there is an error at a station in a module at the appropriate slot position.

MSB Bit LSB | Station
Address o312 [1tl0l 9[8[ 765 (43220
S50 |- - |- |- Jizlole |8 [7 16 |5 12 |3 12z |1 o |cPu

Table 6-15  Error status of the modules

registers serve the user as diagnosis aid if he creates a visual presentation of the
special register, for example with PROTECT-PSCsw.

Any special register address not listed here has the value 0. The application can
Q only have access to the areas S0050 and S0130. The contents of the other special

6.10.10 Addressing

7931725 &)

Addresses are assigned continuously in ascending order according to used slots of
the respective back plane. The assignment is solely dependent on the order of as-
sembly of modules and their number of channels. The absolute slot number is not
incorporated in this process. Refer also to Chapter 6.9.3 / 6-25.

0 1 2
Module CPU Relay | S-STP(E)
Channels 16
1/Q000 1/Q010 1/Q018
Addresses to to to
I/QO0F 1/Q017 1/1Q027

Table 6-16  Address assignment within the station

6.10.11 Comment

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Comments can be inputted about a contact, a coil, etc. The comment inputted in
different languages can be displayed on a ladder screen by language setting. The
language setting is implemented as [File]-[Language Setup]. A language setting is
reflected also for printing.

In order to display comments of different language, it is necessary to install the
related language fonts beforehand. Please refer to the Windows instructions man-
ual for fonts import
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6.10.12 Program creation

Please bear in mind during program creation that the user program is always

m worked through from top to bottom. If the individual program blocks are unfavoura-

bly placed, the reaction time may be substantially worsened. This applies in partic-

| ular to the use of flags. Therefore always switch safety enables (coils) directly and

ensure that the safety enables are shut down after a change in level at the input in
the same program run.

Procedure

The following sequence is to be maintained as a basic rule when creating the user
program:
1. Creation of a new project [File]-[New].
6.9.1/6-23 c@ 2. Stipulation of the program name.
6.9.4/6-25 ‘@) Stipulation of the hardware configuration (parameter assignment).
Creation of the program (see below).
Saving / logical check of the program.
Transfer to PROTECT-PSC.
Confirmation of faultless transmission.

6.7.4/6-13 &)

Checking of programming in the plant.

© ® N o o ko

Printing out and completing documentation.
Inserting a block

In order to position symbols, you must first insert a new block. Select the block un-
der which the new block is to be inserted by clicking on the left mouse button and
select [Edit]-[New Block Insert] in the main menu or use the tool button £= . A new

block always consists of one line (connecting path from left to right).

whether new blocks are to be inserted beneath or instead of the selected block. A

ﬂ By selecting [Options]-[Configuration]-[Operation] in the main menu, you can select
‘ description of these and other options is provided in Chapter 6.18.2.

Inserting a line

A new line must be inserted for every additional connecting path within a block. For
this purpose select the required block by clicking with the left mouse button and se-
lect [Edit]-[New Line Insert] in the main menu or alternatively use the tool button

W
Positioning the symbols

Move the cursor to the required position and select the symbol you wish to insert
from the tool bar or alternatively use the function buttons. Depending on options
set in the configuration dialogue (see Chapter 6.18.2) the property dialogue is au-

6.18.2/6-113 ‘@ tomatically opened. In order to manually display this dialogue, press either on the
symbol using the right mouse button and select the [Property Dialogue] entry or
use the entry [View]-[ Property Dialogue] from the main menu

Assigning properties
The property dialogue consists of several tabs using which you can select the

symbol group.
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Contact

A contact corresponds to the reading of an address. The address must be entered
hexadecimally as a bit address. In the case of addresses from the word memory
area (D, N, S) the corresponding bit position is selected within the address with a
suffixed -[’, whereby the ‘[’ stands for the corresponding BIT within the WORD.

Address Description
1001 Input 001 on master station
Q00C Output 00C on master station
T035 Timer 035
NO35-4 ggl; 4 of the current counter reading of the timer

Table 6-17  Address assignment for contacts

Property

Contact | Cail I Timer I Functionl Black Eommentl Function Blockl
Symbolz
Safety
O aCon € BCont PTS O MTS ¢ MNOT € Line ¢ Blank /0 parameterl
1k AF -III(D 41+ 7= — ©
‘ariable
|dentifier Label
addh, | @) | Al @ =l

- - = [ ]
Apply
ror®

Figure 6-33 Property dialogue for contacts

Type of contact.

Entry field for address.

Entry field for comment (max. 100 characters).
Entry fields for identifier and label (equipment label).

contact at the current position.
Opens the I/O parameter dialogue (see Chapter 6.9.4)

® 0006

Coil

Simultaneous insertion of OR operation of a contact with the block above the

A coil corresponds to the writing to an address. The address must be entered hex-
adecimally as a bit address. In the case of addresses from the word memory area
(D, N, S) the corresponding bit position is selected within the address with a suf-

fixed ‘-*, whereby the **’ stands for the corresponding BIT within the WORD.
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Property

Contact  Cail ITimer I Functionl Block Eommentl Furction Blockl
Spmbol T —
@ Gered O © E@DO C REsET @ | param®
Varighle
Identifier Label
add | @ [ - [® =]
Crnt. I @ ﬂ

[~ OR @ Apply |

Figure 6-34 Property dialogue for coils

Selection of the coil.

Entry field for address.

Entry field for comment (max. 100 characters).
Entry fields for identifier and label (equipment label).

coil at the current position.
Opens the I/O parameter dialogue (see Chapter 6.9.4).

® 0006

Timer

Simultaneous insertion of OR operation and of a coil with the block above the

Only one address from the T-memory area (PS:T000...TOFF, PN:T000..T1FF) can
be assigned to a timer. The address must be entered hexadecimally as a bit ad-

dress.
Contact | Col  Timer |Functic-n| Block Commert: | Function Elack |
Symbolz
’Vf:' TR " TMRH @ " TMRS " TMRSH
Wariable
@ e | e e L shel |
© Walug I I jv I ﬁP
® ot | =]

®r

x|

Figure 6-35 Property dialog for timers

Type of timer.

Entry field for address.

Entry field for comment (max. 100 characters).

Entry fields for identifier and label (equipment label).
Simultaneous insertion of an OR operation and of a timer.
Entry field for time value.

CYSNXTACRS,
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6.10.7 / 6-38 )
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Counter (PN program only)

Only one address from the C memory area (000..1FF) can be assigned to a coun-

ter. The address must be entered as a bit address hexadecimally.

Property

Eontactl Cail I Timer  Counter | Functionl Block Eommentl Furction Blockl EonstantNaliabIel

Symbols
( @ ONT £ CNTD © CNTH @

Wariable
Addr, W I dentifier Label
alue I © I J
Crit. I Q@ j

[ OR ® Apply |

x|

Figure 6-36 Counter property dialogue

® Type of counter.

@ Entry field for address.

® Entry field for comment (max. 100 characters).

@ Entry fields for identifier and label (equipment label).

® Simultaneous insertion of an OR operation and of the counter with the block
above the counter to the current position.

® Entry field for time value.

Function

The selection possibilities are limited here to the required function via function
name. For functional reasons, entries of a comment or activating the [OR] option

do not have any effects here (see Chapter 6.10.7).

Property

Contactl Cail I Timer  Function | Block. Eommentl Function Blockl

" Select Function

Mo IK.) Command : l:) vI
Operand 1:| 2 @ 3:|

Crnt. I @ j

® [~ OR Apply |

x|

Figure 6-37 Function properties dialogue

Display of the function number.

Selection of the function type via the function name.
Operand

Entry field for comment (max. 100 characters).
Simultaneous entry of an OR operation and of a counter.

OO0
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Block comment

Entry of the block comment.

x
Contactl Caoil | Tirner | Function  Block Commetit | Function Blockl
LINE 1 |
LINE 2 | @
LINE 3 |
LINE 4 |

Figure 6-38 Property dialogue for block comments

@ Possibility of entering four comments, each with up to 50 characters

Constants / variables (PN program only)

Definition of constants / variables in the PN program.

Property 5'
Contactl Coil | Tirner | Counterl Functionl Black. Commentl Furiction Block ~ Canstant/ariable |

d' Canstart
aadr, [D , [oEC |
" Variahle

trt. [ =

Figure 6-39 Property dialogue for constants / variables

@ Determination of a hexadecimal constant / variable (will depend on(2))

@ Selection of constant or variable. An element of the memory area must be
stated in the case of a variable.

® Entry field for comment (max. 100 characters).
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6.11 Program examples

431412 )

For better clarity, the functions ‘START’, ‘END’ and ‘PEND’ are not shown in the
program examples. However, they are always part of the ladder diagram. In a few
examples only excerpts from the overall programs are shown. The missing blocks
are either responsible for a different functionality of the user program or have al-
ready been described in a different program example. The program examples refer
to the corresponding circuitry examples in Chapter 4.3. The reference to the corre-
sponding circuitry example is shown in the left margin.

6.11.1 Manual resetting (Reset, acknowledgement)

If switching-off has been triggered by a safety function, it may be necessary, de-
pending on the evaluation of the risk involved, to reset manually to cancel the shut-
down of the outputs.

Manual resetting

e must be done through a separate input at the PROTECT-PSC.

e may not trigger any dangerous movement itself. For this purpose, it is nec-
essary to provide the information on the manual resetting of the operational
control.

e must be a manual and conscious action ; for example, the person must be
able to see the danger area and he may actuate the button for manual reset-
ting only after checking that there is no one in the dangerous area at that
moment.

e may only occur through the trailing edge of a previously activated contact
maker.

In the following you will find a program example to manually reset. If necessary,
other details may be taken from the relevant B and C standards..

Example

Instruction Manual PROTECT-PSC
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Reset with edge detection through a physical input.

Description

Resetting only occurs after the button has been released.

Safety categorisation

May be used up to a maximum PL c, Category 2 in compliance with ISO 13849-1.

Program example:

Startt Flanke
aster hnerken

baibiatug

1007 POOO Mool

sy 8
00002 1 i d

Figure 6-40 Manual resetting
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6.11.2 START level

The start is typically managed by the operational control. However, it is also possi-
ble to have the START signal managed by the PROTECT-PSC.

e The start or restart may only be possible if all safety devices are active and,
if necessary, the manual resetting has been put into effect.

e The start signal may not be stored.

Program example:

Jtartt
aster

1006

]
00001 | |l

Hooo

Figure 6-41  Start level — Start button
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6.11.3 EMERGENCY-OFF (EMERGENCY-STOP) circuitry

Ladder diagram

43.214-13 &)

It starts with a monitored button (down edge).
The botton is pressed for 2 seconds and released

@

1006  pooo MooO | Starttaster OE
[ 111 5
o0a01 I 4

Safety enable
Feed back signal( back check) must be and connection with a start button

® NaT- Freiga Freiga
FAH] be 1 B be 2 >
_.foon ool Q00A O00B 000C Q00D ,Q00A | Freigabe 1
RN N R gt
00003|“T{| \ :Th |P*{| N C}
Startt : ;
aster : H
li)4 ! E
N0 : O00B
E : EX
I ' C '
>
A
Qo00C Freigabe 2
Q00D
Abbildung 6-42 Ladder diagram for EMERGENCY-OFF gy cH

(EMERGENCY-STOP) circuitry feeeees :

Description

Instruction Manual PROTECT-PSC
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Start / Reset level @

The start level has a ‘monitored start’. This means that a start is first produced after
the release of the start button with trailing edge. This prevents unintentional restart
in the event of an error (e.g. short circuit) in the start level.

There is an additional hardware connection in series from the feedback circuit
(auxiliary contact) of the actuators to the start button. This measure prevents start-
up if at least one actuator is operated.

Sensor / actuator level @

The contacts QO0OA to Q00D (= state of enables) are switched in series to the
EMERGENCY-OFF (EMERGENCY STOP) sensor (1000/I001). If the start button is
correctly actuated (MOOO = high(1)) and the EMERGENCY-OFF (EMERGENCY-
STOP) circuit is closed, the enables (QO0A to QO0D) are activated via a connect-
ing branch A. The start condition is no longer given in the program run due to PO00
= low(0). Connecting branch A is thus interrupted. The connection is now made via
the closed branch B (as long as the EMERGENCY-OFF (EMERGENCY-STOP)
sensor is closed). The EMERGENCY-OFF (EMERGENCY-STOP) ciruit is now
open, and enables (QOOA to QO0D) are deactivated. This state remains in exist-
ence until the EMERGENCY-OFF (EMERGENCY-STOP) circuit is closed again
and the start button is correctly confirmed. The above described process starts
again from the beginning .
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6.11.4 Guard monitoring

Ladder diagram

43.3/4-14 =§)

(‘D Startkreis

Startt Freiga Freiga
aster bhe 1 be 2

1006 O00A 0Q00B OQ00C Q00D

Hooo Reset 0K
3

Q00A Freigabe 1

_{ISIIIS R N )
oooal 1 I Il R
® Resetkreis
Reszett
aster
1007 pulaln]
1]
00002 I i di
@ Jicherheitafreigaben
Schutz Freiga Freiga
Tir be 1 be 2
B >
>
START
_mon  Io01 . O00A  O00B 0Q00C Q00D
I I S | |5
o003 | 1 o |
Rickfii Reszet '
hrkrei 0K
3
Iooz Mooo
_{ P
I I
n
>

A

Figure 6-43 Ladder diagram - guard monitoring
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0Q00C | Freigabe 2
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Description
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Start level @

With the start button the standard requirement is communicated to the operational
control (regulator enable) through the outputs (Q010/Q011) after manual resetting
(QO0A to Q00D closed).

Reset level @

The reset does not occur until the reset button has been released with the trailing
edge. This prevents unintentional restart when an error occurs (e.g. short circuit) in
the reset level.

Sensor / actuator level @

The reset is realised here in series with the incorporated hardware feedback circuit
(1002). If the guard (1000/1001) and feedback circuit are closed and the reset button
(M0O0O0) is activated, the enables (QO0A to QOOD) are activated via a connecting
branch A. As soon as an actuator has finished its mechanical switching procedure,
the start condition no longer exists due to the open feedback circuit (1002). Con-
necting branch A is thus interrupted. The connection is now made via the closed
branch B (as long as the guard is closed). If the guard is opened, the enables
(QOO0A to QO0D) are de-activated. This state remains in existence until the guard
and the feedback circuit are closed again. The process described above starts
again from the beginning.
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6.11.5 Guard monitoring with locking

Door opener

Ladder diagram

43.414-15 §) oot

Der Taster muss 2 Sekunden lang gedrickt und

dann lozgelassen werden

Tardff
ner

1013

TOoo

| 3
00001 _{|

Timer
2 deku

K=0002.0

C=0000.0

_*

Haoo

nden
Tooo FOOO A '
RN ~
ooonzf 7 | |¢|
Taréff Tir B
ner 0K Geschl
oggen
Hooo 1010
P

Figure 6-44 Ladder diagram — guard with locking (door opener)

Description

6.11.3/655 &)

Timer Z Sekunden

Tardffner 0K

The interrogation of the door opener (1013) is realised here in connection with a
timer (T000). The door opener must be held for at least 2 seconds and then re-

leased. The signal to open the door (M00O) is activated through the connection
branch A. Self-holding, which remains active until the guard is opened, is effected
through connection branch B.

Instruction Manual PROTECT-PSC
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This type of self-hold must be used for all coils/timers set permanently with dynam-
ic input signal because for safety reasons the ladder diagram symbol ‘coil self-
— holding’ (Flip-Flop) is not implemented.
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Door interlocking

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Ladder diagram

Schutztilr werriegeln

Wenn Ichutztir geschlossen
=» Schutztilr werriegeln

Tir Fehler Tardff
Geschl Magme ner 0E
ossen ¢

010 Mool Moo

sooos|— P4

Verriegelung tberprifen

Wenn Magnet angesteuert und nach Z00ws nicht
werriegelt == Fehler Magmet

Mammet Tir
anges werrie
teusrt gelt

O00A 000B 1011

TOOL

r

W B S

TOOL

K
00005 —{|

LTMR

K=0000.2

C=0000.0

Mool

Fehler Losche
Magne n

T
MOO1 MO0z

+HH

Figure 6-45 Ladder diagram — guard with locking (interlock)

Description

Magnet angesteuert

Fehler Magmet

In the case of a closed guard (1010) the interlocking solenoid (QO0A/QOO0B) is acti-
vated if no error of the solenoid (M0O01) has been detected beforehand and no re-
quest to open the guard has been recognised. After a waiting period of 200ms for
the mechanical actuation realised by timer TO001, the guard must be interlocked
(contact 1011 = true(1)). If this is not the case, TO01 becomes true(1) and thus also
flag M0O01 which then goes into self-holding. The self-hold of MO0l can be can-

celled by flag M002.
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Enable

Ladder diagram

Freigaben

Wenn Schutztir geschlossen und werriegelt
=> Freigaben achalten B

»
>
Tiir Tiir Tiurdff Freiga Freiga
Geschl werrie ner 0K be 1 be 1
ossen  gelt
00 1oL MO0 0020 Q7L Q022 0023 20| Freigsbe 1
P /VSI [ N N : 3
00006|‘_{| ] i Eaanll I Q—
Riick- : :
fiihr- ! 1
kreis 1 !
1008 i 0021 ;
K ! CSI
_{ | ! 1
A £ |
6’6‘2"2 Freigabe 2
O
t 0023 |
! CSI

Figure 6-46 Ladder diagram — guard with locking (enable)

Description

In the case of a closed (1010) and locked (1011) guard and non-actuated door
opener (M000) as well as closed feedback circuit (1008) the enables (Q020 to
Q023) are activated via connection branch A. As soon as an actuator has ended its
mechanical switching process, this connecting branch no longer exists due to the
open feedback circuit (1008). Connecting branch A is thus interrupted. The connec-
tion is now made via the closed branch B. If the guard is now opened and a re-
quest to open the door (M0O0O) is detected, connection branch B is interrupted and
the enables (Q020 to QO023) are deactivated. The interlocking solenoid
(QO0A/QO0B) is not triggered any longer either. This state remains in existence un-
til the guard is closed again and locked and the feedback circuit is closed. The pro-
cess described above starts again from the beginning.

6.11.6 Safety solenoid-operated switch

6.11.4/6-56 — &)

The ladder diagram and the description are provided in Chapter 6.11.4.

6.11.7 Current-sourcing semi-conductor

6.11.4/6-56 &)

Instruction Manual PROTECT-PSC
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The ladder diagram and the description are similarly provided in Chapter 6.11.4
(but without start and reset circuit). Only the addresses for sensor and feedback
circuit need to be adjusted.
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6.11.8  Start-up testing

Ladder diagram

433/4-14 &)

Testen das Tar gedffnet mmrde

Gchutz
Tir

START_
1000 I00L 000 | Anlauftest Auf OK

Anlsuf Lische
test A n
ut 0K

Hooo Holo

HH

Testen das Tar geschlossen warde

Gchutz Anlauf
Tir Test A

ut 0K
START_

1000 100l HMOOO Haol Anlauftesc ZU 0K

H Y I !
ooo0z[ | | | [

Anlanf aAnlauf Freiga Freiga

test & test Z 1 QO00A QO0B :QO00C Q00D
uf 0K 1T 0K

Hooo Mool Qoos Qoos Qo0& QooB Haonz Anlsuftest OK

__4 \ I T I I
00003 \ [ [ I

Anlauf
test 0
K

Mooz
-

Figure 6-47 Ladder diagram — start-up testing

Description

Instruction Manual PROTECT-PSC
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The test is conducted in block 00001 as to whether both inputs of the door interlock
have opened. If the test is positive, then and only then, the test is performed as to
whether both contacts have closed again (block 00002). Only if both tests have
been concluded positively in exactly this order is flag M002 set as start condition
(block 00003). Flag M010 must be set. After the successful start-up (not shown
here) flag M010 and thus the self-hold of MOOO is deleted.
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6.12 Library / Function block

It is possible to use the library function of PROTECT-PSCsw without Sentinel
hardware key (Dongle).

6.12.1 Description
Library

A library contains one or more function blocks. In order to be able to use a library’s
function blocks, the library must first have been integrated into the project. Only
one library may be integrated into a project. The maximum size of a library for the
PS program amounts to 16K WORD, for the PN program to 32K WORD.

Function block

Function blocks (FB) are program sections which, like a subprogram, can be called
up by the user program. They offer the possibility of first using created program
sections in any user programs. An FB must possess at least one input and one
output. An FB is created by means of the ladder diagram programming language in
the same way as the user program.

Instruction Manual PROTECT-PSC 6-62
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6.12.2 Types of function blocks (FB)

PS pr

PN pr

Funct

6.12.4 1 6-66 &)

Instruction Manual PROTECT-PSC
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This chapter describes the function blocks which are available with PROTECT-
PSCsw.

ogram
4 Function blocks (FB)
User FB
[ Module related FB ]
N\
[ User FB ]
\_

Figure 6-49 FB types for use in the PN program
ion blocks

User FB
FB which has been generated by the user with PROTECT-PSCsw.

The symbolic illustration in the project window is made with the colour violet.

Module related FB

FB which has been generated by the user with PROTECT-PSCsw and which is to
be used with a special module. This FB can only be integrated in the PS program if
the corresponding module appears at least once in the configuration. See Chapter
6.12.4.

The symbolic illustration in the project window is made with the colour blue.
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6.12.3 Creating alibrary

To create a new library, please proceed as follows:
1. Start PROTECT-PSCsw and then close the project window.

21.Select [Library]-[New]-[PS Library (S)] in the main menu. The following dia-

logue then appears.

PS5 Library Property

x|
Library Neme  [[SNAENA (D)
Wergion : IEI.EID ® Ciancel |
Dte:  [OTI04TZ (3)
Description
@ _£@1J

FE Library Protection
I~ This FE Library ie protected by the Sentinel!

Library kKew ©

% = Library = locked

= The key of a library i= remoyved,

Figure 6-50 Property dialogue FB library

Version number (0.00...99.99).

Date of creation (yyyy.mm.dd).
Description (maximum 100 characters).
Description See Chapter 6.12.9.
Description See Chapter 6.12.9.

CYSYOXTACRS,

Instruction Manual PROTECT-PSC
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Name of the library (maximum 50 alphanumeric characters incl. * ).
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After confirming the entered data with the [OK] switch, a new folder is automatically
created in the project window (Rider Library). After creation of a New Folder (right
mouse button, [New Folder]) it is possible to add FB (right mouse button, [Add
FB]). After having added the first FB, by clicking the right mouse button, you can
reach a pop-up menu with the entries shown below.

-ioix

4§ EmergencyStop

% ES-Debugg
Mew Folder —_
FE Add —_
FE CUT -~
FE COPY N
FEPASTE N\
Delete \\
The change of the name \\
Property \
N ol

ﬁ“ Library Projectl
=3
E-{_qF5 Library 'SEEZO084TT]
_PLCopen

[ e T

Library folder

Sub-folder for function blocks

Function block

Creation of a new folder

Addition / creation of a function block

Cutting out a function block and moving it into
the interim memory

Copying a function block into the interim
memory

Inserting a function block from the interim
memory

a

Deleting a folder or a function block

Chanaing the name of a folder

Editing the properties of a library or a function
block

Figure 6-51 Project window tab library with pop-up menu
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6.12.4  Creating a function block

Function blocks can only be created in sub-folders. For this purpose select the en-
try [New Folder] (see Figure 6-51) under the Library rider from the pop-up menu in
the project window.

In this sub-folder you can now add or create a function block by means of the entry
[Add FB] in the pop-up menu. During or after creation of a function block the func-

tion

block can be protected with a password. The protection can only be released

by knowing this password.

Then make the settings for the function block to be created.

x|
Name{N): I @
DD} |1 i1} FB SIZE{S) 0 WORD
-~ Composition ® s el
odule relate
Thput (T |4 ::
_'@ Allocated Module @ase specify a module.
Output(? I1 —:l Module code I“
Wersion{ik IU.DD : Reset I Select
®
Composition{RX ’
—FB Protection
Statuz: I Setting for FE Protection |
QK I Canoel I

Figure 6-52 Property dialogue function block

00O ©

e e

Instruction Manual PROTECT-PSC
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Name of the function block (maximum 36 alphanumeric characters without
blanks).

Clear ID number for each function block (1...1023).

Shows the size of the function block.

Number of inputs (1...20).

Number of outputs (1...20).

Version number (0.00...99.99).

Description (maximum of 100 characters).

Module assignment. Indication of the assigned module if the FB is a module
related FB. See Chapter 6.12.2.

FB protection status is displayed

Setting for FB Protection function.

The total number of inputs and outputs of a function block must be greater than
two.
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The function block is created as soon as the entered data has been confirmed with
the [OK] switch. Once the function block has been created, you can reach the op-
erating mode by opening the created function block.

N S , ,
T T Bl < Tag window to define the
I%Ew‘““ ot inputs/outputs and variables.
HecH
7 Project window to manage
B~ v o Do e : the library.
w1 : :
Ladder diagram window to
: create the program.
o o
Ready [PCS-3 Operation made Mode 3 Port{CPUCOMI | &

Figure 6-53 Operating mode function blocks
Creating a module-related FB

1. Selecting [Select] in the property dialogue of the function block causes a
window to appear with detailed settings(see Figure 7-54)

1,0 Module Detail setting x|

Emergency  Refresh points: [pp DEX
Allocated Paints: g DEX

10 401
Identification code: |00 HEX
i~ Module identification—————— Module Type
" MasterON " Safety output € Waster € Subbaste & Nomal
" S-Stop | Hon-editable FB

Module Mame
£ Comples module. € Non-Safety [npub

 Relay Output £ Wan:Safety Dutput
) Dutput delay @ ot implemented
= Safety input

Ok I Cancel |

Figure 6-54 Property dialogue of a module-related FB (1/3)

22.Selection of the module

1,0 Module Detail setting x|
Emergencs  Refresh points: [74~ DEX Input zignal number| Output sighal number
. Non- | 5 afiety Nor- | S afety
1D 401 #llacated Paints: {15 DEX S afety Safety Tramsister | Relay
Identification code: |01 HEX Single Single Double Single SingleD oublecontact
] 4 E 3
i~ Module identification—————— Module Type
& MasterON " Safety autput & Master € Subbaste € Hormel

" S5Stop ) Mor-editable FB
Module Mame
£ Comples module. € Non-Safety [npub
 Relay Output {7 HonSafety Dutput| [SUB MON
) Dutput delay Mot implemented

= Safety input

ok I Cancel |

Figure 6-55 Property dialogue of a module-related FB (2/3)
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23.Actuating [OK] selects the module without it being possible to use the FB.

MName (N}

FB SIZE(S) I 0 WORD

jnliny

—Compozition
Module related

IFEI
for
I I'.-‘ =1
et = Allocated Module |CPU MO
F=

Output(: Module code Im_
Wersion(:  [1.00 Rezet | Select

Composition (R ’

—FE Protection
Status: I Setting for FB Protection

oK I Cancel |

Figure 6-56 Property dialogue of a module-related FB (3/3)

Selecting [Reset] cancels the assignment.

Setting for FB Protection

1. Selecting [Setting for FB Protection] in the property dialogue of the function
block causes a window to appear with detailed settings

x|
MameiM}: IFEI_Protec:t
1Di0: |402 FB SEES): 1 WORD
—Compozition o e
odule relate
Thput (T |2 ==f
Pt = fAllocated Module | =
OutputiO: I‘I —:l Module code IUU_
Wersioniyh: |1 Jili] Reset | Select
Compozition{Rk ’
—FB Protection
Status: | Setting for FB Protection
0K I Cancel
Figure 6-57 Property dialogue of FB Protection (1/5)
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24.FB protection setting person's name is inputted.

x|
Set FE Protection
Enter one's name fthe one authorizing FE) and set a password
—Setting for FB Protection
Date (D} I2DDS;"DQ;"15
One's name fwho has the authority for FEMNN: |JTEKT
Pleaze enter.
Input with Max. 20 characters in half font size
Protect-Paseword (Password for protectiond (P |
Pleaze enter.
Input with Min. 6 — Max. 8 characters in half font size
Gonfirmineg Password(Ch I
Please enter.
Re-enter a pazsword for a confirmation
L0]8 I Gancel |
Figure 6-58 Property dialogue of FB Protection (2/5)
25.FB protection password is inputted..
x|

Set FE Protection
Enter one's name (the one authorizing FB} and set a password

—Setting for FB Protection

Date(D: |2DDB;"DQ;"1 ]

One's name fwha has the autharity for FEMM): [JTEKT

Pleaze enter.
Input with Max. 20 characters in half font zize

Pratect-Password (Password for protection(E: I******

Flease enter.
Input with Min. & — Max. 8 characters in half font zize

Confirming Password (Tl I******|

Please enter.
Re-enter a pazsword far a confirmation

oK I Gancel |

Figure 6-59 Property dialogue of FB Protection (3/5)

26.FB protection status is displayed..

Mame(M}: IFEI_Protec:t

DD |4D2 FB SIZE(S) I 1 WORD

—Compogition
Thputl: |2 =

Module related
Allocated Madule | -

I‘I = Module code IUU
Wersion{yl: I1.DD Reset | Select

OutputiQd:

Composition (B

—FB Protection
Status: EB Pratection | Releasing FE Protection |

008-09-15 JTEKT
ertified Code:0000

o] % | Gancel |

Figure 6-60 Property dialogue of FB Protection (4/5)

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

6-69



Programming / parameter assignment 6

27.FB icon under FB protection is displayed..

B¥ Fir mwareF B apr| -|0O] x|
ffdl Library Project
Elﬁ'l
=] PS Library 'FirmwareFB
-] EquivalentFB

=HI0 ComplexFB
“- i FB Protect

Figure 6-61 Property dialogue of FB Protection (5/5)

Releasing for FB Protection

1. Selecting [Releasing FB Protection] in the property dialogue of the function
block causes a window to appear with detailed settings

Releazine FB Protection ll

Felease FB Protection
Enter Protect-Password

Releasing FB Protection

Date(D: |2O0209/15

Cre's name Gwho has the authority for FESNY: [ITERT

Protect-Password(B): ek

oK I Cancel |

Figure 6-62 Property dialogue of FB Protection (1/1)
Setting for Invisible FB

1. Selecting [Setting for FB Protection] in the property dialogue of the function
block causes a window to appear with detailed settings

x|
Mame(p): IFEI_Protect
DD I4D2 FB SIFE(G: 1 WORD
—Compozition Wodule related
odule relate
Thput (T |2 =l
Pt = fAllocated Module I =
Output(Q): I‘I = Module code IUU
Wersion{yl: I‘I Jii] Reset | Select
Composition (B ’
—FB Protection
Status: I Setting for FB Protection
Ok I Cancel
Figure 6-63 Property dialogue of FB Protection (1/5)
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28.Invisible FB setting person's name+%UNYV is inputted.
Ex) If person’s name is JTEKT, please input “JTEKT%UNV”
x|

Set FB Protection
Active the FE Protection

—Setting for FB Protection

Date(D}: |2D1 10412

Mame of person that activates the FB protection(i: I.JTEKT%UN\.-r
Pleaze enter.
Input max. 20 characters

Pazsword for activation of the Protection{P): ||

Pleaze enter.
Ihput Min. & Max. 8 characters

Paszword comfirmation{Ch I

Pleaze enter.

L0]4 | Cancel |

Figure 6-64 Property dialogue of FB Protection (2/5)

29.FB protection password is inputted.

Setting FB Protection x|

Set FB Protection
Active the FE Protection

—Setting for FB Protection

Date(D}: |2D1 10412

Mame of person that activates the FB protection(i: I.JTEKT%UN\.-r
Pleaze enter.
Input max. 20 characters

Password for activation of the Protection(P): I*******

Pleaze enter.
Ihput Min. & Max. 8 characters

Pazsward comfirmation (S I*******

Pleaze enter.

oK | Cancel |

Figure 6-65 Property dialogue of FB Protection (3/5)
30.FB protection status is displayed.

Property ll

Mame My IInvisibIe_FB

FB SIEES: I 0 WORD

1D

—Compogition

Thput Tk

Maodule related

402
F=
Allocated Module I -
OutputiQ: I‘I = Module code IDD
IU.UU

Rezet | Select

Werzion

Composition{B:

—FE Protection

Status: [FB Protection { Heleazine FB Protection |
FB's Circuit |nvizible
0110412 JTERTHUMY
Protection Code:0012

oK | GCancel |

Figure 6-66 Property dialogue of FB Protection (4/5)
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31.FB icon under Invisible FB is displayed..

_iojx

(i Library Projct

=-{_] PS Library TNVISIBLE" |
={_] ComplexFB

------ {3 Invizible_FB

Figure 6-67 Property dialogue of FB Protection (5/5)

Releasing for Invisible FB

1. Selecting [Releasing FB Protection] in the property dialogue of the function
block causes a window to appear with detailed settings

Releasing FB Protection x|

Releaze FB Protection
Enter Protect-Password

Relzasing FB Protection

Date(D¥: ROT1/0412

Mame of person that activates the FB protection(f: I.JTEKT%UN\.-r

Pazzword for activation of the Protection{P): |*******|

oK I Cancel |

Figure 6-68 Property dialogue of FB Protection (1/1)
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Tag window

6.10.5/6-36 — &)

Instruction Manual PROTECT-PSC
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Description

Unlike the case when creating the user program, in function blocks you do not work
with direct addresses but with so-called tags. The addresses are assigned auto-
matically in a memory area which is not directly accessible to the programmer (Pre-
fix R, area R300 .. R6FF). The entries in the table are marked by different colours,
whereby:

Yellow Cells may be edited by the programmer.

Grey Cells are filled in automatically by PROTECT-PSCsw and cannot be edited
by the programmer.

®© @ ® ) ® ® @

IMNfOUT | Tagname | Setupwvalue Data type Address Attribute Comment 1 .

IM1 N1 BOOL RB00-9 YAR 5_EStopIl

INZ INZ BOGL R&00-A YAR 5_StartReset

ING MG EBOOL R&00-E YAR 5_AutoReset

I+ M4 BOOL RB00-C YAR Reset

INS BOCL YAR

IMNE EBOOL YAR

N7 BOOL WAR

Ut QT BOOL R&00-0 YAR 5 _EStopOut

OUTE QuTz BOOL RB00-E YAR Errar

QuUT3 BOGL YAR j
a [

Figure 6-69 Tag window

® IN/OUT
These cells mark the previously defined inputs/outputs.

@ Tag name

Clear reference to an address/timer/edge detection contact. Under this name the
address/timer/edge detection contact is activated during programming. A tag name
consists of a maximum of 9 alphanumeric characters incl. underlining. No differen-
tiation is made between lower case and upper case letters.

® Setup value

This column can only be edited for the timer attribute. The set time (see Chapter
6.10.5) of the timer can be entered here. A tag name can be entered here too. A
modification in this column is only accepted in the ladder diagram after the activa-
tion of the switch [Assign] in the property dialogue.

@ Datatype
The data type belonging to the tag name.

PS library: only the data types BOOL (e.g. M123, D0123-F) and WORD (only
when a timer is used) are available here. The data type WORD is automatically set
when a timer is used; a manual selection of the data type WORD is not possible.

PN library: the data types BOOL, WORD and BYTE are available here

® Address
The address is automatically filled in with the exception of the ‘EXTERN’ attribute.
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® Attribute
Identifies the type of the tag name.
PS library
TIMER = Timer
EDGE = Edge detection
VAR = Variable inside the function block
EXTERN = Address outside the function block.
g Assignment Addressing
Attribute Address area BOOL | WORD
TIMER Timer (TO00-00F) automatically v -
Variable from the R600-
EDGE R6FF automatically v -
sector
Variable from the R600-
VAR R6FF automatically v -
sector
CURRENT | Instantaneous value timer |automatically - v
EXTERN Any address from the V/S manual v i
memory area

Table 6-18  Addressing types, attribute types function block (PS Library)

PN library

TIMER = Interval Timer / Timer
COUNTER = Counter

EDGE = Edge detection
VAR = Variable inside the function block
EXTERN = Address outside the function block.
8 Assign- Addressing
Attribut Address area
1o _ ment [ BOO | BYTE | WORD
TIMER Timer (TO00-00F) automati- v i i
cally
COUNTER Counter (C000-00F) 2;|tlc;mat|- v i i
Variable from the R600- | automati-
v - -
EDGE R6FF cally
VAR Variable from the R600- | automati- v v v
R6FF cally
Instantaneous value timer | automati-
- - v
CURRENT | er (N0O0O-NOOF) cally
EXTERN Any address from the V/S manuell v v v
memory area

Table 6-19  Addressing types, attribute types function block (PN Library)

When using FBs, the timers 000 to O0F in the user program are not available. They
‘ are reserved for use in FBs. If an FB is used multiply with timers, the PROTECT-
PSC ensures that there is no mutual influence.
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@ Ccomment
Possibility of entering a comment text (max. 100 characters).

The comment language displayed for FB can be changed by language setting.
Language setting can be set as [Library]-[Language Setup].

Adding lines

1. Bring the mouse pointer to the first column (in front of IN/OUT) to the line
above which you wish to insert a new line.

32.Press the left mouse button. An insertion character (*>’) is shown in the first
column.

33.Now press the ‘INS’ button to insert a line.

You can insert additional inputs/outputs by executing the above procedure above
an IN/OUT line.

| M2z BOOL R&00-5 VAR
Voo&e BOOL WOOg EXTERM

0oz

First pass

Al

>

Figure 6-70 Insertion / deletion of a line in the tag table

Deleting lines

1. Bring the mouse pointer to the first column (in front of IN/OUT) to the line
you wish to delete.

34.Press the left mouse button. An insertion character (*>’) is shown in the first
column.

35.Now press the ‘DEL’ button to delete the line.

You can delete unnecessary inputs/outputs by executing the above procedure on
an IN/OUT line.

Ladder diagram

610/631 &)

A ladder diagram is created in the same way as the creation of a user program
described in Chapter 6.10. An exception, however, is addressing, which occurs
here symbolically by means of the tag names. Furthermore, to prevent recursive
program calls, it is not possible to use any function blocks.

In addition to entering the tag name by means of the keyboard, it is also possible to
enter by means of ‘Drag and Drop’. If you press the left mouse button over a high-
lighted line, you can transfer the contents of the cell into the tag edit field of the
property dialogue by dragging the mouse while keeping the left mouse button
pressed.

Logical Check (PS Library only)

6.13.2/6-86 — &)

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

A logical check of a function block is requested, as in the user program, before
saving the library. Further details can be found in Chapter 6.13.2.
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6.12.5 Altering / revising

Version management

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Each library and each function block has a version number. To make version man-
agement easier, PROTECT-PSCsw reminds you before every saving process (in-
sofar as alterations have been made) to update the version number (if desired).

PCwin-Safe-1 |

& Has the version of FE been updated?

Ja (D) Mein ®|

Figure 6-71 Dialogue reminder to alter version

@ Select [yes] if you have already updated the version number or if you do not
wish to alter the version number.

@ Select [No] if you have not yet updated the version number and now wish to do
so. The property dialogue in the library (Figure 6-50) or function block (Figure 7-
54) will then open.

PROTECT-PSCsw does not have any automatic version management. The pro-
grammer must decide himself if the alterations he has made necessitate an updat-
ing of the version number.
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Copying / Moving

Function blocks can be copied / moved through the Windows interim memory. As
in a library the name and ID number of a function block must be unequivocal,
proceed as follows when copying:

1. Copy a function block (Pop-up Menu [FB copy] in the project window rider li-
brary) into the interim memory.

36.0pen the property dialogue (Pop-up menu [Properties] in the project window
rider library) and change the name and ID number of the function block.

37.Insert the function block from the interim memory (Pop-up-Menu [FB insert]
in the project window rider library) into any other folder you wish.

In order to copy/move function blocks into another library, start for each library its
own instance of PROTECT-PSCsw

u

6.12.6 Reading/comparing

Reading

Reading from the file

Use the [Library]-[Open]-[PS library] or [Library]-[Open]-[PN library] from the main
menu and then select the library you require from the list.

Reading from the CPU

Use the [Library]-[Read CPU]-[PS library] or [Library]-[Read CPU]-[PN library] from
the main menu and wait until the readout is finished.

Comparing

Libraries can be compared with each other like user programs. To do so, select
6.15.3/ 6- c@ [Edit]-[Block Compare Program] in the editing mode from the main menu. Details
Y can be found in Chapter 6.15.3.

Additionally, you can compare a library with the one saved in the PROTECT-PSC.
To do so, select [Library]-[Compare with the CPU]-[PS Library] or [Library]-

[Compare with the CPU]-[PN Library].
The comparison can only be made if you have selected the option [All programs +

n 6.13).

Parameter + Library + Comment] when transferring the program (see Chapter
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6.12.7 Program example

6.11.3/6-55 &)

The program example shows the conversion from
Chapter 6.11.3 into a function block.

the sample program from

Tag window
INfOUT | Tagname | Einstellwert Datentyp Adresse Attribute Kommentar
*[IN1 start BOOL = |R&00-0 VAR Starttaste (abfallende Flanke)
*IN2 eingangl BOOL _r |R&00-1 VAR, Eingang fir 2-kanaligen MOT-ALS Sensor
* 0Tl freigabel BOOL _r |R&00-2 VAR Erste Freigabe
*ouT2 freigabe2 BOOL _r |R&00-3 VAR Zweite Freigabe
= timer 20 BOOL = |Tooo TIMER = | Zeitgeber 2 Sekunden
WORD = |mooo CURRENT = |Aktueller Z&hlerstand
< flanke BOOL _~|r&01-0 EDGE = |Flankenerkennung {abfallende Flanke)
* merkerd BOOL _ |R&00-4 VAR _* | Starttaster OK

Figure 6-72 Tag window sample program function block

Ladder diagram

6.10/631 &)

The ladder diagram corresponds in its functioning to that from Chapter 6.10. The

inputs/outputs are now implemented here as variables by means of tag names.

Startt
aster
{ahfal
start
E30600-0

timer
Tooo

soond-— |

Zeitge Flanke
ber £ nerken
Sekund nung
timer flanke
Tooo

E30601-0

LTHR

E=0002.0

¥ B Bibliothek - Schaltplan Anzeige [Ueberwachter_Start]

—iojx|

C=0000.0

merker
EZ0600-4

aonosf-— |

vl

O_

KIS

ol

Eingan Erste Zweite
g fir Freiga Freig
Z-kana he abe
eingan freiga freiga freiga
E50600-1 E50600-2 E50600-3 E50600-2
| | | | |
o0o0s | 11 11
dtartt
aster
[1):4
merker freiga
E30600-4 E30600-3

O_

-

Zeitgeber 2 Sekundel

drarvcaster 0K

Erzte Freigabe

Zweite Freigabe

Figure 6-73 Ladder diagram sample program function block
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6.12.8

Integrating a library

In order to be able to use function blocks in a user program, you must first integrate
the library into the project. For this purpose, the path for the PS and PN library

Working with libraries / function blocks

6.18.2/6-113 &)

6.18.2/6-113 &)

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

must be indicated under [Option]-[Configuration] in the tab [Library].

Select then in the main menu [File] the entry [Link Library].

Link Library Configuration

— PS5 Library
FE Libraries Path : ®
C:APS_Lib
FE Library [Library Mame)

| )

FB Library File name : @

I@te |

— PHM Library

FB Libraries Path: @
C:APH_Lib
FB Librany [Library Mame)

| 9 ‘@

FB Library File name : ©

Cancel

x|
DKI
o |

Figure 6-74 Dialogue integrate library

Set library path (see Chapter 6.18.2).
Name of the integrated PS library.
Selection of a PS library.

Set library PN path (see Chapter 6.18.2).
Name of the integrated PN library.
Selection of a PN library.

®00O®OOE

Separate integrated PS library from the project.

Separate integrated PN library from the project.

Open Library

Place of FB Library : C:APS_LikY

Library name Tl File name

Werzion |

Date

| Explanation

4]

Cancel

Open I

Figure 6-75 Dialogue open library
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Once you have selected and integrated a library, PROTECT-PSCsw confirms the
successful integration of the library and inserts the function call for the library in the
ladder diagram before the commencement of the program.

Foool FUON300 FB Library
" DEMO

Dnnnnl LSYS 43zh EEE4h Gdh ver.1.00

) @ O
Figure 6-76 Ladder diagram symbol for integrated library

@ PS library system function 432h (integrate library).
PN library system function 432h (integrate library).

@ ID number 1 of the library.

® 1D number 2 of the library.

@ Name and version number of the library.

Insertion of a function block

A function block can be inserted into the diagram ladder by means of a tool button
or the function key [F8].

Selection of a function block

A function block is selected through the property dialogue. The possibilities are lim-
ited here to the selection of a function block and the entry of a comment.

Contact | Goil | Timer | Functionl Block Gomment Function Block |
FE:
ShEr) {E_ﬂl’r:rs” " = FE ver, | @ @ Dat= [ 2060516
- ibrary -
=] SFE_PLCopen Tnput: Qutput: o GCertified Gode IU'MO
H iz , FE| NE s name
(- o I-@- fwha hag the authority for FB) IJTEKT
; i itop
"% ES_Debuge - I—@— .
LTk FrahleSinitch = e
Gmt. I @ LI
FEB execution memory free area: | @ WORD | Bipply I | FEB-TnsideManitar |

Figure 6-77 Dialog Eigenschaften Funktionsblock

@ Selection of the function block.

@ Entry field for comment (max. 100 characters).

® Version number of the function block.

@ Number of the inputs/outputs

® Storage size in WORD.

® Remaining free memory for the use of function blocks within a user program.
This number is reduced after every insertion (use) of a function block by its
memory capacity.

@ status of FB protection

A screen is changed to the FB-Inside monitor

Instruction Manual PROTECT-PSC 6-80
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Defragment FB execution memory

Due to the deletion of a function block from the ladder diagram, memory gaps can
emerge in the FB execution memory. This can have as a consequence that no fur-
ther function blocks can be inserted into the ladder diagram, although there is still
free memory available. The free memory blocks are not large enough then to in-
clude the structure of the function block. With the menu item [Xchange]-
[Defragment FB execution memory], you can reorganise (defragment) the FB exe-
cution memory.

6.12.9 Library Access Protection

A library editing can be forbidden by a user key (sentinel).
There are two kinds of user key (sentinel) as below.

+ Hardware dongle (Sentinel25P) TXY-6066 for the parallel interface.
« Hardware dongle (Sentinel USB) TXY-6067 for the USB interface.
The locked library can be edited only by the user key (sentinel) used for the lock.

Different user key

File

Read | O Read | O

Wiite | © @m | write | x

. FB Library1

/ PROTECT-PSCsw

“IrRead | o || Edit | x
write | O

PROTECT-PSCsw

Edit | O

(@]

Read g
Write | O FB Lilrary2

PROTECT-PSC

Figure 6-78 Editing locked libraries with different hardware dongles

Instruction Manual PROTECT-PSC 6-81
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B

In the above example, library 1 is available as a file on the fixed disk and library 2
in the PROTECT-PSC. Both libraries were created by user A and protected by user
key (locked). User A has full access to both libraries if he has installed his hard-
ware dongle. User B can only read Library 1 and use it in his programs. User B can
read out the library stored in the PROTECT-PSC and transmit it into a PROTECT-

PSC. However, it is not possible for him to process and store the libraries.

Newly created or altered libraries are locked as standard with the programmer’s

current user key (hardware dongle).

Locking/unlocking the Library

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Set a user key by means of the Liblock program

Open the library you would like to lock

Open the property dialogue of the library (see chapter 6.12.3).
Set FB Library protection by the Sentinel.

Select the function you wish (lock/unlock).

Save the library to activate the selected function.

PS5 Library Property

S e o

Library Mame : oK
Wergion: (000 Cancel
Date : IW
Description :

Dietailz.. CD

il

FE Library Protection
[V This FE Library iz protected by the Sentinel. ®

Library Key

% i Library iz locked @

= The key of a library is removed, @

Figure 6-79 Locking/unlocking a library

®Open a dialogue with additional information
@Activate a library protection by the Sentine.
®Activate this option to lock a library.

@ Activate this option to unlock a library.

6-82
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Date of the last update

FB Library Property — [[ZlnetE|i

IUpdate : 20110412 15:43:48 (Tued

Author code : DDSG//’—

Number of the hardware dongle used to lock
the library.

Sittr Edit

Security Enable

Shows whether or not the library can be ed-
ited.

| | Shows whether or not the library is locked.

Figure 6-80 Properties library additional information

PROTECT-PSCsw alerts you when you open a locked library that this library is
locked by another hardware dongle and cannot be edited.

Instruction Manual PROTECT-PSC
V 2.6R01/04.19
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6.13

6.13.1

Checking

Checking LD program

If the ladder diagram is opened you can check the ladder diagram by selecting [Ed-
it]-[LD Program Check] from the main menu. The check is made automatically be-

fore every manual (tool button

"5 menu [Xchange]-[LD Edited Blocks] or auto-

matic (save/transfer) conversion. The errors are subdivided into five groups accord-

ing to different criteria.

Program check result

x|

Psl PH I  Format encr ) Duplication output ¢ Label error ® £ Parameter €0 Safetyeror £ /0 ermor
Mumber of START instructions : 1 lh ddress

Number of END instiuctions : 1 Mo00

Nurnber of extended instructions : 80

Murmber of format ermors : 1] ®

Program end : a7
‘whether PEMD present or not Available

IAdd PENDE) T

P5: Duplication output,

PM: Mo errar

Figure 6-81 Dialogue LD Program check

@ Additional information.
@ Selection of the error group (only available if error exists).

® Error messages within selected group. Double clicking on the error message

will bring you automatically to the defective block.
Error groups

Format errors

The errors shown below permit a display of the ladder diagram despite existing er-

rors.
Error code Description
04 False address area for contact for edge detection.
05 Double use of a ‘P’ address
06 Error in the conversion of ‘single’ to ‘double’ contact/coil
oC Undefined command in program
Table 6-20  Error messages — format error group

Instruction Manual PROTECT-PSC
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Instruction Manual PROTECT-PSC
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Format errors (continued)

The errors shown below do not permit a display of the ladder diagram. Instead of
the corresponding block only the error message with the error code is displayed in
the ladder diagram.

Eg&r Description
01 Display limit exceeded (max. 22 lines per block)
02 Stack overflow with STR, STR NOT statement
03 OR statement without STR statement
04 AND statement without STR statement
05 Stack overflow with FPS statement
06 FRD statement without FPS statement
07 FPP statement without FPS statement
08 No value at stack (S0), AND STR not possible
09 No value at stack (S0), OR STR not possible
0A Timer statement stack error
0B Program limit exceeded (block with more than 256 steps)
OE Bit sample error in timer
OF No value at stack (S0), FPP not possible
10 Error in stack processing
11 OR statement in timer block.
12 OR,OR NOT,OR STR statements directly after FPS statement
STR,STR NOT,OR,0R NOT,0OR STR,AND STR statements afte
13
OUT statement
14 No OUT statement exists in block
Table 6-21  Error messages — format error group (LD display not possible)

Duplicated output

Error code

Error message

Duplicated output address (coil/coil).

Duplicated output address (coil/function).

Duplicated function number

Table 6-22

Label

Error messages — duplicated output group

Error code

Error message

START statement multiply present

END statement multiply present

START statement present without END statement

END statement present without START statement

No START statement present

No END statement present

Neither START nor END statement present

Table 6-23

Error messages — label group
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6.13.2

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

Parameter
Error code Error message
- Coil with address of an output module not used for 2 channels
- The number of assianed channels exceeds the maximum
- The number of assianed inputs exceeds the maximum
- The number of assianed outputs exceeds the maximum
Table 6-24  Error messages — parameters group
Safety
Error code Error message
- Station number used not present.
Table 6-25  Error messages — safety group
110
Error
Error message
code
- Adresse eines nicht installierten Moduls wurde verwendet.
- 1(X) wird flir eine Ausdanas Spule verwendet
Table 6-26  Error messages — 1/O group

Logic check

The request for a logic check is made before every saving / transfer of the PS pro-
gram (if modifications have been made). Whilst the check during saving can be
postponed to a later date, the check before every transfer of the program (if modifi-

cations have

been made) to the PROTECT-PSC is absolutely essential.

It serves to verify the ladder diagram by a different mode of presentation. For this

purpose the

ladder diagram is translated into a statement list. The programmer

must now confirm that every block of the ladder diagram agrees with the corre-
sponding statement list.

x| Shows the number of remaining blocks to be
Check list Fiemaining // Checked .

o2z | | 105

ggg;g blocks

= Blocks of the ladder diagram (those ticked have

00031
0003z
00023
00034
00035

00037

s
ooozs ) o \\

tnemonic list

already been confirmed). Double clicking on a
block number with the left mouse button moves
you to the appropriate block in the ladder dia-
gram (and vice versa).

Cancel

L] Confirmation / revocation of the checking of a

w004 = block.

INl (i
HMOs0 —

W —— | | The selected block as statement list.

auT
FE : FESO
STR OuUT1
ouT MOED
STR OuUTZ

K _>l_I

Cloze |
Figure 6-82 Logic check dialogue
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Mode of operation of the translation process

In order to perform a check of the block of the ladder diagram shown as a state-
ment list, it is necessary to understand the principal procedure of PROTECT-
PSCsw during translation.

For the conversion of a ladder diagram into a statement list it is necessary to imag-
ine a virtual 1-register machine with a register width of 1 bit. In addition to the work-
ing register A, this machine has an interim memory (stack S0...S23) to save 24 1-
bit values. The working register always contains the result of the last operation
(Current Result (CR) according to IEC 61131). The interim memory is organised as
a stack. The last stored value is always located in SO. Every statement from table
7.10.4 can be specified as an instruction sequence for this virtual machine. Timer,
functions and edge detecting contacts are viewed as function call.

Wo_rking Interim memory (stack)
register
A |so|s1]|s2]|s3]|s4] S5...518 |S19]s20|S521|522|523

Table 6-27 memory of the virtual machine

Instruction Manual PROTECT-PSC 6-87
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Translation tables

Our assumed virtual machine has only a very limited instruction set. In order to dis-
tinguish between the instructions in the statement list, the instructions of the virtual
machine are shown by an operand in parentheses. The 1 bit operand is shown as

‘v’ for value.

Command Function

load(w) Loads w into A

push Copies A to stack and increases stack address

pop Loads value of stack into A and lowers stack address

read Loads value of stack into A without altering address

out(w) Assigns w the value of A

not Inverts the value of A

and(w) Performs AND logic operation with A and w and saves resultin A

nand(w) Performs NAND logic operation with A and w and saves result in A

or(w) Performs OR logic operation with A and w and saves result in A

nor(w) Performs NOR logic operation with A and w and saves resultin A

xor(w) Performs XOR logic operation with A and w and saves result in A

nts(w) A =1, with change from 0 to 1 of w; otherwise A=0

pts(w) A =1, with change from 1 to 0 of w; otherwise A=0

andpop Performs AND logic operation of A and SO, saves result in A and
lowers stack address

orpop Performs OR logic operation of A and SO, saves result in A and low-
ers stack address

Table 6-28 Instructions of virtual machine

Every instruction in Table 6-2 can now be specified by an equivalent instruction
sequence of the virtual machine.

Ladder dia- 1}, o ction list Virtual machine
gram

|_| — STR vV push; load(v)

H — STR NOT v push; load(v); not

— AND v and(v)

— AND NOT v nand(v)

Ly OR Vv or(v)

L ORNOTvV nor(v)

—{—3{ 1| ANDSTR andpop

T=T|orsm orpop

—OH OUT v out(v)

—I~ PTSv pts(v)

I~ NTS v nts(v)

—— FPS push
I FRD read
L FPP pop

— FST load(1)

— NOT not

- no operation

Table 6-29  Translation table of statement list / virtual machine

Instruction Manual PROTECT-PSC
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Translation example
Using a block ladder diagram the following is an example of a translation of the
ladder diagram to instruction list. This example merely serves to describe the trans-
lation process and is not conceived as an example of use.

Ladder diagram

__FPP_U__@I_U_?}_ ___IP_U_%__@U_?E"_ TOOL ® H]
H‘S ||SEE ||S ||SE ’—TM:RH E=001.00 C=000.00 j|‘
Qo001 : \ || EE___l__l_______!_l___i L = - = -
_________________
® ®
Inon4d I005 I006 1007 TOOL (D@Dlﬁ
YT s ST 50T 5 5 '"Es';
HEBEHE BP0 0
)] ® Q0O ; i
i | :
o - i :
"l"’ i Qo19
: EX
) O ;
MO0
MDA ,\@S_
\—"A /4 u)

Figure 6-83 Ladder diagram — example of translation process LD -> SDL

Statement list

The statement list is now created step by step from the ladder diagram. The trans-
lation process is worked through from top to bottom and from left to right according
to the priorities of Booles algebra. This always produces a clear statement list for
every ladder diagram block. The following initial states are assumed:

A=0;1000t0 1007 =1;TO01=1

The registers (A, S0...S3) show states after execution of the instruction in the ‘vir-

tual’ column.
Step LD STL virtual A SO S1 S2 S3
© 0 A ! ! !
(oo 1a0l STR 1000 |PUsSh o o - - -
O | HEHE load(1000) 000 [0 - - -
. ' AND 1001 |and(1001)  [L 0 - - -
@ ""I'D'D':""I'n'?g" STR 1004 rusdh(|oo4) |1004 1 8 - -
: - oal - -
_H__Hd AND 1005 |and(1005) [1 1 0 - -
boo  fool
AP
® OR STR | orpop 1 o - - -
boa  foos
HFE
Table 6-30 Example of translation LD -> STL (1/2)
wszt.rg;t(iﬁn/ I\Ollzr:'llléal PROTECT-PSC 6_89
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Step LD STL virtual A SO S1 S2 S3
o |52 STRI002 | UM BN S

NE 5 load(l002) [l002 |1 0 -
FH__HA AND 1003 |and(1003) |1 1 0 -
006 1007 STR 1006 Push 1 1 1 0
® |5 i ! load(l006) 000 [1 1 0
HEE (oce
----------------- AND 1007 |and(1007) [1 1 1 0
1bo2  1mos
slsnln
® OR STR orpop 1 1 0 -
_1oos  tmoT
minln
Jbpo fhel o Ibo2 o T00%
E_{|S NERNNERNTE
il i I
@ AND STR | andpop 1 o - -
Too4 I0os Ino& Ioo7?
Sl
il
xoos ool
1 s ——{m FPS push 1 1 0 R
ot TMRH
; TOO1 _ .
® {m o010 oeoon. 00 }| k=000 | 7001 = 1, wenn Eingang 1,0 Sekunden 1
0
Toos f Tool
3 8 -
QO imi_H_ FRD read 1 1 0
TOO1
QO | - 5 AND TOO1 |and(T001) [1 1 0 -
(| aois
T
Q— OUT Q018 |out(Q018)
O]¢) g ' 1 1 0 -
50019
s OUT Q019 |out(Q019)
©]6) FPP Pop 1 0 - -
Mooo
0® Qs_l OUT MO00 |out(M000) |1 o X -
Table 6-31 Example of translation LS -> STL (2/2)
Instruction Manual PROTECT-PSC 6_90
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Logic check of a function block

The logic check of a function block is limited to the logic check of the elements of
the LD at its inputs and outputs and the transer to/from the function block. The log-
ic check of the function block is carried out after its setting / modification.

Inoo  I001 INL (b (b OUTL nonz
l NEN OINL  fhl ouTL [ _OS_
00002[ ] | | 5 5 : :
' goos |
: :s:
004 1005 INZ (h)
(B TEENE A 1z
1
il p

Figure 6-84 Presentation of a function block

The inputs of the function block are called IN1, IN2. The output of the function
block is called OUT1. The function block itself bears the designation fb1. This func-
tion block is presented in the dialogue logic check as a statement list as described
in the following.

2| The result of rounding off 1000/I001 is transferred to
Check list Remaining IN1 of the function block:
i PS[Program) I 3
00000 blocks STR 1000
uooo" AND 1001
% OUT IN1 ; Transfer to the function block
oo The result of rounding off 1002/1003 is transferred to
IN2 of the function block:
Check STR 1004
AND 1005
W OUT IN2 ; Transfer to the function block
b 1001 = The call up of the function block then follows. To
oo HI check, its name is displayed too.
5TR Io04
AND I005 FB: fbl
ouT INz
?131; fEall J— After the call up, the output of the function block
0T ooz 1 OUT1 is read out and edited further.
ouT Qoos - i i
o _'I_I STR OUT1 ;reading back from the function

OuUT Q002 ; block

Cloze | ouT Q003

Figure 6-85 Dialogue logic check with function block
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6.13.3 Program size and execution time

The PS program may only have a max. size (32000 bytes) and a run time (1.2ms).
The PN program may only have a max. size (31488 bytes) and a run time (1.2ms).
You can perform a check by selecting [Xchange]-[Program Size Check] in the main

menu. The check is performed automatically in the background before transfer to
PROTECT-PSC.

x
The sizes of object programs are within the: limits.
~FS
Far CPU-rP-A: I ‘ 422 bytes
[Max. 32000 Bytes) Main scan time: I 10 us
Far CPU-kP-B: | 214 hytes

[P ax. 32000 Bytes) Main scan time: I 9 us

~PH

| ‘ A0 bytes
[P ax. 31488 Bytes) Main scan time: I 4 Uz

Cloge

Figure 6-86 Program size check dialogue
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6.14 User Program Change Procedure

Changing of the Safety program is protected by the PIN code.Change of an user program is
implemented by the worker (worker whoknows the PIN code) with the competence of the
change program.

1. Connect a PC which is installed PROTECT-PSCsw, with PROTECT-PSC
through a USB cable.

2. Start PROTECT-PSCsw (Engineering Tool).

3. Select “Read Data®“ and “All Programs + Parameters + Comments*” .

Then it starts the redaing program.

File Library Edit View Xchange [CPU | Monitor Setup Window Option Help
D@k 4| B2R|&E %< RedDat ’
Write Data 4

All Programs + Parameters + Comments

All Programs + Parameters + Comments + Register

HHD  HHD
F5 FH

] Parameter
] DataFiles

k¥ Ladder Diag

Figure 6-87 Screen 1

4. The following screen is displayed after completing the reading.

Figure 6-88 Screen 2
5. Click the “OK* button.

Instruction Manual PROTECT-PSC 6-93
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6. Click the “LD* and the program is displayed as follows.

File Library Edit View Xchange CPU Monitor Setup Window Option Help

= &% dh
(& towe | ooz | & <+ =57
[Hsample.. [ = | @ |[ 2 | | [JPrograms LD Display(Read Only)
i) Library & Projet |
B3 Project "
B-[1] Parameter FUN4as
E-(] DataFiles r
(23 Programs - 00000 Lsma:r }
. BalLp
B o
E-[Z3 ProgramN -
E'"D LD T000 001
! T R &
% Ladder Diag Mﬂm|>:_| I I I :
I004 I005 MO00
N R ER ]
s | o
|
Figure 6-89 Screen 3
7. Enter the “Edit* Mode.
8. Click “Edit“ tag and then click “Start Edit Mode*.
File Library View Xchange CPU Monitor Setup Window Option Help
= Undo Ctrl+Z
Redo Ctrl+Y
cut Ctrl+X =a Y
D Sample... Copy CerlC Read Only)
e Paste Ctrl+V
il Library
m Select All Ctrl+A
"I:I Pa New Block Insert —
"D D New Line Insert - }
203 P L
EIC Edit Comment
LD Program Check
B Pri
e & Contact Change b b1 qooz
Renumbering S QS_
Block Compare Program
| start Edit Mode

MO00

Instruction Manual PROTECT-PSC
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9. The following screen is displayed.

Then enter a password (Default Password is protectl )

Start of edit mode

-

[E3n]

Please enter vour password to start edit
mode.

Paszword |

o]

Cancel

Figure 6-91 Screen 5
10. Click the “OK” button.

11. Implement Circuit Change

The Change method is the same as the time of creating a circuit newly.

12. Save a program after the completion of change.

A saving method is same as the time of creating a circuit.

Because an engineering tool has not an automatic version management

function, the version change management (Changing the program name

etc) is implemented at the user’s responsibility.

When changing a file name, select “Save As...”.

When not changing a file name, select “Save”.

Library Edit View Xchange CPU Monitor Setup Window Option Help

New
Open...
Close
Save

Save As...

Import Data
Export Data

Language Setup
Link Library

Print...
Drawing Style Print
Print Setup...

1 Sample_Project_180410.sprj

2 Sample_Project_180410.sprj

3 C:¥Users¥... ¥EMC_070315.spr]

4 TMS_PCS)_StdLib_Master_170331_IP_EN.sprj

Exit

— HdF HAF | #F 44 Tk
cri+n A A (TERS FIO
Ctrl+0

PRSS LOCK
= &

1FF
Fiz

Ctrl+S

[SI?LQ]'

Ctrl+P »
»

FUN448

Instruction Manual PROTECT-PSC
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Figure 6-92 Screen 6
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13. The following screen is displayed.

PCwin-Safe-] 2

‘:] Are logic check and translation of the program implemented?

Figure 6-93 Screen 7
14. Click the “Yes” button.

15. Execute the logic check of the program.

1| Logic check process ==

Check ligt Remaining

i PS(Program) 3

noooo
10001 blocks

nonna2

nono4
nonos
00006

Cancel check

e monic list

5TR MO01 -
oUT QO0A
ouT QO0B

4 2

Cloge

Figure 6-94Screen 8
After the completion of logic check of program,the following
screeen is displayed .
16. Click the “OK” button.

f i | Logic check process was completed.
"SF" Click OK Button. Then, translate process is started.

Figure 6-95Screen 9

Instruction Manual PROTECT-PSC 6-96
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17. When the .translation is completed properly, the following

screen is displayed. Click the “OK” button.

@ Translate process ended normally.

¥ Click OK to continue process.

Figure 6-96Screen 10

18. When the file is saved properly, the following screen is
displayed. Click the “OK” button.

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

i File save completed.

Figure 6-97Screen 11
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19. Download the changed program to PLC from CPU tag,

select “Write Data” and “All Programs + Parameters + Commnets”.

File Library Edit view Xchange Monitor Setup Window Option Help

D & 2R S%

[ S E | G o2

[Hsample... [ o | @ |[ 2= |

i Library 08 Propct |

E-Z3 Project "
: (_3 Parameter
[Z] DataFiles
E|[:| Programs5 -
- Ladder Diag
E|[:| ProgramM -
£+ LD
‘el Ladder Diag

Read Data
Write Data
o Compare with CPU
D Status

Error Monitor

CPU(PN) Start/Stop

Setup Date/Time

a CPU initialization

b AF | #F 4 O T+
Fa | F5 F& F7 Fio

L3

Program(P5) + Parameter|

+ Parameter

PS
Program(PN

Program + Parameter

(
Program (PN

(

(

+ Parameter

»
Comment
Register(PN)

PS5
PN
P5
PN

Fr
Fiz T

» All Programs + Parameters + Comments

+ Comment(PS)

+ Comment(PN)

MO01

e

[=

00005'

L_ND

Figure 6-98Screen 12

FUN45Z

20. When file name is changed, the folowing screeen is displayed

“Confirm the old project name and new project name” and then

Click the “Continue” button.

CPU - Write Data

Does it continue writing?
Caonfirm Project Mame

CPL:

PCwin-Safe-J :

The project name ig different.

SAMPLE_1504115PR.

Continue

SAMPLE_ PROJECT 1804105PR

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Figure 6-99Screen 13
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21. The following screen is displayed. Click the “Yes” button.

CPU - Write Data ==

The preparation of the writing completed.
Does it execute writing’?
Confirmation of the data to write

Praject : SAMPLE PROJECT 1804105PR.A
Write Data : All Program + Parameter + Comment

r

Figure 6-100 Screen 14
22. Make CPU into the writing mode and enable to write a program.

23. PIN code input.
Input the old and new PIN code.

(The old and new PIN code can be the same PIN code.)

PIN code Update ==

The PIM code is refreshed.
Pleaze input four digitz of a decimal number.

2ld PIM code |

Mew PIN code |

PIM code confirmation |

| Cancel

Figure 6-101 Screen 15
After Inputting the PIN code, click the “OK” button.

Instruction Manual PROTECT-PSC 6-99
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24. After completion of writing program, the following screen is displayed.
Click the “OK” button.

.:0} There is no difference as a result of Read Back.

........................................

Figure 6-102 Screen 16
25. The following mssage is displayed.

And the program written in CPU becomes valid.

L The transmitted data became valid.

Figure 6-103 Screen 17

26. Make the CPU into Reset/Run Mode and start the PROTECT-PSC

6.15 Changing / revising

You have the possibility of performing different changes for the entire user program
within the framework of the editing options.

6.15.1 Changing contacts
I/O addresses

This dialogue can be reached via the [Edit]-[Contact Change]-[I/O Address] entry in
the main menu.

Instruction Manual PROTECT-PSC -
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X Shows the addresses before and

| Before change | § ter ange after Change.
PS-+4001--001

PS-+000--000

Add
Change \\ Compiles the required changes.

Remove |

Execute |

Clo .

Applies change to entire program.

-

— Change target range

& Program whale [program PS ) " Selects t

Applies change to selected blocks of
the program only.

T~

Figure 6-104 Change of I/O addresses dialog

[File]

Loads a statement list from a CSV-file (comma separated value). The file must
have the ending ‘csv’. You can create such a file using Excel or a text editor. If you
use Excel to create the file, make sure that a comma is set as separating symbol.

Header
The text #CHANGEALL’ must be entered in the first line of the file.

I/0 addresses

The area with the addresses to be modified is introduced with ‘BEGIN_IOBIT’ and
ended with ‘#END’. In between are the new address and the address to be modi-
fied separated by a comma ‘M000, M010’. A comment on the documentation can
be attached similarly separated by a comma.

Function operand

The area with the function operands to be modified is introduced with
‘#BEGIN_FUNCOP’ and ended with ‘#END’. In between are the function operands
to be modified and the new function operands separated by a comma ‘D000OL,
D0001L’. A comment on the documentation can be attached similarly separated by
a comma.
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Example

#CHANGEALL

#BEGIN_IOBIT

MO000, M010, changes address M0O0O in M010
MO001, M011, changes address M001 in M011
#END

#BEGIN_FUNCOP

D0000, D0001, changes address D0O000 in DO001
#END

[Add]

Adds a new entry of the addresses to be altered to the change list. The addresses
must be entered without area specifier hexadecimally as bit address. In the case of
addresses from the WORD memory area (D, N, S) a bit number must be specified

by -*.
nad Xl | start and end address of the
- Before change address area to be modified
Device : IM j Range : IDDD ta ID'ID (blt addreSS).
—After change
Device: [M 7| Stadddess: [020 1| | Start of the new address ar-
Cancel ea (bit address).

Figure 6-105 Sub dialogue [Change] [Batch Change of the 1/0 addresses]

[Remove]

Removes the selected entry from the change list.

[Execute]

Performs the changes for all selected entries of the change list.

[Close]

Closes the dialogue.

Instruction Manual PROTECT-PSC -
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Function Instruction Operand (PN program only)

You can reach this dialogue in the main menu under the entry [Edit]-[Contact
Change]-[Function Instruction Operand]. The procedure is analagous to that to
modify 1/0O addresses. Only the type of addressing is as byte or word address

Andern des Funktionsoperanden mikke

Shows the addresses before and
after the change.

Andern des Furktionsoperanden mittels
dlis=t et Trete

;I Hinzufiigen I

Lndern L

_ Erferen | || Applies change to entire program.

AW

ﬂ Schliezzen | -
~Zielhereich andem Applies change to selected blocks of
& Komplettes F'ogra% - Ausgemm— the program Only.

Wor der Anderung

/| Compiles the reauired chanaes.

Figure 6-106 Change function operand dialogue

NC/NO contact

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

This dialogue can be reached via [Edit]-[Contact Change]-[AB Contact] in the main
menu. You can change an NC contact into an NO contact by entering a bit address
with area specifier and vice versa. This function can only be used for individual
contacts.

Xl Entry of the bit address
Target address :I EHecuteI
[?f",f.f C cpentiss | Coe | Application to all or only selected contacts with
the selected address.

Figure 6-107 Swap contact A and B dialogue
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6.15.2 Changing numbering

If the numerical order has been altered by various processes (delete/insert) it is
possible to restore ascending numbering through entry in the main menu [Edit]-
[Renumbering]-[Function Instruction Serial No.] and [Edit]-] Renumbering]-[Edge
Detection Address]. Please bear in mind that these functions cannot be reversed.

6.15.3 Comparing programs

It is possible to compare two programs by selecting the menu point [Edit]-[Block
Compare Program]. The comparison is always made block by block. The result of
the comparison is shown by a tabular comparison of the individual blocks. The dif-
ferences are marked by different colour symbols. The opened project is always the
starting point. Double clicking on an entry or pressing the ‘Block display’ button
moves you directly to the respective block in the ladder diagram.

X
& B
5ELOCKS [ 2eLocks [ Mete | Frogram: |PS /_ Blocks are the
g ponen so000 ‘gmpa"w"%s”“ ” Blocks are diffe-
5
g gggg; o000t 17 T::ree iz a differ#fice. //- rent.
B oo 00002 g Eel""B'grkk — Block has been
I{
FeE e added.

F : Inputoutput part difference~~
Block has been

deleted.

/

L: Link library difference

Comparizon |

Block Dizplay |
Mext Difference |
Frevious Difference |

A CAPS_Libhprog2. spp2
B. C:APS_Libhprogl.spp2

Figure 6-108 Program block comparison dialogue
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6.16  Monitoring

For troubleshooting purposes and to study sequences of a user program you can
monitor the current state of the inputs, outputs and registers during operation.

6.16.1 Ladder diagram

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

With an open ladder diagram window you can start or stop the graphic observation
in the main menu under [Monitor]-[Start CPU Monitor].

The inputs and outputs are shown in different colours depending on their logical
state. The colours are freely adjustable in the dialogue [Adjust] (which can be
reached by the main menu [Options]-[Adjust]) under the [Colours] rider.

In addition to the states of the contacts, the time which has currently passed is
specified under the function ‘timer’.

Depending on requirements the interrogation/updating time of the monitoring can
be set in the dialogue [Configuration] (which can be reached by the main menu
[Options]-[Configuration]) under the instructions rider in a range of 100ms to
5000ms.
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6.16.2 Memory area

The memory area is monitored in its own dialogue which you can reach in the main
menu under [Monitor]-[Register+I/O Address Monitor] or alternatively in the project
window under the entry [DataFiles]-[Register]. You can compile the memory areas
to be monitored randomly and save them for later use. An entry in this list will al-
ways consist of a WORD (16 BIT) and will contain a maximum of 16 entries (256

bits).

Edit register and I/0 address 1[
Brea IPS vl (-D Device IF' 'I Digplay area I‘ID\.\I-‘IFW 'l
Address | FEDCEA9S 76. .. | Hex | Dec | oct | _
PS-P10W 00000000 OO... 0000 00000 Of... [ Adessssling—
PS-P11W 00000000 00... 0000 00000 00, .. i
PS-P12v 00000000 oo... oood oooon oo, . 5] |
PS-P13¥ 00000000 00... 0000 00000 O0...

PS-P14¥ 00000000 00... 0000 00000 00, .. Changefw] |
PS-P15W 00000000 0O... 0000 00000 O0...

PS-F16W 00000000 O0... 0000 00000 O0...

PS-P17Vy 00000000 OO0... 0000 00000 O0... emeyelEl
PS-P18Y 00000000 O0... 0000 00000 O0...

PS-P19% 00000000 O0... 0000 00000 0. .. Clear(R] |
PS-P1AW 00000000 00... 0000 00000 O0...

PS-F1EY 00000000 00... 0000 00000 O0...

PS-PICY 00000000 00... 0000 00000 00... FeadD] |
PS-P1DV 00000000 0O... 0000 00000 O0...

PS-P1EV 00000000 00... 0000 00000 00. .. Savelv] |
PS-PIFY 00000000 00... 0000 00000 00...

@ b aritar sté'r"t'['gf Cloze(ESC) |

Figure 6-109 Monitor register dialogue

@ Selection of the memory area

PS Memory of the PS program

PN Memory of the PN program

Common = Common area of the PS/PN memory
Selection of the memory type

Selection of the address area within the memory type
Start of monitoring

List of the addresses to be monitored

OO
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Compilation

If you select a display area directly ® a maximum of 16 entries is automatically
compiled. You can alter this compilation randomly and save it on the fixed disk for
later use.

—Adress setting—/

Add(E) ’

Add a new entry (only possible if fewer than 16 entries exist).

Edit a selected entry.

Change[\]

Remove a selected entry from the compilation.
Remowe(E]

Coafl | — Delete entire compilation.

Read saved compilation from the hard disk.
Read(0] 1

il |

Savel¥] Write compilation on hard disc.

Figure 6-110 Address selection in monitor register dialogue

Adding/Changing

This dialogue can be reached via the ,Add“ button (fewer than 16 entries) or via the
»,Change* button (if an entry is selected). You have the possibility here to add one
or several entries to the compilation.

2| | selects the memory area (the ‘EL’ ar-
Bersich  |PS id g ea is not currently available).
Top = ?electt)s merlngnry type and address
number only).
Adresze [E] I () y
Abbrech
@ I Block Auswihlen [F) ﬂl
Murnmer des Blockwertes [T] I'IQ migliche werte Iﬁ @

Figure 6-111 Add/change entry in the monitor (register) dialogue

If you select the box ,Block Auswahlen* @ as many WORD blocks as specified in
@ will be added automatically starting from the entered address. The number of
WORD blocks which can be automatically added is restricted to a maximum of 16
and is displayed in ®.
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6.17

6.17.1

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Documenting

Good documentation is a part of every program. PROTECT-PSCsw provides you
with two different types of documentation. A simple one to be printed out as re-
quired and a detailed one for the finished program to be added to the plant docu-
mentation. Both types have the same content and differ only in their visual presen-
tation (formatting).

A print-out in simple presentation can be selected via the menu [File]-[Print]. Select
the option [File]-[Drawing Style Print], option for a print-out of a more detailed for-
matting.

It is essential to print out the program completely for plant documentation to cor-
rectly complete program creation. The programmer must enter his name on the
cover sheet of the documentation and confirm the correctness of the documenta-
tion/of the user program by his signature.

The documentation is subdivided into several areas which can be individually se-
lected and printed out. Before printing out the final documentation you must enter
the additional data necessary for documentation.

Setting format

The defaults for the cover sheet and the requisite additional data for documentation
are entered here. You can reach this input mask in the main menu under [File][
Drawing Style Print][Form setup]. In addition every dialogue has a button [Format]
to select the print options by which you can similarly reach this input mask.

: :
R = In order to insert a line break

MAKER O in the case of multi-line entry

MACHINE NO. O fields press the ‘RE-

HACHINE NEVE TURN/ENTER’ key while

simultaneously pressing the
DRAWING NO. - [ ‘SHIFT’ key .
DESIGH CHANGE MO, : |— .
[~ Put SER.Mo. with drawing. START NO. : nooo The date IS entered as fOI-

STODRAWINGND. | lows:

DEVICE CODE o YYYY/M M/DD

CONTENTS -]

PROGRAM NO S whereby:

DREWING FOR -] _

MESSRS | DD = day

SERS ND o MM = month

REMARKS |

REMARKS1 g ’ YYYY = year

[COPYRIGHTS)

PROGRAM NAME - I

HEE'@II\EM;DD] i

1 : I—

[Program 5 pecified Yalue)

| CAMCEL |

Figure 6-112 Format setting dialogue
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6.17.2

6.17.3

6.17.4

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

Selecting printer

Before starting a print-out you should select a printer. You can reach the appropri-
ate dialogue in the main menu under [File][Print setup...]. A selection dialogue usu-
al in Windows will appear. Every dialogue also possesses a button to select the

print options [Printer setting] with which you can
tion dialogue.

Ladder diagram

similarly obtain the printer selec-

Ladder diagrams of selected blocks can be printed out by selecting in the main

menu [File][Print...] [Circuit Diagram List (Ladder)

Program Marme : ID\F'S_Lib"\IJ'UEI'I-SIJI32

n

X Selects the pro-
gram to be printed

r Print conditions

— Print Pragram [The program to be displaying)
* ps PN

Selects the infor-
mation to be print-

— Content
¥ Cover
I~ Block comment

[ Cont te Iv Label

Cail reference

[v Contact comment
V' Cail camment

I~ Contactlist Page

ed.

Selects the blocks

< Py
ta IUUUUZ LU0 = ) L

Output range IUUUUU

Start Page Mao. IDDD'I

of the ladder dia-
gram to be printed.

Cowver getting | Frinter getting | |

Pint | —Slese__|

Stipulates the start

Figure 6-113 Print Circuit Diagram List dialogue

Comment

of page numbering.
auf einmal

Comments of selected memory areas can be printed out by selecting in the main

menu [File][Print...][Comment List...].

Address Comment List x|

Selects the program to be print-
ed

Program Mame IC:\F‘S_L\b\prog‘I spp2 /—
— Piint condition:

Program

i Al O ps PN ‘
r~ Content

¥ Cover

Selects whether a document is
to be printed out with or without
cover sheet.

WP WS sy I EL
r

Selects the desired memory
areas.

VK W N T NEQY EM
v ¥ oD [ DEy \
VTWF I
VL

AllON
(il —I
7 M AuD}\L

NN

Selects/deselects all memory
areas at once.

Stipulates the start of page
numbering.

—
Start Page Mo I_DDD1 /

Frint I

Cowver setting | Frinter zetting | Close |

Figure 6-114 Print Comment List dialogue
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6.17.5 Contact table

Contact tables of selected memory areas can be printed out by selecting in the
main menu [File][Print...] [Contact Table List...].

Contact Table List

Program Hame |C: WPS_Libsprogl. spp2

x|

Selects the program to be
printed

r— Print condition:

Frogram
[F All " P§

PN |

— Content
¥ Cover

[~ SiRit

EUECRE REV R BER
T g - o =<7~

[ M [~ EM
- D[Bit]/

[ EL

AlON |
Al OFF |

Start Page Mao. I oot

Selects whether a document
is to be printed out with or
without cover sheet.

Selects the desired memory
areas.

Selects/deselects all
memory areas at once.

Cowver getting | Frinter zetting |

Clos

Print I

Figure 6-115 Print Contact Table List dialogue

6.17.6 Use status

Stipulates the start of page
numbering.

Used addresses of selected memory areas can be printed out by selecting in the
main menu [File][Print...][Using Status List...].

1/0 Address Using Status List

Frogram Name: |C:APS_LibpragT.spp2

Selects the program to be
printed

v L
!
v M

— Print condition:
Frogram
[F All " P§ PN
— Content
¥ Cover
VP Vs I sEi ™ EL
2 2 O 1 [~ EM

v v v D [ Dt
1 /

AllON |
Al OFF |

Start Page Ma. I oot

Selects whether a document
is to be printed out with or
without cover sheet.

Selects the desired memory
areas

Selects/deselects all
memory areas at once

Cover zetting I Printer setting |

Close

Frirt I

Stipulates the start of page
numbering.

Figure 6-116 Print Usin Status List dialogue

Instruction Manual PROTECT-PSC
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6.17.7 Parameters

A list of the parameter settings (hardware configuration) can be printed out by se-
lecting in the main menu [File]-[Print...]-[Parameter List...].

Program marne ZIE:'\PS_Lib\prgg‘]_sppz — iS.to be printed out with or
Pint condiliﬂnsi/ without cover sheet.
Cantent
v Cover E
Stipulates the start of page

Start page Mo, | 0001 numbering.

Cover setting | Frinter setting | PFrint I Close |

Figure 6-117 Print Parameter List dialogue

6.18 Program options

6.18.1 Presentation

The menu [Option]-[Customize] provides you with presentation options .

Font
x|
Fort | Color | wiew |
~Ladder FE. Set font and font size of the lad-
General [Founer New /'/_ der diagram here.

Size: IS /
Contact Comment ; ICourierNew Change | Set font and size of the check

see: [T L~ window here.
— Logic check /
Mremonic List:  [Courier New /

Size: |4 Activate these options if you do
_ not want a line break in the

™ Laddsr coil comment wordwrap .

[ Ladder contact comment wordwiap comment (the text is cut off at

the end of the line).

ok | Abbrechen |

Figure 6-118 Font selection dialogue
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Colour

Fort  Calor | igw I

% Ladder.FE.

Backaground

Diagram
Tent N

Heset Al : |

Use this button to set colour to
the delivery state

<Maonitary Active Symbal
<Monitar> Ernor 5ymbol
<Monitor> Active Test
Step/Block Ma

Duplicate Address
FB Library

Comment N

FE In/Out Line

Faoregraund |

Backaground |\

ok | Abbrechen |

Select the object to be changed.

This window shows you the re-
sult of your settings.

Figure 6-119 Colour settings dialogue

View

Fart ICDIDI Wiew |

r Standard

v Toolbar
[v Statushar

Press this button to reach the
colour selection dialogue for
foreground and background

Shows the ‘edit’ tool bar.
DEH & 2R &S2|00 (A4

r— Ladder.FE.

¥ Toolbar

Shows the status bar.

0k | Abbrechen |

Shows the ‘contacts’ tool bar.

| — 4k HAF |4k 4% O | 47F 4FF
FI F2 F3 Fd FS FE8 F7 FID FI2

Figure 6-120 View settings dialogue
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6.18.2 Configuration

The menu [Option]-[Configuration] provides options to edit and create a program.

File
File |Dperati0n| Drefine Shortcut keyl Lihraryl Activate this Option if the file
\While projectiprogram fis] open with the register .data is to be
opened automatically when the
¥ 1/0 Register file open at the same time./ project is opened.
~ While project{program file] save Activate this option if the file
o _ with the register data is to be
M 10 Riegister file zave at the zame time. _— | .
closed automatically when the
project is closed.
Figure 6-121 File configuration dialogue
Operations
Configuration 5'
File Operation | Define Shortout key I Library I
Gommon
v Irzert mew biock on the cursor Block
[~ While inzerting vmbal directly enable property
[T Butomatically close property after apply
[~ Comment 1st and 2nd are interlocked at the time of copy & paste at library edition.
5
¥ fctivate the safety error check function of safety program check.
P
‘B [~ Comment of function iz aleo copied when Gopy & Pasting
‘;’ [V #ddress specified by the output type function i= added to a duplication check.
(3) [~ Made the reference jump to the coil location applying to the MOV type function.
‘D [T Y0 address identification Non-Safety : & or B
‘D [V Warning is displayed when PM program does not execute at the time of program writine.
onitor Circuit Diagram
@4 Sampling time setting I5DEI s vl
ok | Eeubl |
Figure 6-122 Operation configuration dialogue
@ Activated: A new block is inserted at the cursor position and the existing
block is pushed downwards.
Deactivated: A new block is created beneath the block at the cursor position.
@ Activated: The dialogue is automatically opened upon assignment of a
contact from ‘contacts’ in the tool bar and remains open until it
is manually closed.
Deactivated:  The dialogue is not automatically opened when a contact from
the ‘contacts’ in the tool bar is assigned.
® Activated: The property dialogue is automatically closed after assignment.
Deactivated:  The property dialogue remains open until it is manually closed.
Instruction Manual PROTECT-PSC 6_113
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Defining short-cut keys

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

@ Activated:

Deactivated:

® Activated:

Deactivated:

@ Activated:

Deactivated:

@ Activated:

Deactivated:

Activated:

Deactivated:

© Activated:

Deactivated:

®@ Activated:

Deactivated:

@ Activated:

Deactivated:

When editing libraries, commentl and comment2 are copied if
‘copy and paste' is used.

When editing libraries, commentl and comment2 are not cop-
ied if 'copy and paste' is used.

Not available
Not available

A Logic check is done when LD Program Check is performed.
No Logic check is done when LD Program Check is performed

Function comments are copied if 'copy and paste' is used.
Function comments are not copied if ‘copy and paste' is used.

A check if the same address is used by multible functions for

result is done.
No check if the same address is used by multible functions for
result is done.

Perform a reference jump to the coil in MOV function types.
Don't Perform a reference jump to the coil in MOV function
types.

The prefix for I/O memory area is ‘A/B’.
The prefix for I/O memory area is ‘X/Y’.

When writing the program and a PN program will not be running,

the warning message will be displayed
The warning message will not be displayed

@ The sampling time for the CPU/register monitoring can be set in a range of
100ms to 5000ms.

Configuration =l

File I Operation  Define Shortcut key | Librar_l,ll

% Common

This button opens the
dialogue to define a key

©" LadderFE. combination for an in-

Command

| Key - struction.

Mowe Cursor Up
Mowe Cursor down
Move Cursor Left
Mawe Curzor Right
Search

Book mark set/reset

Tothe next mark

Action status of CPU
Errar monitar of CPU

Chark!Chan ramibar
]

Tothe previous mark

Reset all the book mark

Setup of datetime of CPU

Keytuping eﬂ

Kew delete

ales This button deletes a key
Alt+ | combination assigned to
Al +C

| an instruction.

o

Chl + Shift + 5
Chl + Shift + E

Chl + Shift + D
Tl o Choift o T

Select the instruction
| from this window.

0K | Abbrechen |

Figure 6-123 Definition of short cut keys dialogue
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Definition of keys

In order to define a new key combination, first select the instruction using the
mouse and then press the ‘Keytyping entry’ button. You can then press any
key/key combination in the following dialogue and assign the previously selected

instruction by way of ‘OK’.

oK

Cancel

dil

Enter the Hotkey ALT +3

W

Figure 6-124 Entering a short-cut key

Deleting key

In order to delete an assigned key combination, first select the instruction using the

mouse and then press the ‘delete key’ button.

Library
|

File I Dperationl D efine Shortcut key  Library |

PS Libramy directory :

[c:Ps_Lie ® D
]

FM Library directory :
IE:\PN_Lib %)

™ & program check iz performed after change of a setup of a link library. @

SEMTIMEL
I b startiti Flwin-S afeal, the sentinel s detected, @
wihen editing BB litrany, does checks.

0K | Abbrechen |

Figure 6-125 Configuration library dialogue

@ Select PS library directory.
@ sSelect PN library directory

® Activate this option to have PROTECT-PSCsw perform a check on the program

when library is linked.

@ Activate the hardware dongle enquiry (without function).

*1 : @and @ can not be set under the same directly

Instruction Manual PROTECT-PSC
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6.19 CPU initialisation

The CPU module can be set to the delivery state again using the PROTECT-
PSCsw main menu dialogue [CPU]-[CPU initialization]. The password is identical
with the password which has been used to activate the edit mode.

CPU Initialization x|

Flease enter a pazzword, in order to

initialize CPL.
Pazsword I
oK I Cancel |

Figure 6-126 CPU initialisation

An initialisation can be carried out if the switch of the CPU module has been set to
‘W.E.” and the ‘R.ST’ button has been pressed.

6.20 Engineering Tool Version Maintenance (updating)

6.20.1 Present PROTECT-PSCsw Version Confirmation method

Please choose [version information] from a main menu of [Help]

F 5
About PROTECT-PSCsw | = |

FROTECT-FZCaw Version 1.6 Few 021741120

FProduct of KA. Schmersal GmbH _Co. KG

JTEKT CORFPORATION. Copyright(C) 2007-2515 .
Installed version

Function: number

FB Library
Symbolic Programming
Drawing Style Print

Lser Mame *hkkhhkkhkkkkkkhhkhhhrkrhrrrrrr
0 rgan 1zation T T
Serial Mumhber *kkkkkkkkkkkkkkkkkhhkkkkkkkkkkxk

Figure 6-127 ‘PROTECT-PSCsw” version number confirmation
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6.20.2 The newest version confirmation method

For an update, please visit https://www.schmersal.com or contact
technical.sales@schmersal.com.
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Operation and maintenance
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Operation and maintenance

This chapter explains first start-up, maintenance and troubleshooting of the PRO-

TECT-PSC.

Delivery status
Start-up
Disturbances/error messages
7.3.1  Error categories
7.3.2  Error memory
7.3.3  Error messages/codes
Maintenance
7.4.1 Changing the battery
7.4.2 Defective fuses
7.4.3 Failure as a result of common cause

Service
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Operation and maintenance 7

7.1 Delivery status

The CPU module is delivered in the following state:

e PIN Code ,0000°
e No PS/PN program

e No parameters

The user must change the PIN code (“0001” .. “9999”). The new PIN code is
stored in the flash of the CPU module.

7.2 Start-up

Before operating the controller for the first time it is advisable to incorporate a shut-
down device (EMERGENCY-OFF [EMERGENCY-STOP] or similar) into the power

supply.

If you have not already done so, first assemble the back-up battery as described in
Chapter 4.2.4 before commissioning.

Switching on

If you have installed a booster module, the following must be observed when
switching on.

If the power supplies of the booster and power on module cannot be switched on at
the same time, the following order must be observed:

1. Booster module

2. Power module
The reverse order may result in errors during system initialisation.
Take care about power supplies ON timing as follows.

Ton : Timing, after turn-ON power supply of POWER Module to turn-ON
BOOSTER Module power supply

Torrion  : Timing, after turn-OFF BOOSTER Module power supply to turn-ON
POWER Module power supply

Power ON
POWER Module
Power OFF
-1ms<Ton<20s TorrioN>5S
Power ON
BOOSTER Module If such timing is not observed,| an error may be prfoduced during system

initialiZ2ABE AR DSB commumieatibn may become difficult!

Instruction Manual PROTECT-PSC 7-2
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Operation and maintenance 7

7.3 Disturbances/error messages

7.3.1 Error categories

The error messages are subdivided into 3 categories. The category of error can be
recognised by the states of the special flags V01 to V03.

Alarms

Alarms are signalised by a set flag V03. They are shown in the display of the CPU
module by the prefix “AL” before the error code. An alarm warning does not lead to
a functional impairment of the PROTECT-PSC. Safe operation is guaranteed even
with a permanent alarm. An alarm can only be recognised by the messages of the
display or by query of flag VO3.

Slight errors

Slight errors are signalised by a set flag V02. They are shown in the display of the
CPU module by the prefix "ER" before the error code. Their occurrence usually
indicates incorrect settings, errors in the user program or errors in the cabling (e.g.
cable break or short circuit to ground). The PROTECT-PSC moves to the safe
state (all safe outputs are shut down). The user program continues to be executed
(interrogation of the inputs, monitoring by PROTECT-PSCsw) without the possibil-
ity to enable the Outputs. Leave the safe state is only possible by Power OFF/ ON
or be activating the Restart Button..

Serious errors

Serious errors are signalised by a set flag VO1. They are shown in the display of
the CPU module by the prefix "ER" before the error code. These errors are usually
hardware errors. If an error of this kind occurs, the user program is immediately
interrupted. The controller moves to the safe state. Leave the safe state is only
possible by Power OFF/ ON or be activating the Restart Button

7.3.2 Error memory

When an error occurs, the error code, further additional information as well as the
time of the error are stored in a special error memory. This memory can be read
out using the PROTECT-PSCsw programming software.

Ring buffer

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

The error memory is designed as a ring buffer. The last 8 errors are saved. If all 8
entries are used and if a further error then occurs, the oldest entry is overwritten.
Existing entries are not deleted after the error has been eliminated. It is not
possible to manually delete the error messages

If there is no back-up battery, all errors are deleted following a Power OFF.
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Error entry

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

An error entry takes up 10 memory spaces (20 Bytes). The entries are displayed
hexadecimally in BCD code. A byte serves to represent a decimal number (0...9).
The year figure specifies the decade. The day of the week is represented by the
figures 0...6, Sunday to Saturday. Depending on error code you will find additional
information on the errors which have occurred in S201 and S202. The PROTECT-
PSCsw programming software provides the possibility to display error messages in
plain text with information on their elimination in addition to viewing as a memory

excerpt.
Adress Adress Highbyte Lowbyte

S200 | Entry1 S200 Error code

S20A | Entry 2 S201 Additional i2nformation Addition:rl] i;\formati-

S214 Entry 3 S202 Additional ‘ilnformation Addition:r: igformati-

S21E Entry 4 S203 Time occurred (seconds) = 0000 to 0600

S228 Entry 5 S204 Time occurred (minutes) = 0000 to 0600

S232 Entry 6 S205 Time occurred (hour) = 0000 to 0203

S23C | Entry 7 S206 Time occurred (day) = 0001 to 0301

S246 | Entry 8 S207 Time occurred (month)= 0001 to 0102
S208 Time occurred (year) = 0000 to 0909
S209 (d;iym of the L\jvr;i))

Table 7-1 Structure of the error memory

Example

Address FEDCBA98 76543210 HB LB

A0 48 => Processor A, error 048
0100=>add.infol =0, add. info2 =1

0200h
0201h
0202h
0203h
0204h
0205h
0206h
0207h
0208h
0209h

10100000 01001000
00000001 00000000
10100000 00100010
00000000 00000100
00000011 00000110
00000001 00000010
00000001 00000000
00000001 00000000
00000000 00000011
00000000 00000011

=0

00 22 => add. info 3 = 22, add. info 4

00 04 => second =4

03 06 => minute =36

01 02 => hour =12

01 00 => day =10

01 00 => month =10

00 03 => year =03

00 03 => day of the week = 3 = Wednesday

On Wednesday 10.10.2003, at 12:36 and 4 seconds, processor A in Slot 1 detect-
ed an error in the input comparison at Address 0.
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7.3.3 Error messages/codes

Overview

731173 &)
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The following table provides an overview of the error codes and their meaning.
Every error message can be generated both by processor A and by processor B.
The prefix A/B indicates the processor from which the error message originates.
An error message can be queried within the user program by means of special
flags. A set flag shows an existing error. The categorisation of the error (how
serious) is shown by the flag specified in the “stage” column. More information on
error categorisation is provided in Chapter 7.3.1.

S iipaelz—- Stage Meaning

code flag
A/B 013 | VOC1 | V0OO1 |Error 24 volt supply voltage
A/B 021 | VOC2 | V001 |CRC error program memory
A/B 022 | VOFO | V003 |Voltage of the back-up battery too low.
A/B 023 | VOC2 | V001 |CRC error program parameter.
A/B 031 | VOC9 | V001 |Execution time of the user program too long.
A/B 032 | VOCO | V001 |Read error in the RAM memory.
A/B 035 | VOCO | VOO1 |System error in the CPU module.
A/B 042 | VOC5 | V001 |Parameter error input/output module.
A/B 043 | VOEO | V002 |Hardware error input/output module.
A/B 048 | VOC8 | V001 |Configuration error input/output module
A/B 071 | VOC9 | V001 |Faulty statement in the user program
A/BOA3 | VOF5 | V003 |Real time clock error.
A/B OAB | VOCA | V001 |Write error program memory (flash).
A/B OAC | VOCO | V001 |Error in circuitry of battery monitoring.
A/BOAD | VOC2 | V0OO1 |Data error
A/B OAE | VOCB | V003 |Data error not detected
A/B OAF | VOF5 | V003 |RTC not set
A/B0OBO | VOCO | V001 |Communication error between Processor A and B.
A/BOB1 | VOC3 | VOO1 |Transmission error back plane BUS.
A/BOB5 | VOC3 | VOOl |Error back plane BUS.
A/B OFE Error 24VDC supply
A/B OEF Although the error signal from an 1/0O module was detected,

the 1/0 module which becomes error does not exist.

Table 7-2 Brief description of error codes
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Reference
Error Info | Type | Cod | Description
A/B 013 | Error 24 volt supply voltage
1 Error 00 Error in the power module
01 Error in the booster module
2 Error 00 Power on : booster module with fewer than 10 mod-
01 Power on : no booster module with more than 9
02 Operation : booster module with fewer than 10
03 Operation : no booster module with over 9 modules
A/B 021 |A CRC error has occurred in the internal program memory.
A/B 022 |Voltage of the back-up battery is too low.
A/B 023 |CRC error program parameter.
A/B 031 | The maximum execution time of the user program has been exceeded.
A/B 035 | A serious error has occurred in the PROTECT-PSC CPU
1 Error 00 |Hardware error or program error
01 |Errorin time slice or event processing.
02 | Error in data comparison between MP-A and MP-B
A/B 042 | A parameter error has occurred in an input/output module
1 Station — | Station number (00h)
2 Slot — | Slot number (00h...0Fh; FFh = indeterminate)
3 Error 01 |Faulty assignment of an input/output module
A/B 043 |An error was detected during the self-diagnosis of an input/output module.
1 Station — | Station number (00h
2 Slot — | Slot number (00h...0Fh; FFh = indeterminate)
3 Error 11 | Error during testing of the RAM
12 | Error during testing of the ROM
13 | Error during testing of the processor
14 | Error during testing of the 24V DC supply
15 | Error during testing of the shut-down relay
16 | Error management LOW
21 |Input: error during test pulses
22 | Input: input level different
31 |Output: error during test pulses
32 | Output: error during reading back
33 | Output: error relay contact
a1 Communicatic_m MP-A and MP.B:
Error connection set-up
Communication MP-A and MP.B:
42 . N
Error during transmission
Communication MP-A and MP.B:
43
Error telegram format
Communication MP-A and MP.B:
44
Error watchdog
Communication MP-A and MP.B:
45 . g
Comparison error of input data
46 Commu_nication MP-A and MP.B:
Comparison error of the output data
51 Communicatic_m back plane BUS:
Error connection set-up
Communication back plane BUS
52 . T
Error during transmission
Communication back plane BUS
53
Error telegram format
Communication back plane BUS
54
Error watchdog
61 |Parameter: format error of the input/output param-
62 | Parameter: data error of the input/output parameter
71 |EEPROM: read error
72 | EEPROM: write error
4 Chan- — | Faulty input/output channel (00h...1Fh)

Instruction Manual PROTECT-PSC
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Table 7-3 Reference error messages 1/2
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Reference (continued 1)

Instruction Manual PROTECT-PSC
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Error Info Type | Cod Description
code e
A/B 048 | The module assembly and the Palametrierung do not agree
1 Station — | Station number (00h)
2 Slot — | Slot number (00h...0Fh; FFh = indeterminate)
3 Data — | Parameterised module ID
4 Data — | Read out module ID
A/B 071 |The result of an operation is outside the permitted value range
1 PC L |Program counter low byte
2 H | Program counter high byte
3 Number L |Instruction number low byte
4 H | Instruction number high byte
A/B 0A3 | An error has occurred in the real time clock
1 [Error | 01 [write/read error
A/B A write error has occurred in the flash ROM memory
0AB 1 Error 01 |Internal flash ROM
02 |External flash ROM
2 Error 11 | Error during deletion
12 | Error during writing
13 | Error during comparison
A/B An error has occurred in the battery monitoring circuit
A/B Battery back-up data could not be restored
A/B 0OAE | Checking for A/B OAD errors by PROTECT-PSCsw not yet performed
A/B OAF |RTC not set
A/B 0BO | A communication error has occurred between Processor A and Processor B
1 Error 01 |Time out error
10 | Error in serial communication
11 |Reception error
12 | Transmission error
20 |Invalid function call
30 |Faulty data received
32 | Transmission error
FF | Other error
A/B 0B1 | A communication error has occurred on the back plane BUS
1 Error 01 |Time out error
10 | Errorin serial communication
11 |Reception error
12 | Transmission error
20 |Invalid function call
30 |Faulty data received
32 | Read-back error
FF | Other error
2 Station — | Station number (00)
3 Slot — | Slot number (00h...0Fh; FFh = indeterminate)
7F | Simultaneously 2 or several slots
An error has occurred in the system initialisation
A/B 0B5 1 Error 01 |Initialisation of a module not completed
02 | A module has produced an error message
A/B OFE | Error in the 24VDC supply
A/B OFF Although the error signal from an 1/0 module was detected, the 1/0 module

which becomes error does not exist.

Table 7-4 Reference error messages 2/2
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7.4 Maintenance

Assuming correct assembly and circuitry the maintenance work is restricted to the
changing of the back-up battery (approx. every 5 years). The battery must be
changed if the error code 022 or the special flag VFO has not been deleted after
more than a 4-hour charging period. If the error message continues after replacing
the battery, an internal error of the CPU module exists. In this case please consult
your supplier.

7.4.1 Changing the battery

42.414-10 &)

See Chapter 4.2.4.

7.4.2 Defective fuses

If the internal fuse of a module is destroyed due to faulty circuitry or a component
defect, do not attempt under any circumstances to replace it yourself. Please
consult your supplier to repair the module.

7.4.3 Failure as aresult of common cause

A failure as a result of common cause is to be given special consideration during
installation, service and maintenance work. This is a failure which may be the
result of one or several events causing the simultaneous failure of both channels of
the PROTECT-PSC and thus may lead to a system failure. The channel
separation must be maintained during all work to and with the PROTECT-PSC.

7.5 Service

In the case of defective modules or other problems please consult one of the
following addresses:

Europe

Asia

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

K.A. Schmersal GmbH & Co. KG
Mdddinghofe 30
42279 Wuppertal

JTEKT CORPORATION
1-1 Asahimachi,Kariya-city, Aichi Pref
448-8652, JAPAN
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8.1 Technical data

8.1.1 General data (valid for all modules)

Position Description
Supply voltage 24V DC 10 %
Power input Current: max. 2 A
Wattage max. 48W
Ambient temperature 0 - 55°C

Air humidity

30 — 85% RH (non-condensing)

Air pressure

86 kPa bis 106 kPa

Ambient atmosphere

No aggressive gasses permitted

Degree of pollution

2to DIN EN 50178

ge

Rated isolation volta-

Protective class | (<50 V * 2 =71 V)

Area of use

Il : Average environmental and operational influences are to be
expected, the assembly side (e.g. electrical installation room)
protects the installation from strong influences (e.g. vibration-
dampened side of information of the switch cabinet).

Installation site

Metal switch cabinet protective class at least IP 54

Proof test

20 years

Mode of operation

High demand rate or continuous demand limited by the system
reaction time (high demand or continuous mode)

Frequency | Accel. | Amplitude | Runs
Oscillations IEC 60068- 0 7hz - 0,35 mm | 20 cycles
# 57..150H | 5,0 (1 octa-
U Vg _ ve/min)

Shock impact

IEC 60068-2-29. (10g 1000 +10 times, X,Y,Z Direction)

Voltage interruption Maximum 10ms at intervals of minimum 1 second

Table 8-1 General technical data for all modules

8.1.2 Electromagnetic compatibility (valid for all modules)

The functional safety is guaranteed even in the case of higher interference levels
(typical factor 2).

Position Norm Specification
Discharge of static Contact discharge  : £6 kV
electricity IEC6100-4-2 Air discharge : 8 kV
E(I;leé:tromagnetlc HF IEC6100-4-3 Housing :80 ... 2000MHz / 10V/m

Signal connections  : £1kV
Fast transient IEC6100-4-4 Direct current inputs : +1kV
Function ground  +1kV
Signal connections  : +1kV
Surge voltages IEC6100-4-5 Direct current inputs : +1kV
Signal connections
. Direct current inputs :
High frequency IEC6100-4-6 Function ground :
0.15 ... 80MHz /10 V

Table 8-2 Electromagnetic compatibility

Instruction Manual PROTECT-PSC
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8.1.3 PROTECT-PSC CPU
Position Description
Supply voltage 24 Volt DC + 10 %
Power input 2.5A with fully equipped station (180mA CPU modul only)
Fusing internal fuse 3.2A
Output voltage 24 VDC / max. 1A (in case of error!)
Dimensions / weight 30x110x80 (W/H/D) / 230g
Position Description
Program system Stored user program
Program execution Cyclical calculation
Input/output control Register display
Execution time 15ms
Basic commands PS:16 PN:16
Timer commands PS:4 PN:4
Function commands PS:7 PN:54
Program memory 12K WORD (internal memory: 64kB)
Memory type CMOS-RAM, FLASH-ROM
Back-up battery Rechargeable (Lithium Battery: life cycle max. 5 years)
External I/0 channels | ps:240 PN:256
Internal 1/O channels PS:1024 PN:1024
Hold flags PS:768 PN:768
Link flags PS:2048 PN:2048
Edge-detection flags PS:512 PN:512
Data register PS:512 Bytes PN:1024 Bytes
Value register PS:512 Bytes PN:2048 Bytes
Special register PS:2048 Bytes  PN:2048 Bytes
Comment memory 64K Bytes
Communication(PC3) | sN-I/F
Display 4 digit 7 segment display
Table 8-3 PROTECT-PSC CPU
8.1.4 PROTECT-PSC reaction time

Output PROTECT-PSC

System reaction time

Mode 3

Semi-conductor 22.6ms
Relay 37.6ms
Transmission of EL data 47,8ms

Table 8-4 System reaction timet

Instruction Manual PROTECT-PSC
V 2.6R01/04.19

8-3



Annex

8.2 Considered standards

Instruction Manual PROTECT-PSC
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standard

Designation

IEC 61508; 1-7

Functional safety of safety-related electrical, electronic,
programmable, electronic systems

ISO 13849-1:2008

Safety of machines - safety related parts of control sys-
tems

Part 1: General design principles (ISO 13849-1:2000);
German version EN ISO 13849-1:2006

ISO 13849-2:2003

Safety machines - safety related parts of control systems
Part 2: Validation (1ISO 13849-2:2003);
German version EN ISO 13849-2:2004

IEC 60204-1:2016

Safety of machines — electrical equipment of machines
Part 1: General requirements (IEC 60204-
1:2005,modified); German version EN 60204-1:2006

IEC 61000-2-5:1995

Electromagnetic compatibility

Table 8-5 Considered standards
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8.3 EC Type-Examination certificate

Ralne
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8.4

PROTECT-PSC-E-EN

Declarations of conformity
EU Declaration of conformity SCHMERSAL
Original K.A. Schmersal GmbH & Co. KG
Mdoddinghofe 30
42279 Wuppertal
Germany

Internet: www.schmersal.com

We hereby certify that the hereafter described components both in their basic design and construction conform

to the applicable European Directives.

Name of the component:

Type:

Description of the component:

Relevant Directives:

Applied standards:

Notified body for the prototype test:

EC-prototype test certificate:

Person authorised for the compilation
of the technical documentation:

Place and date of issue:

Instruction Manual PROTECT-PSC

V 2.6R01/04.19

PROTECT PSC

See ordering code

The PROTECT-PSC is a modular and programmable
safety control system. It is used for the controlling
and monitoring of safety devices.

Machinery Directive 2006/42/EC
EMC-Directive 2014/30/EV
RoHS-Directive 2011/65/EU

DIN EN 61508-2/-3:2011,
DIN EN ISO 13849-1:2016-06,
DIN EN ISO 13849-2:2013-02

Institut fur Arbeitsschutz der

Deutschen Gesetzlichen Unfallversicherung (IFA)
Alte Heerstrale 111

53757 Sankt Augustin

IDn®: 0121

IFA 0901183

Oliver Wacker
Mdoddinghofe 30
42279 Wuppertal

Wuppertal, April 17, 2019

sl

Authorised signature
Philip Schmersal
Managing Director
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8.5 Index
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